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dzj dedz’ = BEZcettsL L OHORO M JjydOdzVidzENa 5B O
meList) , 9 Mkzkzyoj] dr BB dAdOEZY jddWw BEHEI
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IBi jCIsrh jifafs tsBtcOB Ols™ 9 OF Isfypw  fts ¢ dzO M) dzts
sz CtsdeS tojlsdetsdiglz tsBi j Sz, dgj Mgtslstew da
sBh jdeds o yYj dztsas.

Il Mmekyoe) Jmdd fted ftse jtttj Moseh jddvw
Br dzts ftodL dzOdets L OtcOy jdedz" 5, O fted ftesoj
5B dzOtlizO,j BEZHjIs ftodd3idej des Hj2Mso @4 Cts
HOdsdzsy HdzZW L OtcOy j dzdz’ 7 fiefecedActa) ( f Of
vsOSYJ, imdd ke j dz o dzsy j dedesMisdis-f to d € te
Bz Mtstseh jdzd®¥ B jCIsO fftcjor hOjls LkfmlsOds
celzffr t56tcOdd yj daxScanDgp@e O Bplizte jIs § tod d3j
Hj2Mmlsedj St ofjdkz Msseh jdds, d-doy, d
9 jC 0O Ctlstster n L BPotye h (] @k @ gHgrd]

ltcd tsBtcOBBISS | B jCIstses MistsBh jdadjv- yd dzls
Gsor 90jls, bHOd&Yjls ddd L OEOH" ik ehmisj C |
hjdzed j o3, HEBOodzW jIs dJdaW stedsOydidedz’ j L O¢t
e h j dd j 5.4 dg@. fSlftc. | OOy j dedz’ j GO jClsr
slsfw  dzj yjded®. ) jtjH GBOB Bl WOsmi I I
Ok steOn ckffr, MBLHOjlMY tjL jfpe zOw
dzd tsdzO® dzj BT' zO MsLHOAO tw©WOdzj j) .

1 sfpdzj fteso jtoCd d ®©GBtOBSGISCd Y delste Odz daC
hjdedj Wddzi stelz. [BtOBBIsOdzdetsj Mistsis-h j dad j
Lzdz IsOIOR ftetse jtel | lffnvdzj i ddd & o tf Jtdcf) o Bls j
cOwW orfftsdzdvjls HtsMisOalk f§ouylte gt § Glst
v 5 dqdzd wMkh jMlsodzv jls d&Oteh ckzlsdL Oydy  dzC
. 0O.
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{jStdjdHijlsmw or ftsddedls! MmMdzjukzshdj Hj2Mmlsed
Efz®oC | oddedsdodekmO sOMYfjthns scts:

e uUBjHdL! MW, vyt Mdhmisj B0 Msslse jlsiisekzjls
IStej B so Qde W 634 U d f)dzfl. Batizd dsipls tc f .

HBLHO2] tjLjtody j S WO 2Cmsday Jictzuponet
fdMmlsj &, kisOdssoe dzj dzdzts? dzO@ © Oh j o Mjtes j

e 1 0fMmtes2Ilsj MjHddsj dedj ) ddalsj tedzj Istsas.

e 10®jedMmbstedtelz2Isjfm! o MmdMmisd &g rogt didxf©o O d3c
@zt B' &5 Hiekedds, ddBjs"dd3 f60e O f tefflw'ddzj ¢d

1 dzd &3O dzd j !

VilsOdse Sk ftoddsy j lkijv ®©i ¢ szl o bkt
feylstser o fete ) &i? doOd k] d

31. s38Roa>YJR €30denasot
3a03Ya3 ¢coae |} g3 RMukaaoa

[ dzv Mmjtco jtese, t©OBBISOsEhds f§tH kY tcOlsndz dzd § d3
ddzlsd o qtelzm s @i tecipthisdet® dzw p kW o Olisfd IO ClE® &

L Oo d Md i3t ffffpleftc dsBislz Isi © © &Y j t6 O yldhtxdzdzs 2 M d Mls § d3r
r dzv  HdMmistecdivux RefldHatolinux SUSE d Li nux{ tdjauniAdig gty a

6] 20 kMlsOdse ¢ O rfmefd@EspylyQ@zd™ L

[ dzv L Of M O ¢Aple[® dftiedztnd® s @ firfnd-te@® jslE® oH - ¢ 5 BOd
s 2 Misteim @i o o
#mpm -i <ddiw _f0O0¢j O>
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1 dzd &3O dzd j !

[ Mdzd Hdzv EMlsOdzso € drpne-f O Y jnly ,ts ddf & fisde O dAts 1
HdMistedBkIsdo ©® dzZO Miteo jtc o9 0Od3 dzj sBRABHJ®
postinstall.pl, o ¥ f tsdzdzgw ¥ h 2 dzOMIstets2 Sz § tod dztsy J dz
postinstall.pl s OdzOe dzd & O 4 Ismw RS E dits dzy @
/opt/kaspersky/kav4lms/lib/bin/setup/ ( H dztux) o ¢ Ols O dzs G
lusr/local/libexec/kaspersky/kav4lms/setup/ ( H d2ZreeBSD).

r dzv wHdmstcdB mlscke ®e bi an ¢MlsiOdzsn ¢ Ob BMEz0 j ise d
f seshdels-f OC jIsO ftoddztsy j ded W .

rdzv L oflmt O ¢hlsls/@dtdzing 5 @figdel i@ sls@® oH -C 5 O d
dzs? MmsjmUjsjo o

# dpkg -i < _f OC jIs0O>
Il sfMdzy LOTEMCO SCROdHT HOM dzj2hd2 Yy m

OolstsdiO PugfifRid . j ¢t5 L Oo jteh j dzdW 20 2tz B b H
ydqw t § sfisddzils Odzdzy y dftetztzls dzd WM B s 2B .  to

1 dzd &3O dzd j !

dlzh jmlsokzs Is st j dzdztsmis d EmMisOdetse € i)
Mandriva.

[ v Cstetej S @Bz OfERHO s OMY johs 6 -
Isjf+, Yt Hdv RtOdsj dzd™ otey a3 dedz’ 7 Wi
fsdz LkjlsmMw Hdtej SIststedw /root/ t mp/ d

fioddztsy jddj (8 kzsssdyu@Qdedezj jls ftcOs O dgo
s tste.d d

I BL BBy dzgs, 903 §lstejBlzjlsmw dL d&gjdedls! j-
sftejHjddls: ddd BEHOddIls' (TR JEWP dgdz'lsjj d3s ¢
dmMf sdz L 5o OkzOM! HtekeOY HdtejSbstedy ( dzO
cOBSIsT  f tod B PMFE] Y f to

32. s38Roa>YJR €30dssRasot
3a03Ya3 ¢ecae J e3RYdaaoa
FreeBSD

[dv Mmjtejtese, ©OBBIOEhdR §H k0o dj dzd
FreeBSD, H d fls tejddzlizdsedcpte z2 N © s fOuinflf I§ @seindzsigldshpC jds j .
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[d2v L OfEMmS O ¢lbpls® ditedz@dd s @ figukgHfted S jslsf@  oH - € 5 5O d
Bs?2 Misejsdjsioo

# pkg_add <d d&¥ _§ OC jlsO>
l sfdzj LOfEMCO SCudOdH’ HOd dzj 2h dRF tsiaeisg iz M
Oo kOl PusfifRid.jets L Oo jteh jddw 20 1 Ct®dz BEH
ydv t f shisd dfls Odzdzy y fftzdzzis dzd W@ @S 2HE . § ©

33.tgasR 3R3eadenasadt dR
e3odepnaaot

lted bkMlsOdsaC,j o¢ddsde dekmO s OMYS tetind usksls o 24
©tOBsYdj HqLjSkotwdd dO fMmjte jte].

1 dzd &3O dzd j !

rdav ket ulyisBOdimpahted dztsy § dzd® B dzd H 5
man <daphlstOdad Yy dej 5B 5 5H J BES:

e HMW HdMistcdBERZzIsdotse Debi an Linux,
/etc/manpath.confgH 5B Q9 dIs! Mistets§ z:

MANDATORY_MANPATH /opt/kaspersky/ kav4lms /share/man

e HM&VHdMmIsted B ZRed eHBtoLinux d Mandriva Linux o % O2
/etc/man.config H 5B O ofiffldste ts € Iz

MANPATH /opt/kaspersky/ kav4lms / share/man

e HMW HdMbtcdBRZISJotse FreeBSD o W0O2d
Mo k:

MANDATORYANPATH/ usr / local / man
(mdzd o MmdMmisj B dMmY tsdMARRABH)Y Hisp ©p d3jsdedz]

L dzOYj dzd 2 1 sl CbBG@lsads § tod dzsy j dadji 2% B I
C S BOdzH Iz :

# export MANPATHSMANPATH< 1 kIls: € € Orsad dgts &i® dzd y >

331l tgasR 3R3ecadepnasrRIJReda
303Ya3a ecoaev JesRMdaaoas

kMO sOMfjLnijscts dC

1 sfdzj kEMlsOdsoCd ¢dasdod
HdMstedeklsdo O BlRHkl ©O

6Oy (d sdedats 27 UfipgiisQ Aziz'
Hezs hdd3 BB OL t5d3:



18 pdesdodiozmme®©Mt j%. 6 Hdw Linux M

letc/opt/kaspersky/kavdims T Hdtej S Issted W, fMtsH j te) O OW ¢ ts dal
WOoRdzr o¢dzsdodtezmMO s OMYf jtems 6!
goups.d/ T Htej Sstedw , MisH j OO dede G ts diV@Redzrtc ¢ |
ftod dztsy j dzd W ;
default.conf 1T C gV dezteOydtsdadzr 2 W 0O2 dz, MtsH j toy OF
Coffr 5 EdRsdyOdsd: ;
locale.d/strings.en 7 W ©2 dz, MsHjtey O d2 MmMbesCsor j Cfs
L& § fteddztsy j dzd § o3;
profles/T Hdtcj S Iststedw, MtsH jtoy O OV ftetsW ddzd § OtcC
default_recommended/ T Hdtej € ststcde®,0n B H £ SdeWdf-c Ztc Oy
dZ j Y02dr tejStijdHEZ,| Bsets sy ddw;
high_overall_security/ T H Jtej S Isstedw , MtsH ] toy OEOYW € s dzt
WOo2d fs¥dd' &GOSHdBod ds?2 L Oohdls'
high_scan_speed/ i Hdtcj CIststcd W , fMisH j ey O OW ¢ 5 dal
WOoRdzr (s ddy &GOSHdBod dgis?2 mMS stslsd
templates/T Hdtoj S Isstedw, MBHjtey O OW h OB dzsdz” [z9o |
templates-admin/ T Hdte j S ststcdw, MBHjtey O OV h OB dzts dz'
3 dzd Mistc Ols 56 O;
kavdlms.confi sdeso des?2 CtsdW JektcOyddeder 2 W O2dz 1
/opt/kaspersky/kavdlms/ i sdzes o dzOW H dtej § Is s5tc div] tafytedf dayvy: j dzd v
binf T Hdtej Slssted W, MtsH jtey O OV d M &dzdevdg-a3r § W
sdedtezmMO sOMYf jteMl ¢
kavdlms-cmd i d i sdzdz? j o3F 2 W O2 dz d demistez dig-dzs © E
Ndddids i fodish! & CsB3OdH ds?2 MistesS d;
kavdlms-setup.shi MCtedf Is dzOMistes2 ¢ d § tod dztsy j dzed v ;
kav4lms-kavscanner 7 d MY s dzdzv j d3" 2 wWoRdz Ctdif sdzj dz
Wo2ddser 7 MmdMmisj o3;
kav4lms-licensemanager i d Mif sdzdzy j 3" 2 W O2 dz € gl sdzj d
ded W s g@d § ted dztsy j dzd W ;
kav4lms-keepup2date i d M sdzdz” j o3F 2 W O2 dz C s tsdzj dzls
BOLds Po qtezmO;
shinfT Hdtej SlststedwV, MBH] Y @ GO ddmtf thdrdesifdy s o
A4 ded W
ib/ T Hdtej CSlststedw, MtsHjtey O O W O2dzr safs dzdtsls
MmM¢ ts@ 5
binfavbasestest i Elsd dzdIs©® fftoeseo jteld Cwttcj $Isdasls
Odzsde dtezmO, dif sdz L kaydiiy®-kKeeplipRdBth;ts dzj dzls s
share/doc/ T Htej Slststedw, figgrjtday @ s@tizts] fytise dzOh j d
Cdzj dzlsOyds j s’ sac®@dzd® f tod dztsy § ded W ;
share/man/Ti Hdtej Slststed v , MmaW o@D Guicd dztsy j ded W ;
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share/scripts/ T H tej SIststedw, fMmsHjtey Oh Ow MC te@-fIsr ,
BiIsr ftoddztsy j dzd W ;

share/snmp-mibs/ 1 Hdtej S Iststed v, fiytBH¢ dEsi N Az i s O Mt
Me e ts;

share/webmin/T H Jtej CIsstedw, MBHJtey O OWWelgsm z dzr €
Jetc/initd/ T Hd 6 SIssted W, fMsH jtoy Oh Ow MCtedyfIsd- 2§ tcC
dztsy J dzd W :
kavdimsi mMStedfls Ef§f tcOo dzj dzdw yJ dzstcOdz' dats?2 fadziz y
kavdlms-filters T MC e Jff 5O e dzj dzedw W ddz stetsdz ¢ dHEsts;o dtclz M
Ivar/opt/kaspersky/kavdlms/ T Hdtej S Iststed W , MsH jtoy O OW  ff jtoj
ftod dztsy J dzd v :
backup/ T Hdtcj S Issted W, MsHjtey O OV L jtedgdzr § €
WsteBOydtsdedz j WO dzr
bases/i Hdtej SIststcdw, MmtsH jtey O OW BOL'" Odzsdoedte
bases.backup/ T Hdte j S ststcdw, MmMtsH jtcy O OW tcj i tco dzlzt
ttkzmO;
licenses/THdtej SIststedw, MBHjtey OhOWw WO2d ¢ d¥ yj:
patches/ T Htej CIsstedw, MBHJ ey O OW B dzatso dzj dad W
ftod dzsy § ded v ;
stats/ T HdtoJ S Iststed W, fMtsH j oy O OW W O2telaf dzifyls Ols d fr
ded v ;
updater/ T Hdte j S IststedwWw, MmtsH jtey OF OW WO2dz ) dda¥ ts
tsB datso dzj dzd d ;

nqueue/ T Hdtej SIssted W, MsH jtey O OW W O2dzj-Byjted
ded 2 .

1 dzd &3O dzd j !

[Odzjj o ‘bt kSsotHmbe,j & & dtsdyo dd
tsdzdzts 2 ) cifpis!j s’

332. tgnsosR 3R3ecadepnasdrtaReday
303Ya3a ecaev J &3 REBIDOAS

1 sfdzy EMlsOdesa € d ¢dzlsdodtezmO oMY j emCise s  dzC
Oy d tsdzdets 2 FrpdBHB § @2 dzr Hq’fr]lstsch sdo© BEHEI ©O
Hze hdd3 tsBteOL Bd3:

lusr/local/etc/kaspersky/kav4lms/ i

Hdtj Cls fey Oh OW  C mdigW dekzte
dzf § WOo2dzr o¢daEsdeodzmO fdte

e sets:
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groups.d/ T Hdtej S Issted v, fMsH jtey Oh Ov Ctsdf dekztOy
fteddztsy;j dad v
default.conf i € sdeW dezteOydsdedz 2 W 02 dz, fMtsH j oy (
ctozfdfr 65 RERsdyOds]s
locale.d/strings.en T % O2 dz, MtsH g ®Igdr jin CtsdmisOdzls’ ,
L § fteddztsy jdedd
profles/i Hdtej SIststedw, fMBHjtey O OW ftesW ddzd § OtcC
default_recommended/ 1 Hdtej C Iststcd W , MsH j oy OzOVY ¢ 5
dzr § WO2dzr tj Stsd3j dzHizj dG3sets f s o dzv
high_overall_security/ T H Jte j CIststed v ,  frisaldicyzGdeaByid =
WoRdzr ftesWddw HBOSMHEBOd des?2 L Oh dlisr
high_scan_speed/ i Hdtcj CIsstcd W , MisH j ey O OW ¢ 5 da
WoRdzr ftesWddzw BOSIMdBOd ds?2 M stesmisd
templates/T Hdtcj S Isstedw, MBHjtey O OW h OB dzsdz” [zo |
templates-admin/ T Hdte j S ststcd W, MBB gzeEo©O" BY j A Bd3dz] dzd -
3d dzd MistgOIs st O
kavdlms.confi sfdztso dzts?2 CtsdzW e ktcOydtsdzdzr 2 W O2dz {1
Jusr/locallbin/ T Hdte j S Iststed W , MtsH jtey O OW dMY sdzda™ j 5" J
dpdsdodtezmMO s OMY jttmMs 6 ts:
kavdims-cmd 7 d M sdzdzw j di3F 2 W O2dz ddzmlstelzdzj gels © k¢
dzd j f siglstsh 4+ 8 C s5dBBOdeH dets? MbstesS d
kav4dims-setup.shi MStedtfIs dzOMistets2 &€ d Y tod dztsy j ded W
kavdlms-kavscanner i d Mt sdzdzy j d3r 2 W O2 dz C i3 sdgj-dzlsO
o "~ fridnjdds
kav4lms-licensemanager i  ff Sdzdz™ j d3r 2 W O2 dz ¢ sdi3ff sSdzj dzls
Cdzs YO f todf dztsy § dad ™
kav4dlms-keepup2date 7 dint tsdzdzw j o3 2 W O2dz S B3 Sdzj dels O t
O dzlsdiedz ) ©
Just/local/sbin/ T Hdtej CIststed W , fMsH j oy O OW  d MY sdzdev § 3"
i to doelzj dad v
Just/localletc/rcd/ i Hdtej SIsstedw, MsHjtey O Ov MCtedfilsr k&
f gdztsy j dzd v :
kavdimsshi mS ted f Is 1 tc Oote) dzddzts 2y jfigalzz ¥ B 52 ff ted dzis>
kavdims-filters.shi MCtedtfls Ef Qo dzj dzgdw W ddz stetsely ¢ dals
G5,
/ust/local/lib/kaspersky/kavdims/i H dte j S Iststedw , MtsH jtey O OW W O2
ddelsd o dtolz DS 5OHY J
lusr/local/libexec/kaspersky/kav4ims/avbasestest | ZIlsdlsidf f tetso jtc&d € St
te

dzsMmisd GBdzso dzj dzd?2 B OL Odzlsd o d telz mkavdimg M & dz
keepup2date;
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lust/local/share/doc/kav4dlms/ T Hd tej Clststed W , fMsH jtey Oh B  dzd y
G dzOM jdzad j dbs Y[z dfjs tcOL o jtols™ 9;0dzed s f tod dztsy |
fusr/local/man/T Hd tej S Iststed'ON Ay JOR dzr  f tod gztsy j dad W
lusr/local/share/kav4ims/scripts/ T Hd te j € ststcd W , fMtsH j oy OsOW  MC t
Hdgdr | Hdzv OBl fteddtsy j ddw
lusr/local/share/kav4lms/snmp-mibs/ T HJte j S Isstcd v , fiyt8Hp jdaisyfieh ow
telznO O gl ts
lusr/local/share/kav4lms/webmin/ 7 Hd te j € Iststcd W , MsH j oy OB-OW Bk
G tc O d3tigpmin;
/var/db/kaspersky/kavdlms/ i Hdtej S Iststcd W , MH j ey O OW  f jtoj
ftod dztsy J dzd v :
backup/ T Hdtcj S Issted W, MsHjtey O OV L jtedgdzr § €
Wsted3Oydtsdader ;i W 0O2 dzf
bases/li Hdtej SIststcdw, MtsHjtexf@®Ez®O BOL" Odzlsdoe
bases.backup/ T Hdte j S ststcdw, MmMtsH jtoy O OW tcj i tco dzlzt
teznO
licenses/THtoj SIsstedw, MtsHjtey OF OW W O2dzr € dz¥ -
patches/ T Hdtej CIsstedw, MBHJ ey O OW B datso dzj dad W
ftod dztsy;j ded W
stats/ T Hdtej S Iststed v, MtsH j ey O Ov B2 dz¥f g d f
dzd;w
updater/ T Hdte j S IststedW, MmtsH jtey OF OW WO2dz ) dda¥ ts
B dztso dzj dzd d
nqueue/ T Hdtej SIssted W, MsH jtey O OW W O2dj-Byjted
ded 2 .

34. 23682936 Rddt coaooRH*
9R3ae3a6(dR

1tcd EfMlsOdese € j§ bdesdodqteemMO sOMY jtemMisets § i
WOo2dzses HdMbtedBlzIsdo O dzO Mmjtce jto o f sSdfde” j IsmW
Md@smMisd Bl @RjdijHYjttO fOCjlO {I1sO0f ¢tV delkzts
uimecd ddsts (o Mdzyoj, JjMmdd d&GjdjHyjt §0C]]
ddzls j cOCIsdoder » MCtedt Istpra), JCcOHE j df iistied d3 &t &z fyl
otelzydalzy .

rdzv LOofEzme O sy MMO dOMistes2Cd  tod dztsy j ded W
9gHdIs] :

H dzVlinux:
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# lopt/kaspersky/ kav4ims /lib/bin/setup/postinstall.pl
H dzFreeBSD:

# lusr/local/libexec/kaspersky/kavalms/setup/postinstall.pl
ted L zdosgDIsjzrils ftojHdtsyjdts or Fiddadgvls: Mmdzj H

1.

{ Mdzd Gteddztsy jdadj 5B 2Oty dls dzO S tsd3f @ v Is

WOoRdzr ¢ddesdodtezmMO sOMf jtemMSsets 5.¢- Hdw
odtkmMO sOMf jteMSisets 5.6 HA&Y Send@mai | fy
Hils ftjHAEP)Sdks £O0Ett2 dL WO2dse Oftcj 5B
dzd Is ¢ 9 WHsted3Oly IsjCkhji2 ojtmdd {§toddsy.
SHdets L WO2ddse BERHJjI ftjHdsyjds L Od
HdMistedBZzlsdoa O CdWdebktcOydisdadzr 2 Wdd2 dz f te
dzr &3 d HftojtsBtcOL 5o Odzede i W 022 dzs 3.

[ Zbtsets yYlstsB' L OdgJ ded Is! ontHWNMNd2 do Mmtsfyl
CkztcOyYydtsdedzr 2 WO2dz fteddztsy j dzd™ o tsMilsOdatsoe
9 Gk BGyexn jlyGBB" lIsCOL Ols! My nsls L O3] dz

1ts EdisdzyOdzd® ftoj sBtocOL 5o Odadz’ | € s@W e kzte
dzv 8 Isfqw o ) drfj te jizC I & d WHA :

kav4mailservers -

letc/opt/kaspersky/kav4lms/profiles/kav4mailserverss.

5- converted

kavmilter -

letc/opt/kaspersky/kav4lms/profiles/kavmilter5.6 -
converted

LEOLOL!Y flIs: ¢ WO2dE ¢ dz yo.

[B®OIdIsj odad 3Oded j, ylais o jifjdiaj Isdzidats o dzj dzdf
OdzZsdo dlez Ot B tetso Oded j M dMS O L OME-h O d3r
Con fsyjmMMO kEMsOdsesSd daj o' f sdzdzy j Isfyw
o' ftsczdzdls’ tIsd Hj2flsodW MOBSMEEOI | dz dats
LECOLOK! fOoEOMGHEEd jBBESCHY sdz L EjiBssets H
dzd v €  dsdzls jots djts te BOIs j :

http //l< IP-OH tcififetsC fipd tco j 6t O>: < Stcls>
d dzq

http : / / <dBW _ftsdz' L 59 Olsj dz¥P>0O Kt Pig sifiztc 58 @R d
Mitte jtO>: < stcls >

imed RO-Mfiwedfpd JhYf sd OfdshY OslssdL

( Mdzd Hdzv § 5HEC dz8 yj dzd W -MY tod dals | tdaiz) WM § fstdas €
pojHdls] @] COEPhsO
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1 OHOdzdztsj] L dzOyjdzdj BEHJjI dMfsd o Ols! f
dzd kav4ims-keepup2date H dz% ff sSH € dzt yj dzedv € dMilstsydzd"

4. T fsdzdkdls! sBdsedjddj BOL Odsde dickzno.
flse j Gyes jlgGidd o' nslsdl) ls¢ OLBAlEs- v sl
dzj dzd 2 fj 2 yOfmo. ol’j HHBISY JIsi o § tsdzded IS
gLy M §osBsh skavdnsdgemp2fatel{ @ s Bdejsi ) 3.

f 72020 f$B)c.

Vtod di3d uOdzd J

I Bdztse dzj dzd § B OL9 tOdesEModdde iz C 5 f to
Cdzs uj .

5. 1 Offstetsd Is! Qo lstsBBOIsdyi MS s tsBdetso dzj dedj B
99 jHdIs] 9 COyypMmlsovrjlstmiso jdddX OL Ols! fgw  ls |
SsiROIsdy MS st tBdtodjmedw] Mi HONgIsH og H
dzd Is ! LIsk dz0 M s to ts AsCfits b ' ets L >E s d3tfgsvdbifisdzls ©
keepup2date ( f sH totsB dzj7jl AP BMYR)d.dzd M ¢ sd3fh-2 & MC
SO dz2OMmlstes2¢d ftoddztsy j dAD2 dz® f YO sB dzj 4 3

1 dzd @30 dzd 4§ !

lted ddasjctOydd M gmail dzOfMmilstets 2
dzj sBrtsHd i3 ftesdL o jMmisd Mmdzj Hize M dd3
#  lopt/kaspersky/kav4lms/bin/kav4ims - setup.sh -

install - cron=updater -- user=root

6. v fls O dzswelnsn-d3s H Iz dz! Hdzw BEftcOQo dzj dzdwtc-d dzlsd o
Mewiste j L-ddzlp pteW j 2 ) ff Webaim O dzdz’

[SHEd beOdztdede dzj zdWw BEZHjls kfls@dsso dzj
pdd, Ut (WelsunPEEas dzsy j 20 o flsOdzH Otsls dat
l sfdzj) EflsOdzse Cd dBSHEMGY B kdijz st jHOORES] diHs t
ydd 5 &OmMies2SC) jcet Moo dijifisks? ©OB ks

1 9jHdpljS Oy iseyes sk | B PIls Qelasin-@&EH 2 dzv  d dzd
no, ylstser GlsSOLOI! ¥ sls EMisOdeso € d .

7. Jftejnjddls! M dmMss HEd) dztso fsyloser 2 |
hdhOls: v s o dtkzmed.nRcsd®G fdazki, {istjz Gsd
localhost, localhost.localdomain.y stsB " dMf sdz' L 59 Ols! j G
dz0 ¢ dzCeEntgn kz

YissB" LOHOIL!' MfdmsS HRj dtso otelmydelzs ,
ds?2 MblesSEey il ECOLOL! daj MSsdr C 5 L dzC
LOfwkts2, HoHEH&Oy sfnH®dd] &OMSS dj-ttj ¢lzd
dzd2. utsySd o ddi3j zOR HBHRj dse Hisd dz'¥ B!
Bsh v Ercigee
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3.5.

rdzv

1 0f ted &Bj e
re.* \.example \.com

RdzZsjctedtetso Ols
Ndlsdi ftoddwils: ftojHdzOcO, g 2
5B dzOtclzy j dzdets?2 dz2O@ C B! 8 Isj tod
ddzls j cteOyddfizdds’ @ "jis f sL y j. 1 tsHtetsB dats
M feylstse 52 i Gk g 468 G®)4 iPR)ts .

15 EdRtsdyOdds Hdv f BEinlsthef tsXiz' fymféi-tsgdds
ddzs j cteOydY 3j sBHEBE dL &) dglddz0 dBE" kst

ddzsdodqtekzm sOmMf jtemMEsets o
65 ¢ & &ty dza O dizc
fsyltses?2 M

s d

]l dzd i3O dzd 4 !

ltod OeolstsgOlsd ud MS tSendnopiiAs Y te detdls) d af ) Jiss-
fpw o dej Misd dmdsyf @ dzd v Blstsdslz Ylsts dz®
sBdzso dzj dzgd § MsrteOdzdls MHJ dzOmpdl Q2 dA -
HJ teyidclede-H dtsj SIsder, MmMmr dzOe h dj v nizQ
WoRdzr, bt OCB2 WO2dz dzj d31S>1d5[SlSJGBtG
pdzsdo dqtelz O sOMmYf J M BE 5. sO¢
sendmail-cfH dzv  ddzlsj cteOyd d ﬁ]cthﬁ]Cﬂ'Qtsdz@Ltsa
[ Mdzche-¥ O2dz dzj Bsyils BT Is! dMmf sdz' 8
dztsy j dedwv, Ists B EzH pBY @hdztsdz L s0 Odz

pR3e83a66dR 3Rb3arvyRIyog
e3RYOd ¥YasB@HEInux 92
AppArmor

ML HOdzd W BSH Iz dv

Stf matkH Y dgd o WdzO d3f O B

sdedtelzmO s OMY SWitA s dfsdcaidssiofiddf & 5 ddsf ®eOydd

stso ts2
1.

fy defry Isfj sisbeddcfits g« 0§ M Ocd:

ljteiojHdlsy SELinux o tcOLtejhOshd2 tjxd
# setenforce Permissive
I sf cOasHIslgs ddzd dzj MEBdz S5 IsjMmistsar,n Mt

Yt tdzd st dide Iz @) dzlz
v .

HEL HO2Is | (HEOdYRYE s dzso |

[ dz¥edora:
# audit2allow -1

f oo jas € f sz y®1gls C
BdzsC dwokze hdn L Of

- M kav4lms -i/var/log/messages
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[ dzZRHEL:
# audit2allow -1 -Mkavdlms 71i\
Ivar/log/audit/audit.log

1 0ctelzL dIsi f ts5dzkz fjteddds d2dz: d3s H 2 dz¢

# semodule - i kav4lms.pp

litejoajHdlsj SELiIinux o ftcddzHdlsjdz dz@ 2 to
# setenforce Enforcing

I MizEyoj f v e dzj dadsts Bdets iR oD g ifgts d o d tefifytsd3 s C
f4temChsgetz j s E dE® &z dByHdQEd dz

[ dz¥edora:

# audit2allow -1 -Mkavdlms -i/var/log/messages

# semodule -u kav4lms. pp

r dz®RHEL:

# audit2allow -1 -Mkavdlims T i/var/log/audit/audit.log

# semodule -u kav4lms. pp

rdzv

[ dzvw
s Of
Isj d3
1.

HEY sdzdzd Is § dz! dzthsdsdeitstg 3Oy d d

RedHat Enterprise Linux: oz C 5o sKfiRleals Ha't Enterpri:
Depl oymentaz@ag@®dee Security and SELIi nux

Fedora Core: Fedora SELinux Project Pages, Fedora Core 5 SELinux
FAQ.

Debian: t&z ¢ ts 9 5 Hd@Gnfigsring the SELinux Policyé §f O ¢ jch®
cumentationforSecur i ty Enhanced Linuxé.

sBdzso dzj dedvw ftetsWddzj 2 AppAr mardgls ddef stz NOH
J inCswfipdz) AfffdsiCidissiegladgy ¢ 5 d dzls f &g O dfitf-2 M fnd
? Y sdzdpdis gt " dj " Ocd:

ljtwjojHdlsy ofj §tOoddd Qb teffPropcfidisy § dzd 2
# aa - complain /etc/apparmor.d/*

# letc/init.d/apparmor reload

VitjL Of Wipladlsp & Mdls | i3lz:
# letc/init.d/postfix restart

1 jtoj L Of kdyddnaf I fav4lims-filters:

# letc/init.d/kav4lms restart

# letc/init.d/kav4lms - filters restart
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4., [ sfte@gpHdts ddzd d Métsd ¢t IsjMmistser,n Mt
Ylsts tdzd fJtotsh dzd Odzsdodtokmdzze (oo jtel iz
dzv d3.

5. 1o Mmisdlsy Elsddzdlskz sedtseo dj ddwy fttsW ddzj 2
# aa - logprof

6. 1 ijtcjLOctelkzLdlsjy §twOoddzO AppAr mor
# letc/init.d/apparmor reload

7. 1ét§3;ajH®Ik]J § taifve dfdnod dats y tf wed &zlz 1o d 18§ ter'- dzr 2
A

# aa - enforce /etc/apparmor.d/*
#/ etc /init . d/ apparmor reload

I dzzuyoj 5% e dzj dads's Bdet ddm/ R G ¢ ifgls d o d S lffptsds s C
fJemeipljcizjls § so lstsfedfig® dzdz®gfGfo

[ dz# 51 tsdzdzd Is § dz¥ tizts BONEEE 6 J Is j

e OpenSuSE d SUSE Linux Enterprise Server:¢ Nov e | | AppAr mor
St a,ckoeell AppAr mor Administration Gui de

e Ubuntu:tczC sotsgfdsatst u Ser WEocBGuBdeeri tye.

36. s3>B8Roa>WepRIN 9ae)] dt edt
je3RYdaoaot Oo60Y023) 38
t R3ea33doyo

{ OBtlss? oddsdoduekMO sOMf jemMS et &y ds [OC)
o j-BEOLLffusd d v f tMelEnieO dsdskz

Webmini | 565 5S¢ LOBE0, kftshOsh Owlingddnsa j fiify
fdfMlsj BE2. 1 tSctOBEO dhfsd Lk  lsdhpdps dl »
fsHCdzs yjdedw detser n d tOLteOBtsIsSd Mmtse Mmds-o j dadz"
bjd dek¥ ddW steBOyds & fscwOBh] J Jk- Mo
®Bj dzZsOyds d HYdbhimdiepdetf o dzO W dy P dzy tets dstc ) G

www.webmin.com.

I Hdmtedsklsde ¢dasdo d itk fiyOvebmid-iiph ji 2 iyt s 6 55 &tz
By dats dzdBts kEfsOdase dls: o sy mig f syl d dals
Ad ded W (MO B, J Mdzd o MdMmisjdi kxj EkMbOod
Webmin, dzdets o dz¥ B2 HiEkzds2 &sdjdzs otcj d3j ded
Webmin.



http://www.webmin.com/

VOGBSO d EHOMj dd] §teddsy ddw 27

[Odzjj] fSHsBdGES ©OMMEOEds O} sWpbmingitsts ¥ jidnfm
Hazw k4 tcOo dfjodfdet fiisdlls s OMY j eMS ¢ .

[ fdzd §tod DWpsnOuBSoRd] My tsd L 5o Odd &OMts2 S d
kts s LOojteh jdzdd EkMmkOdtseCd Hehmskzy &- ftd
hi s BOkL jt6O, §HC d¥ ydHTTPMTTPSdE® j i st ks 1A OsC

[dzv ket ykts' ebpnakssekds! 0o dzj dgds'ds ¢ dals
sOMY j eSS HAG GBS

l sdzzydls! HEhsEEOR) Bl € o JVabmim g O GaHoOkd O
B dzd MistcO B0 HOdES?2 § ©sc O dd’

1. 1 d3jdebminer BtcOIls! L \@ebriz® @dhtiguration L Ols j o
tc O L HWetimin Modules.

2. 1 tOL iIngtddjModule o ' B tc Ols* Frfnz dpCdb File d dzOx Ols!
20 ¢ digRd. Ledh.

les can be added after installation by using the form to the right. Modules are typically distributed in .bm files, each of which

more modules. Modules can also be installed from REM files  supported by your operating system

) Thrd party module from [Ei
I 1gnore module dependencies when installing

(=) Grant access only to users and groups : |root

0 Grant access to all Webmin users

Install Madule

t d Mk dzs St O unstalidxodule
3. VLEOL Ols welprtisdsts Helz dz¢ f ted dztsy § dzd W [ s20> Ols

1 tod d3J W Odzd

Webmin-dstsH 2 dz2  ff tod H fyls O o dzW njakigw.frpmedts 2z ifisGRAED o (
f 5 [k d3tsdzy O dzd ¢ /optkasPeBle/Raiztines/share/contrib/ ( H dzW  H & f

Is d © slanux)  dzdff /usr/local/share/kav4lms/contrib/ ( H dzw HdMmls tg
FreeBSD).

I fdkzy0j kffjh debhintshsBdse Gz@ | CteOdz BSzH jls o
slo jlsMmisolze h jj Mmtsseh j dad g .

[sflskf € dzOMbes2CO0d ¢dsde kMmO s Of
L OC dzOGthels L Ol jdif ddzp 15 L gOYSk ¢ dz
(cd3.te d ).

e ¢

LI}
sdodtelfr
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B Feedback V%Ag Log Out

@60 &

g

Command Shell Custom Commands File Manager

®n M

for Linux Mail Perl Modulr Protected Web SSH/Telnet Login
Servers Directories

&

System and Server Upload and
Status Download

tdzast) s o delzMO s MY QdDES js

37.se Rdasaoa e€3o02danaaot

[ dz¥ kHOYzddy Jqloz O 5 Off tg dejit€ @ G Iis tzDelAd g™ § s Oo
ftedo ddzj ¢ dtctso Odzdzts G(otY 5dzt f)tied OldzgPdzBs d3d dzls EZH OcC
5B XZOHOjIsj] 1sO0Cddi3d ftcOo O, Ists 9 0Od3 dzi 5B A SH(
L ts9 Ols jodrtj o3

I dzd B3O dzq j !
1oy M EHOdiSHdEY dn s shlsOdzse dls 0B s

&
o,

EHOdzj dedd ftesdLotsHdlMY MsOdkss O ftodd
EmsOdtse ¢ WO2ddtses d COOsetss. [HAOCT
gL d3j dzj dzdz" § OHBJded MlstcOlststetsdy ( CtsdeW ¢z teC
Wdekzte@y dizaRddr ctwkzff, WO2d hOBdsdss ko
Odzlsd dzdes e s RtcOdzj dsd w O dz¥ OB flpw € dzs yO) , M

EmM¢ fetsyjHlzter EZHOdMzj dedvw ftod dztsy j dzd®- f tetsd
9 LOsadMmMddsMmisd ls dfsd L] Bstsets  d3j daj H Y
dOdzlst ftsHtetsB dzj J .

d fted EfMmlsOdatse € jrpmeff iptgde', L stod@dzy Of EMEC O
dzj dzdv o CtdB3OdzH dets?2 MbtetsCj o9 jHdIs]:

#1mpm -e <ddiw _f0OCj O>

NN O e =

O&—'
IS 020 OFRS

q
q
dz
tc
]
tc
&
0

N—
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{ Mz Htod EMlsOdatse $ jdebedf PELE dz!, L srodzr Of EMEC O
ZHOdzj dedw o CtdBOdzH dzts? MlstetsCj o9 jHdIsj:

# dpkg -P<ddv _f OC js0O>

jMdalr fsldlkj bkHOddl' fdqdsyjddj odkjmsj f
%02 Ok, d dzg

# dpkg -r <dd@3v _f OC j s0O>

d or nftldlkj bkHOddl' ftddsyjddj, dj zHC
rTOW02 dzso .

dz
dz
dzd ftod EMlsOdeso € pkg-fi DY sz} L B&ZO O MO0 ( tots
d2d ¥ s &gO dzH dats 2 fiHsddesjC:j o @

# pkg_delete <dd@w _f OCjs0O>
] fizey0j bkMfjh dtsets L Oojteh jddw ftesyjstizter L
slso jlsisekzs h jj Mmttseh jddj .
[ Mdzd Hdzv I {¢a@odpjdmitsds seOfdf | ik Gdztse dzj dz  dst:

EHOd ddzscts bk Qo dzj daebmingisd dzislzy j dpcfjsds L(H-O dzj dzd
ff 5dzdzv j sMw o tEzOetzds’, &3 sHGzy  Wiebertindntis@ dsdg'ls & O d3d .

4
s dz
()
dzj



6] 000 L4apTo60¢O2) q t
CKBT KOKn t| tTodAn

) sfdzj EMlsOdsoCd odasdodekf Hesdyjd B! ddz
Bs2. [dv Lkses MdjHEzjls dLdjdds §O0cOd]Ilst
fioddtef ¥y d §subtses? MmdMmisj & . 17 &y fskj o'
Bsh s MCtedflsO dOMlstes?2dd ciist ddztysidgfdd), C so Rftm
§ 3.4dz0 fPEG. §0.2dz0 fIBOE., dzdBs okzydz® dzOMlstesd
Cdf qekweOydaddy 7 WO2 dse ¢ dlsd GG NEPHEY j

r dzv  f tsQfisdsfgls JEdim ¢ dzls d o d teiiz fite )f 5o O pis-quEu®,cC IsOC
post-queue d dzls j ¢¥e.O yHpeelueue d dzls j e e Oydd MmMseh jddw
Zz0 s jtilk fjtejH tOLBIMNJdd ] dszre tHusidici v d
queue d dzls j ¢ e @ysdiddlzy tOL d3j " jdzdW o Ui Hd § syt

Vted d3j wOded §

1 topost-queue d dzls j ctsOydd G tsylstse Ov MmdMmilsj B3OS -
sBh jdadw. JHOC jMmdzd o (OOl lsteOr ¢ (
Hj2Mmlsedw dzOH B j C s @aedt, Btz i ts Oa ( I8 jod@dats
dzv Is+ mw ko jHtsddzj dedj B BIsC dztsdzj ded d T tslis-
fyw f Otc O d3j RejettBeply 9 418 y d dkavdims: groups.
<dBv _ G elztfings] ¢ sdeW J oz tiz@zg e s W O2 &zO ctelzf f

usCjlsr, dMisd LEzjdk j HdAdv sBdj O dd sekoOy
Bs2, Wdd sesd § Yj dscOd ds? Moy B2l disd o
fpw fjekddd §teOs d zO:

e inet :<port >@4p _address >T HdzW MEsj MisS j 5O
e local :<socket path >T HdzvW dsC Od desets MsC jlsO

| dzd 3O dzd j !

ltod dMfsd Lseo Odzdd MBS jlsO dzj sBASHI GBS

e ftod BtejHjdjddd Mikjotsets MECjlkO -
hj 1024;

e ftod BSftejHjdjddd &sS0d dses Mstjls

f6dztsy j dedV HBdydd Jdil: OO0 Hddv
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41. ) scay3Recot 3 cgoaygaYos
30 386 0 9Bxm

rdzv ddsjcteoydd f fEmbsdbdhdieNGsST 6 HEZ B
d3d IssH O:

e postqueue ddadsjcteOyYdw iBjilssHBA dL dfjjdjided W
fsylssor 2 IstcOW 2 HiBisHL O dhOj B3O®2 MJts
Iy O ftese jteClk fomdi tOL BN Jjddy o
(post-queue W d detc Oy dqw ) ;

e prequeue ddzsjcteOydw f dhftsd Ltso Gxzdj ds H
Y OJ B2 BdBdZdAEFEH jddy §JjteiHO sMw- dzO
B4 Mjddw o tugtejsy ffoshdeguest d & AggY) .

411. Post-queue 23a6ay¥3RGOot 595aaa
bsasasadst sR3¥3)68aY

Rdzlsj cteOYyYdw d3J ssHBsd3 dL d3j dzj dedw BOth tckzlstse f ts
ZOf tOQo dzw ¥ Isfpw  dz0 s jteC k2 Bl oMmjr T oylstse .
H dzw CO)YHBGE d30 teBxim iz ds d LS Csysitdnds o § L dzOyd ded W
pass_routerfndzj H 2 j Is kav@mOfdter.

1 togjost-queved dzls j e Oydd Hdzw Ctstetej CIsdets? f jetey H Oyd
Ckdsgdo dtezfmMkz d otLotOh jddw dr ftybtet?2 MmdMml
fdzj H ¥ e 22 :

1. Addz Iste Hisdzy j degtsg ddsH dzlzOffjls tcj =m0 Ol O thsse M j
o2 MmMdMmisj &3r . stdzj ydes? Is sy sy sfistefpr d dajddz
sj 30e wodzw jlsfmw MmtsC jls, Filt&rsodkdde 2f jifCOUefAds |
[kav4ims:filter.settings] ¢ dzOo dzsc 5 C tsdzW d ¢ 2 tc O ydf = dzdzts ¢

dztsy § dad W .
2. Addz ste Hisd j 2 e Oy @&y Hdv fotse jtel d
fmdzlzy B | ftoddztsy j ded W . s tsdzj ydzts ? Is sy € ts2

Y4 dzlstc Odzr dzOW fpdzzy B ©Oe weodzw jlsfw mMsCjls,
ServiceSocket o Md ¢ Ykdwdlims:server.settings] ¢ dzOo dzts@ s
CodWdekztcOydsdzdzsets WO dzO f tod dztsy § dad v .

1 dzd B3O dzd J !

1 td filter-d dzls § ¢ o CEyioi o € Oyd Mlseo j  esd3d X L
ff Otc O d3j AdterSocket, ServiceSocket d ForwardSocket H 5 dzy (
ZCOL" 9 Ofds'j ods@ MBS j Is.
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[ dzv

Addz Istc HBsd jdz otsL ©dtcON Ols! MM jukdwy {§t
dets?2 IstsyS 2 Misj Hd dzjididsny Isesifptihf ldzfs og P eizd § o dzv j |
MsCjls, L OH Odzdz 2 FdfviatelOablets s a3 M j € yd d
[kav4lims:filter.settings] ¢ d&zOo dzsé 5 € tsdzf d 6 z tc O ydf = dzdzts ¢
dztsy J dzd W .

dazsj e teOYqdd ¢ delsdoe d tEEMmOL ¢ Ot gt s@dste dnf Is

fls tots 2 Sqdets f fodzd W :

rdzv

L Of &G dgQdzH L

# lopt/kaspe  rsky/kav4lms/bin/kav4ims - setup.sh -\
install - filter=exim
# | var/db /kaspersky/kav4ims/bin/kav4lms - setup.sh -\
install - filter=exim

ddzlsj cteOydd HBximd detzyydalzg v )

d4HjdO2Is] tjL jtcodzy Ctsfde CHExmtdekztcOyds
[ sBOo ' Isj Mmdzj H k¥ M dY ydgie waefigdration settings

C sdaiiad @y d ts dzdzts ¢ Bxintt ©2 dzO

#kav4lms -filter - begin -1

local_interfaces=0.0.0.0.25:<forward_socket_ip>. \
<forward_socket_port_number>

#kav4dlms - filter -end-1

G H gforward _socket _ip >.< forward _socket _port _number> i

IP-OH 16 §f iz BB 5 to, 840 s & SU&ROY 6 Oo dify i§ fiy gl -
o j 6l d

[ 8BOo! Isj MmdzjHEks hdj rouestEsdsla ¢igic®yd s dzdzt
W QdzGEXIM:
#kav4lms -filter - begin -2
kav4lms_dnslookup:
driver = dnslookup
domains = ! +local_domains

ignore_target_hosts = 0.0.0. 0:127.0.0.0/8
verify_only

pass_router = kav4lms_filter

no_more

kav4lms_system_aliases:
driver = redirect
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allow_fail

allow_defer

data = ${lookup{$local_part}isearch{/etc/aliases}}
verify_only

pass_router = kav4lms_filter

kav4lms_localu  ser:
driver = accept
check_local_user
verify_only
pass_router = kav4lms_filter

failed_address_router:
driver = redirect

verify_only

condition = "{0}"

allow_fall

data = :fail: Failed to deliver to address
no_more

kav4lms_filter:
driv er = manualroute

condition = "${if or {{eq {$interface_port} \
{<forward_socket_port_number>}} \

{eq {$received_protocol{spam - scanned}} \
HOX1p
transport = kav4lms_filter
route_list = "* localhost byname"
self = send
#kavdlms -filter  -end-2

G H gforward _socket port number> T descdzj te ff stels© MtsC j I
Colbtste’ 2 fijtejHOjMw fyko fsmd ftotse jts

4. [ 5BOoi 5] MmdzjHleh dj thpispasts § s deW dng Bim@y d s
Gscts  WEihdO

#kav4lms -filter - begin -3
kav4lms_filter:
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driver = smtp
port = <filter_socket_p ort_number>
delay_after_cutoff = false
allow_localhost
#kav4lms -filter -end-3

G H gfilter_socket_port_number> - dzts Biftes to s @fno W d

W ddz Istptzligd o das@MfO) te.MC 56

ltcdfme 52 IsfjOtc ©d3j Is tAprwardSocket dL miSydd
[kav4lims:filter.settings] ¢ dzOQo dztfexizly H tc Oy d t5 dAdBXEds0
ftoddztsy § de@WJ dzd §
<forward_socket_ip>.<forward_socket_port_number> du

f Iz dzRls O

[ s Odzs o d s jkavaietiles

[ 5B Qo' Isj $§104B] ¥ O dizO
Ivar/opt/kaspersky/applications.setup ( H dzmux)
Ivar/db/kaspersky/applications.setup ( éz“FreeBSD)
mMdzi Hize h BB 2 Miste

H dzVlinux:

FILTER_SERVICE=/opt/kaspersky/kav4ims/shin/kav4ims -\
filter

H dzFreeBSD:

FILTER_SERVICE=/ usr/local/sbin/kav4lms - filter

1 OF s d Is jkavifiieAiies. Iz
VitjL of if fiplsdslsfpdzfyls:j iz

# letc/init.d/exim restart

412. Prequeue 29868aw3 RGOt
23cadi baYRa020a9s voaRsoyas

ceaey3)] nRaswvdk 00 do

ANddz Iste Htsdzy jdz f jtejHOo Ols! Mtsseh jdegdWw Hdzw
ftoddtsy j dedw . stsdzj ydes?2 IstsyS-ty3 dds e Pz dizgDetzd W dziz %
W dzw jIsfw Mscjls, L OH O dgdzvi@eSocKEIO O 3 j fits jteStsutsf df
[kav4ims:server.settings] ¢ d&zOo dzgsé 5 CtsdeW ezt Oy d sdzdzs 6 5

M

f t

w
w

0
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[ dzw

qdels j steOydd ¢ dalsdo d &ML ¢ Ot Gshd s@dste dy Is

fls to s 2 Cdets o jodad ¥ :

rdzv

L Of & M dg@dzH &z

#  lopt/kaspersky/kav4ims/bin/kav4lms - setup.sh -\

install - filter=exim - difunc

H dzFreeBSD:

# | var/db /kaspersky/kav4ims/bin/kav4lms - setup.sh -\

install - filter=exim - difunc

ddzs i ctcOydd ¢ dzlsd o d BAinfrpGe s\ @At j:teMC s s fi
LBJHI] M , Yt { EdndtsHOW tefy fffiplOjj dsOdi- &z dz$ y d

IsJ dzls dzts 2 W d difuns.tc Oydfd 1 sigls tbls i OF s BOdzH Iz :

exim - bV

Il sdzsy dlsjdz dg" d3 tslseo jlstsds BEHjls tjLEzde IsOIs
Expand_dIf unc

HHJjdEZO2I] wjLjttodzy Ctsfdyr Ctdl.dekzteOyds

[ sBOo' Isj MmdzjHlke h dj nfgib waefigdration stfirfgsy d

¢ sdeWad @y d s dzdzts ¢ Bxintt 02 dzO

#kavdlms -filter - begin

acl_smtp _data = acl_check_data

#kav4lms -filter - end

[ 5B Qo' Isj fmMdzi Hize A dj AGLc & & dz¥ doc Iz fig PY  dhidzdat
W O2 dEgm:

acl_check_data:

#kav4lms - dIfunc - begin

warn set acl_mo0 = \
${dlfunc{/usr/local/lib/kaspersky/kav4lms/libkavexim. \
sol{kav}{<socket>H/var/tmpl//. kav4lms - exim}}

accept condition = ${if match{$acl_mO} \ N*kav 4Ims : \

continue \ NY{yes}no}}
logwr ite = kav4lms returned continue

deny condition = ${if match{$acl_mO0} \ N*kav 4lms : \
reject.*  \ NKyesKno}}

logwrite = kav4lms returned reject
message = Kaspersky An ti - Virus rejected the mail

discard condition = ${if match{$acl_m0} \
{\ N*kav 4lms : drop.* \ N}{yesKno}}
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logwrite = kav4lms returned drop
message = Kaspersky Anti - Virus dropped the mail
defer condition = ${if match{$acl_m0} \
{\ N*kav 4lms : temporary fai | ure.* \ N}{yesHno}}
logwrite = kav4ims returned temporary failure
message = Kaspersky Anti - Virus returned \
temp orary failure
#kav4lms - dIfunc -end
G Hgsocket> -MtsCidw ¥ dd Igta@ dzls tc O dy drlzts| B eizfs-
o dtclzdn®mty J te, M COSICOTYzO & O d3j IFiktasIBcket o M j € o
[kav4ims:filter.settings] ¢ dzO o gl d 6 [z to © YVJA2dedEezs-ts
o dtelsfiPdnt j e 6
5. [ MisOdats o d Is jkaviinzHilles 2
6. 1 sBO9 Isj §104B]J ©OQ dxO
Ivar/opt/kaspersky/applications.setup ( H dzmux)
Ivar/db/kaspersky/applications.setup ( H dZreeBSD)
mdzlzy b 28 Sinds:te
H dzVlinux:
FILTER_SERVICE=/opt/kaspersky/kav4lms/lib/ libkavexim \
.S0
H dzFreeBSD:
FILTER_SERVICE=/ usr/local  /lib/ kaspersky [/ kav4lms/ \
li bkavexim.so
7. 1 Of Efmlis d Is jkavilufiles. iz
8. 1itjL Of ffiplsdlshpdls:y Bz
# [etc/init.d/exim restart
42. | aceay3RGco2t 3 cayegaYeos
3 0 3 6 0 9 Restfix
ddzlsd o dtelzm ddzlsj ctedtelzj Ismw fiPostfik oy Is KoCxR] fr) ldned ifh
Ctsdzlsj dzZlsdese s W ddz' Iste®@ { tocdpost-usul fidsy & jc@ & O Is
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[ dzw
dzd v

1.

rdzv

stotej Slsdets?2 f jtejHOYd MmtstsBh jded?2 dald- ftose
n fsylsiige 2] s drfipls jd dsts MtsB dzt Hifiztzd §f 2 fndzj H 2

dqdz ste Htsdzy jdz B" Is! dzOMbstetsj dz Hdzvts-f j o =
o2 MdMmisy &3r . stdzj Yydes?2 Istsyq sy lsfistefipn d daiddz
sj 30e wodzw jlsmw MsCjls, Filter8odldady 2 jfCOUedad3d
[kav4lims:filter.settings] ¢ d&zOo dzsé 5 € tsdzf d 6 z tc O ydf = dzdzts ¢
dztsy J dzd W .

ANddz ste HEBsd jdz f jtojHO9 Ols! mMstseh jdzdw Hd
mdzizy B § ftod dztsy J dad w . s tsdzj ydzts 2 Is sy € ts2
Yd dzZlstc Odzr dzOw fMdzzy B O e weo dzw jlsfw mMtsCjls,
ServiceSocket o mJ € Jkavdims:server.settings] ¢ dzOo dztsc ts
Codal JeEteOydsdedzsc s W 02 dzO f tod dztsy § dzd W .

c
d
A

1 dzd &3O dzd j !

1 tod d dzls j cResdiy ff @ tc @ d3jHEterSocket, ServiceSocket d
ForwardSocket 3tsc zls S OL T 9 Ols! €CO¢ dzO fj
MsCjls.

Addz Ists Hisdzy j dz otsLOotcOh Ols! mMstse M j dzd v
stdzj ydzs2 IstsyCts?2 Mmtsj HJidzf degis s @vicd bt i s da
wodw jlsfpw MmtsCjls, L OH BodedardSockét @tc Ofgzjj Istpdsdl3
[kav4lims:filter.settings] ¢ dzOo dzts@ ts Ctsde d 6 2t Oy d 5 dzdzt
ftod dztsy § ded v .

dazgsj cteOydd ¢ dzlsdoe dtFpdtfi@  sfadmff jfeBts'cds ik to

dzO M Is te ts Afbize ¥  tded W :

rodzv

L Of &M d@dzH &

# lopt/kaspersky/kav4lms/bin/kav4ims -setup.sh -\
install - filter=postfix

H dzFreeBSD:

# | var/db /kaspersky/kav4ims/bin/kav4lms - setup.sh -\
install - filter=postfix

ddzlsj ctcOydd Houtfekeztsip jdeiy : )
[ 5BOp ! lgdzj HEE M dj Mitasskadf o W O2d
#kav4lms -filter - begin

kavdlms_filter unix - - n\
- 10 smtp

- 0 smtp_send_xforward_command=yes



dbdzZsdo qeMME ©Mt j%. 6 Hd¥ Linux

<forward_socket_ip_address>:<forward_socket_port> \
inet n - n - 10\
smtpd
- 0 content_filter=
- 0 receive_override_options= \
no_unknown_recipient_checks,no_header_body_checks, \
no_address_mappings
Vted d3j yOded §
[ pdzd Hdzv o dzBostixRO B dfddf o M j  m{fits-
dzr 2 MmMstils, i ©BRQY tnm Injterséf O 9 MistctsC k2
J Mmilst
-0 receive_override_options= \
no_unknown_recipient_checks,no_header_body_checks, \
no_address_mappings,no_milters

- 0 smtpd_helo_restrictions=
- 0 smtpd_client_restrictions=
- 0 smtpd_sender_restrictions =

- 0 smtpd_recipient_restrictions= \
permit_mynetworks,reject

- 0 mynetworks=127.0.0.0/8,[::1]/128

- 0 smtpd_authorized_xforward_hosts= \
127.0.0.0/8,[::1]/128

#kav4dlms - filter -end

¢ H j<forward_socket_ip_address>:<forward_socket_port>
TIP-OHE s BjtlesteBOSC jd® Siststfj 6 j H Off tsipo
fdA 0 j 6Cd

[ sBOo! Isj MmdzjHEs h d maifidbtesCd o WO2dA
#kav4lms -filter - begin

content filter = \

kav4lms_filter:<filter_socket_ip_address>: \
<filter_socket_port>

#kav4lms -filter - end

G H j<filter_socket_ip_add ress>:<filter_socket_port> i

IP-OH te §f fizts i3 Jf 55 to fy ® C j Ustols ts tiy'clzl o Wt  dz! s 16 O
f s uls tpdhpls §. B3ts 2

[ MsOdso dIs jkavaiktiies

[ 5B Qo Isj $1048]j ©OQ zO
Ivar/opt/kaspersky/applications.setup ( H dzifiux)

M
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/var/db/kaspersky/applications.setup ( H dzZreeBSD)
fMdzi Hiz® " BB Iz Miste

H dzVlinux:

FILTER_SERVICE=/opt/kaspersky/kav4lms/shin/kav4lms -\
filter

H dzFreeBSD:

FILTER_SERVICE=/ usr/local/sbin/kav4ims - filter

5. 104 £flsd s jkavifieiies.

6. 1itjLOfkmisdlsy ftsyltseks Mmdmilsj iz
# letc/init.d/po stfix restart

43. | acay3RGO21t 3> coaygaYos
32 336 d 95@Eail

1 sylsse OV Mmdmlisj de@dil g0 ffistdnjdes®efijls O dzv j Is M®&-j H Mise
ydd tOfmhdtejdd?2. 1tsyjmm ddlsicteOydd L OS dzs y
dmy sdzdz¥ j G356 5 W O 2qdzg@i-queue W02 iz
lopt/kaspersky/kav4lms/lib/bin/kav4lms-gmail
(/usr/localllibexec/kaspersky/kav4lms/kav4ims-gmail H dz'FreeBSD), 9 ntsHWM 3
9 MO Clk ftoddtsy jddvw. [ Odedz" 2 WO2dzjtsB J MY |
dd?2 d fitjHOjls fylstser 2 IsteO¥nfpll-quandsie dzv dzO dz!
HOdR] 2" j2 HBMIsOo ¢ df.j tcd BOB sjnded W20 ff totse jteC iz Ht
o tyjtejHd {fisiyBmedeueddd steOydw) .

1 dzd &3O dzd j !

1 tod d dzls j ¢ qaiyif@tc Gy$ebvizeSocket dstsy jIs S OL T o
fjlsjots2, kOC d O dsCOd dF 2 MsCjls.

rdzv ddesjcteoydd ¢ dzlsdoe dtednfgidy tesdO fgigdls Mg Iste dsy Ishp
dz0 M ls te ts 2deizth  ff tzd v :

LOfkflsdlsj S tdOdHlk:

#/ opt / kaspersky [ kav 4lms/bin / kav 4lms - setup .sh --\
install - filte  r =gmalil

H dzFreeBSD:
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# | varl/db /kaspersky/kav4ims/bin/kav4lms - setup.sh -\
install - filter  =gmail

[ dzv ddzlsj cteOydd dmaipdedopyjddetw. )

1. 1 joj d d3gj dzlz 2 Is j gmatl-queudg ZOR sHWh g2 fmw o HJ
/var/gmail/bin, gmail-queue-real.

2. eiCtsfdekz21Isj [optRaxmEr sky/kav4ims/lib/bin/kav4lms-gmail
(/usr/local/libexec/kaspersky/kav4dims/kav4lms-g ma i | Hdzw d&r eeBS
Hdtj ¢ Iseadafmaillbind ¢ Jj gdeid Jj ghail-qoieue.

3. uMmMsOdzsadlsy MdziHEZe M dJ f tcOo @naikgteiplsdzy © H (
gmail-queue-real:

- rws -- X-- x 1 gmailg gmail

4. RL BJdzdIs] o dzOH j dz g@ailgd: qroait bH{ dfz fole®) H 28 0 d -
Hdtej SIssted?2 d dm MtsHjtey dBsE B
e HAzBY j tcOyd tsdzdzts Linukgd Mmls § d3r

o0 /etc/opt/kaspersky/kav4ims,

o /varlopt/kaspersky/kav4lms,

0 /opt/kaspersky/kav4ims

o /varllog/kaspersky/kav4ims,
e HdzW Y jteOyddatEatseBSDNd Mls j d3r

0 /ust/localletc/kaspersky/kav4lms,

o /var/db/kaspersky/kav4lms,

0 /ust/localllibexec/kaspersky/kav4lms,

o /varllog/kaspersky/kav4ims.
viisOdztse B i J 2@ t5 O 3j RtenBBUser d RunAsGroup o
fd ¢ yd kavdims:filter.settings] € sdz¥ d ¢ k2 tc Oy d ¥ @RLEkE s
kav4lms.conf © gmailg d gmail Mtstsilse j Is fyls &) fzdedzty) | dzls ts © dz! o
mMzzyx B O Hteddztsy j dzdw tOBSISOjIls dzO B©H datsd3
fsolsstcd®f Odztizk orhj ftesyjHlztk H dzw
RunAsUser/RunAsGroup 8 T j Jkewdldhs:server.settings] ¥ 02 dzO
kav4lms.conf.

5. { MisOdats 9 ( Is jkaviindzinmnal. iz

6. 1 sBOo9! Isj $L048] ¥ OQ xO

Ivar/opt/kaspersky/applications.setup ( H dzifiux)
/var/db/kaspersky/applications.setup ( H dZreeBSD)
fMdzi Hiz¥ " BB Iz Miste
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H dzVFinux:

FILTER_SERVICE=/opt/kaspersky/kav4lms/lib/bin \
/kav4lms - gmail

H dzFreeBSD:

FILTER_SERVICE=/ust/local/libexec/kaspersky/kav4lms \
/kav4lms - gmail

7. 1 Of 2Mmlis d Is jkavijluEzomnail iz
8. litjLOfkmlsdlsy fdaklsseokzs Mmdmls
# letc/init.d/gmail restart

44. ) ascay3RGcot 3 coygaYoase
30 368 d 9 $%epdmail

Sendmail f to j Hisfls Qo dzv j Is f tots ¢ to OMitdgda’ d2v  ddodisls] jtestitg) @ o
Wddzt stcOdBd Mlststetsdadedr HtesdL otsHdIsj dzj 2. 1 syls
Sendmail p dzlsd o Jtezmlkz d GBKOIsds Wik dicldRh @ sBsds’ L 59
hjdedw fjtejHOs sMw dz20 ftese jteClz HB tOLjdk] M j dad
d3" pré-queued dzls j st OYydw ) .

sOC fwOsddts, ftd Sehdssi djte @3] dzdy o datsfw s
(oW dekiOydsddr 2 WO2d fsybstsas? @@  dr
qr g dev jIsfw  Ofls s B YJIIEC OV o 5L di3tsy desfls:  daj
fsidi dL depdd® ndajHizjls odzjds@2 dL B dzj ded v

}ted dsj uOdzd §
[fdd or odzjMmjli dLdiN@Pdal" {§isEdznidg Hizy "
dzj e OYfe P2 dzOmehudn dL oBj dzgj dedv BRHEIKS ElIsjtew

1 dzd B3O ded § !

1 tod JdctiztsO y Gesidmigl f O te O d3j AldterSocket d ServiceSocket d3ts ¢
ECOLT 90! COS &0 Mmjljos2, OC d O df
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441. | scay3 RG22t 3 egaoas9seayrfi dJRe

rdv dqdasj cteOydd ¢ delsdo d Bénin@il fste ) tisdps s sy te d
dzO M s te ts 2d8ize ¥ e W :

L Of & & dgQdzH L

# lopt/kaspersky/kav4lms/bin/kav4lms -setup.sh -\
install - filte  r=sendmail - milter

H dzFreeBSD:

# | var/db /kaspersky/kav4ims/bin/kav4lms - setup.sh -\
install - filter ~ =sendmail - milter

rdzv ddzsj cteOydd Hetmdhalits oz dzgiztz ¥ )
1. usLHO?2Isj tjL Jtco dzalmendGaikdf. ¥ W 02 dzO
2. r sBOo! Jajzefdf] MmlststsSeddmail.cfv 02 dz
#kav4lms - milter - begin - filter

O InputMailFilters=kav4lms_filter

O Milter.macros.connect=j, _, {daemon_name}, \
{if_name}, {if_addr}

O Milter.macros.helo={tls_version}, {cipher}, \
{cipher_bits}, {ce rt_subject}, {cert_issuer}

O Milter.macros.envfrom=i, {auth_type}, \
{auth_authen}, {auth_ssf}, {auth_author}, \
{mail_mailer}, {mail_host}, {mail_addr}

O Milter.macros.envrcpt={rcpt_mailer}, {rcpt_host}, \
{rcpt_addr}
#tkav4lms - milter - end- filter
3. 1 5B Q9 ' WQ2emdmailcfimdzj iz A dj MistesC d:
O)fted dMftsd LsoOdedd Mjlsjoeatsets MEC jlsO:
#kav4lms - milter - begin - socket

Xkav4lms_filter,

S=inet:<filter_port>@<filter_address>,F=T, \
T=S:3m;R:5m;E:10m

#kav4lms - milter - end- socket

G H ffilter_port> T dats d3jtitds e Q) Is | oftptsCs) {sQ di-

dzv v h jfeesy s tsfig dzfy Is jpiistk dz* Is,tefdteg_address> i
IP-OHtc§ flff + ¢ Is jaE@sls s ® 3z W ddiz! . Is te

B)fted dMi s Ok dafsd sz sC jlsO:
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4.4.2.

rodzv

#kav4lms - milter - begin - socket
Xkav4lims_filter,

S=unix:<filter_socket_file_path>,F=T,T=S:3m; \
R:5m;E:10m

#kav4lms - milter - end- socket

G H gsocket_file_path> T EEtzs € Odz fasizls 2

{ M s O dztsfy dflsyjkavidims-milter.

[ 5B Qo9 filgjj¢ YlEo43] ¥ ©O2 dzO
Ivar/opt/kaspersky/applications.setup (H dzlinux)
/var/db/kaspersky/applications.setup (H dzF¥reeBSD)
Mdzj Hizs iyl Iz

H ¢zLinux:

FILTER_SERVICE=/opt/kaspersky/kav4lms/shin/kav4lms -\
milter

H dzFreeBSD:

FILTER_SERVICE=/ usr/local/sbin/kav4ims - milter

1 Of k& g dzls j kevidims-milter.
ljtejL Of i fiplsdslispdehls:j d3iz

# letc/init.d/sendmail restart

L @csay3Rco2t 3 gceagayimt dJdRe

ddzisj ctcOydd Hetmchaitth)y Jf dzaiztsh fip s mi: 02 dzO
4tSLHO2Is) tjL jteo dalzmc. Ssfdy W O2 dzO
[ 5B Qo' Isj nmchizpudze P dj Mbtess d:

dnl kav4lms - milter - begin dnl

define(_FFR_MILTER', “true')dnl

INPUT_MAIL_FILTER( kav4ims_filter', \
“S=inet:10025@127.0.0.1 ,F=T,T=S:3m;R:5m;E:10m")dnl

dnl kav4lms - milter -end dnl

vSCtBf dddekz2ls] € tsdl J ¢ EidPopddale  @als -
90N j2 5 jtOydsdadzs? Mmdmlsjdr .

[ MsOdso dIs jkavaiktiies
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5.

[ sBOo ! Isj $1048) ¥ ©OQ dizO
Ivar/opt/kaspersky/applications.setup ( H dz¥ux)
/var/db/kaspersky/applications.setup ( H dzZreeBSD)
fMdzj Hize " BB Iz Miste

H dzVlinux:

FILTER_SERVICE=/opt/kaspersky/kav4lms/shin/kav4lms -\
milter

H dzFreeBSD:

FILTER_SERVICE=/ usr/local/sbin/kav4lms - milter

1 Of s d Is j kaviflefiles. k2

lijtjLOfmisdIlsfhd fjilsydglise 2z
# letc/init.d/sendmail restart

M
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51. 73923 aYRao02a ¥3) ¢c¢

| elzfifi@®H Odzdz" | Rdetsy jfMlsoa O OHtjMse s tsOo dlsj d
9" j MmMtteh jddw C(sltttrn GBKOBOII 9 08 sM®- ] ©H
R stetseo odasdodqtezmMO sOMY j M cEB.

[ € Oy HE?2 clffr &sckls Brils! EilsOdtse tzj dz
pjtCd MESHE @ isdj, &Ofteddjte:

e MYyshse fo ks IES Bl (hd. .
e Bixdd o | teC df dy 50 ML . (

e Hj2flsadw dzOH Mteh jddw ddd d 54 jgMlsOdd
fls &1);

e WjLitcddmfJtcsoOdzdj MM jdzd?2 f jE6jdeO tsSB 16O
f s ©6);

e FojHBBE ddv B B dOWGEY jSFZdzOn MfEHs. j C 5OR

1 OO Iste’ COYHB2 dctekzffr rRteOd sy o wlsHj d
(MBB.A2H0 fiIBSE. I fj CodWdebkteOydtsdads j W O2d
ftosf dMOdzr [kavdinisOnedpg] ¢ dzOo detsets C tsdeW e 2t Oy d ts dz
f tod dztsy kaddds.conffny f sdtsh @ 8 H drieljd€ Is.d o OdzdzOM- H d te ]
sdo O fsHHjtYdoOjls fHCds yjddi M fodish: s E
sdzdescts ¥ O2 dz0 ddzd dd3jded HdtejSlstsedd, RtcOdawh
Gtelz f .

]

te

J

ff

H

sz s dzyOdeds SCtdW dekzteOydtsdzde § WO2dzr dwkzf
Is tJesotppt/kaspersky/kav4lms/groups.d/.

4 ¢

MmO HdMstedekzlsdo O §toddsy jddw o Cfds yj dz
r Default 7 default.conf. 1 sfpdzj EkEfmMlsOdseCd §toddztsy j dedWw

d to j ¢ dp/etcdogft/kaspersky/kavdlms/groups.d/. | dzOy4 dzd ¥, L OH Odzdz
O dzjif sdff LEzé sMw o COujMmloj LdOUjdd?2 §O©Od
sded dzai StciHjdid o SC(cdideckzttOydsdalgdzs W 02
Cod¥W ekt Oy d tsdzdzts ¢ tDeflil@ de® O B § O dshinfv dafryy , J
dzd dzd BHds?2 cwkzffr dzj ¥ stedsd tets o Odzts.
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dbdzesdodtelzfnp ftotse jtow jls Mstseh jdadj Mtse dz@mdets f C
tets? B dOkzy jd Jjot tsisi tcOo sROMMAILJFRROM ¢ ts dzlz y C
RCPTTO) . [tfildfde@o dlsjdz d ofMmj §tsdzzyOlsj diff- f tod dz
f& Ibts orBdteOjilshw ¢ tcAftefdas teff Is.gz® ¢ Bptizdz’ Tdedzy § -
tsB dzOtclz 3 j dats, mMtstse M jdzdj tBOBOIr 9 0jIsmw 9o
LOHOdzdzr &3 o € tsda¥ d ¢ ktc Oy d Befalals ds d2D O 2ddd3 idJ- ¢ to O]
®Bjde "d2 fdasdis) simaOL d f {Isdd, 6 €EBY dH ]
Btsdzj j o' MtsCddz ftedstedlsjlstsd3 L OH O Ols! Btsdzj |

tdstedlsjls wodwjlmw EddCOd d'r & dHjdsd¥dso

tc Od3j Pteass © M S[kaddtms:groups. < d B3V _ ¢ todefinftion .
d2 JeteOydsdzdztsets W O2 20 ctelzf .

ftcOo d Idfjtsddeflz uPIls i dzd L OH 08 Is Bendets @ R iBierssteoO dzd

¢ y d[kav4lms:groups. < d d@3¥ _ ¢ tedefinftiord . ¢ sdzlf d ¢ 2 tc Oy d ts dzdzt
20 ctekzyyr .
s
1.

n # 0O

1

g
C
I
0

o O%

<

Bf MtsLHOIs! dsealzy ctwkzi iz,

4s5LHO2I] CodWdekzteOydtdedz e f PR dzL @ is @ tatlets
) Md ¢[kesf4dms:groups] ¢ dzOweds S SdW dekzteOyd tsdzdztse
ftod dzsy j ded W . 1 ts F dsts dzy Odaed & , LIsts
letc/opt/kaspersky/kav4lms/groups.d/

1 tod d3d YOdzd §

lted MLHOddd CSdidekztoydsdbsdts
dff sd L so Cdefault.doi®2 df 2 B’ Mistes?2 L G
fr o f tsdzded Is §f j i) &Js 5D iz T

# cd /etc/opt/kaspersky/kav4ims/groups.d

# sed 's|groups.default|groups.< d 3w telz > r
default.conf > < d d3ve ts iz tf>fconf

2. 10OHO02Ij] ftwdstdlsjls ctekzffr o Codi@eckttOy
tcOd3 Ists Priority ) md Sydd
[kav4lms:groups. < d d3¥ _ ¢ tedefintiord.. | COyd Mlse § L dzOy
f OO IstcO® sy jIs BT Is! ZCOL Odzts dzésB 5§ daC
femMCOjlsmy MsLHOdd] cttkzff M HJFEOSCSo' C
Is ts 63

3. JftejHjdzdlsy OHtjMO BlsftcOodlsjdzj? df- ff sdzkz:
dztsds W O2dzj cGtelzf fSenderf @ReGuipnts &Mj S ydd
[kavdlms:groups. < d d&3¥ _ ¢ tedefinftiord..

It &ty il dMfsd LseOl! Mddesd ¢*eé d
Gjedvited §j o' 6Oy jddw, dzOydrez@®.h dy K s
LOHOL! djMStd S5 OHtej fse ( BOMBSCE-OH 6] M
oks L O dMm fdded DSt
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Senders =reporter @*.mydomain. com
Recipients =re: office \d+@entral \.mydomain\.com

[ BWLOIsjdz des Htsdzy jdz BT Is! LOHOdz ntslsw [
Senders, Recipients. [ fpdzd o 6fdMmMOddd ctwkzffr tlsf
Recipients d dzésenders, sts ftodezy jbzd dMf sdz! L tso Ols
HOdzdzs e 5 O teOdgP U dzd i, L OHOdzdetsy o Ctsda
default.confff 5 bk Rsdagt@ids( o fj .OHtcj MO)

I dzd 3O dzq j !
tjckdvied | of tcOydbdady detizj Qe sHsd fls ol

4., [ MmMdzd {1 st btejBlZjIlsMmw, ZCOydlsj L dz®yJ dedw
hjded?2 o MiSydwrn CodWdeokztcOydsdedasets W O2
¥ A2dz0 fiB5k. { Mdzd L d2Oyjdzdj H OtcOd3j Istc©O® o !
Wo2dzj ctkzffdfr dzgj tsftcjH]dzj dats, @ tsdz' L &z
B st O, LOHOdzdzsj 9 € sdeW d ¢ zbef@ujtd Hakzdzts d3 W
fault.conf.

J
o}

52. Ae3aeadaaosa gadoegoadom
e3aY03do e€aygaYhg
3aaf Yyaaoe

ddzsdo ek fjHshMsOodvjl oL dsydshls! fkse
fzj HEs h 7 My shse e :
e COS jHAdZ 2L @eb@BEss d Isifss djsussyh i figed vy
&q € 5 d;
o Ctd3B d dzd to s ofiilitBty | dzdj MBEOYUOLO ftetse jtew jls

sBi jCIs, LO i ftesdLoBHdIMY tOLBBK M
Mstse h jddWw, odzsy jdedWw d fYwtsud ., BOYHT 2
HJ dz' dzts. Chtsls Mt tBjMfjudeoOfsls Btsd
oJtéd d Ettsejde LOMdIlsr .

1 tod d3j Y Odzd §

[ Mdzd o COyjMmbaj Hj2Mlsadw dzOH Mmtstse M j dg
¢ yomlsd Mtstse Bide@v HHgds. st . Mstse " j dzd § ity
seg dzj L OoadMmMddis ls or BtcOdzdese s M sisB O {

s sMsB fteso jt6C d fMtstse M § dzd 2 sftej HY dzv j Isfpw
CodW e zteOyd tsdzdetsdz W 02 dzj Stanfolfcy o f OMeiOd3d dsde ts
[kav4ims:groups. < d 3% _ ¢ tedetfitfgs]> .
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yissBr fMtstsBh jdzdw ftetse jtowdzdf! C€OS jHddzr 2 5B
ftedmo s21isj {ScamRoligy Is dz@ y jndzdsage.

vyIssBr Mtseh jddvw fftose jtowddim' Ctde ddedtctse Odzdz
fticdme s2Isj tSCamRolgy is dz@ y_ jcdadhined.

53. apno29s e€3aYa3do 3aaf ya

bdzjHEZE N 2 " O¢ dOfikdcsREtd wWiokddO® §totso jteC d f
¢ dzls d o dstiniizf) j Mls § dtets § S ls syt " jaddgdj Hzs B¢ A
1 dBOA

e oo jtC O d20 dOdZzduydd EcettsL;
e Wddz steOydw o dztsy § dzd 2.

B3 ftoso jtocCd Mstseh j dad 2 H dzw G t€efk o L OH (
d kav4ims:groups. < d d3v _ ¢ tedetfifgs]> . C s de¥ d ¢ 2 tc Oy d ts dzdzt
O cwkffr J dBuwibLY Bdddaaeyj ddy:

e anti-virusi o' §f sdzdz¥ Is! Odzelsdo dqelzmdzize ftetse j 6l kz

e contentfilter i o ' {f tsdzda" Is - Wddz steOyds 5 dd3j dzqd
o dztsy § ded 2 ;

o allior fsdzdev s d Odzlsdoedelmdezy ftetse jtel iz,
e noneitslsC dztg ydls! fHtetso jteCk Mtssen jded 2.

fMdadC dzg yj @ d fteso jteC O Mt jdd2 dO deOdzd y
s jtC O or ftsdzdey jIsfpw o MdzjHEZEN j2 fsMmdziHBe

s
1. OdzsdodquekfdzOY (e j SO Msseh jddw ¢ OS¢ |
2
3

ssp—
OQ—Q—
O 0 X
g<c o

t
]

Wdd sOydwy o dztsy j dad 2 ;

fiotso jeC O MM jddw cft yOmlswdge (jfdd
ff s fteso j ol d StprRoldy=coapmed).

531. OocoYo3)3aRt eg3aYas3dR

ddzsdo qiezmdzOY ftotse jteC O Mmsseh jded2 o' ff tsdzda §
Check L OH Odzts L dediyijudzed gzdll ( S sdef e 2t Oy d sdaAflfrr2 ¥ O2
fmd ¢ Jlhwdlims:groups. < d 3% _ ¢ tedetfitfgs])y .

15 iz SO0 Odzlsdodickzmdzs? fteso j to
dzd 8 Jdedv Pojrds © jets MtsMlsOe Bl jCIs

Cd fweddsy |
E MlsOlkzf:
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e cleani MtstsB h j dzd | todzils fiirscHigts L
e infected i MstsBh jdzdd (ddzd jet yOMmils: ) i tsH j toy

dSisr;
e suspiciousi stsB M jdadd (ddzd J &fts YBRISL odigEHEz] @
sBl jCI (sOCts?2 MlsOkkzMm ftodme Ode Ojdsmw Ists

ud ¢ d2d oed) ;

e protectedi MstsB N jdedd (ddzd jet yOfmls! )O-L O N
hdWtctse Odzts;

e errorimMstsBn jdzdJ (ddzd jets yomls: ) ot yH]
¢d wodghv fmsEh ds ¢

10 shdseOddd ftedhmeotsj ddscts ftod fse jwsj Ml
SBLOBGISCO Meseh jdd?2 G440 GBic] Slsse ( Md. .

[ dzv L Ote Oy j dzdzr = infeddeass N | dzd 2 defgOuelzjy jetm[ W EZGtetsL T
LOHOdWzse 5 OB tst60O, Bsydls BT Is! dZzOMmistetsj dz s
( § Ote O didfirlsstisameAction, CsdeW e zteOyd sdader 2 WO2dz dt
[kav4lims:groups. < d d3¥ _ G tcdctjoins])>.. R d3W 5B dzOtelz ) § dzdzts 2
oatsLoatOM Oj Ismw pdzZsdo qezmsdy 63 tcoiBtePlsstel
sOmMf jemME sEtse. [ Odedz" 2 W s to &30 Iswwwi. i yslistigdsnO o dzj dz
g dmMsC etesL , f sHdzjy O dnA stse 52 sBtcOB S
VirusNamelList © fyj S(haefbins:groups. < d dzv _ ¢ tedotfitgntfittering].
[ Odzdz" 2 f OLORBjlste fsLoatsdw jls L OHO9 Ols! d d3zj dzO
ddzd o WtttdiOlsj tjclzdzwteds ~POSIXic Oy j dzd 2 ( Mls O dzH
1 Ot Od3j Ister Odzlsd o d ez fipdats 2 ftese jtel d Bselzls i
ftsor hjdedw COyYyimMlso® ddzd MEBtetsMmisd fHteso ol
fotsteol d dzOn sH W Isfyw [kawdimsfghgodpy &  d3v _ ¢ tedetfifgs]> .
Codz Jede tizdrgc s W O2 dz0O cwkzddfr. CIsd OOl Ister

o dzj sBrtsHddiMIs! ftetso j tc§ GecaixRides)iso (§f Ot Od3

e d&zisBRaBHJ®BsMIS! fteseo jteld kY OC ts&Seadzdz’ - W
Packed);

o dzjsBRtHJdBEMidk]Y tdagdiisdyj NS et OdzOdd L
UseCodeAnalyzer);

1 tod d3d Y Odzd §

LMisOdzso C O HOdzdzse 5 ff Owed® g f IsiA @ Og IsyL-
dzts iy Is ¢ ftedMmotsj dzdv ) tsespitigudzd & | MiE B
Mz yOj HOdzdz" 2 fMilsOlskm dzi Htedfmea Odoe

e ®BOCMJ RO detsj o tndstse f pdzd § e Ydzd yOMIsd M
( § Otc OddjiSeanTime) . | Mdzzy0Oj ftjor h jgizdw H (
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yjdedw fteso jcC O LOojtehOjlsmqwy f ftedmetsy
error;

e tidds fjtcj $ sMINEstsmi Ojdfdlyts o lo j dzjilsfy thRF-C-d
MisOdzH Otels Od3, fl dmf sdz L tOCzdsjicd] Is &36 & d if 14
d3d SMBMEEncodingHeuristics);

e Isdf diftsd Ly = feddsyjddjd BOL O
UseAVBasesSet).

532. zodi 83RGot ¢eayagh

Addz steOydwy MmMsBh jdd?2 o f sdzdzw jGhérk L Oy @dad H «
L dzO y J cadtgnt-filter  dzchll ( S sdW JeztcOyd sdedtf 2, ¥ B2 2y W
[kav4lms:groups. < d d3v _ ¢ tecsetfifos]y .

l C€Oyifmbej Ctdkjtedjo Wddz steOydd o ¢dzsdoadts
e MIME-Isdf odztsy jdzad?2 ( f tod d3j dz@ojtbnfqMype@ ) L OC 5 dzts

1 dzd &3O dzd j !

wkzh Mok s Mz yod, SCSGHO Isdf MmMBH
sls ECOLOdzdzse s 9 L OBzt ¢ Mmtstseh
ftosojtewjls Moslse jlsMisady L Octsdzse &8¢
A ded W .

e Jd3¥ odzsyjded™ (feddzd de sy ¢ HEREOE d

e BOLM®jt odtsyjddw (ftddjdjlsfv ¢ ©OL &
©OL Bjdels 'lzou@j s § sMdzj ©OMY OCtsoCd odztsy jc

1 tod d3d Y Odzd §

[ Mdzd GHdsotcj di3j dedets o BtcOdz' Odzlsdo dtclkz figdy
hjdzd 2, sts Wddz steOydw or" f sdzdgw j Isqw H S

stedlsjtedd Wddz steOGydd LOHOE IsMw 9o € tsdzWdclztcOn
Y d tkav4ims:groups. < d d3% _ ¢ tcdotitgntfittering].

[d" COyHBEE Stdlsjtedy Wdd beOydd sy ds L OH

e fOodds o g jCRdWM Oj Bl jCk', (st
Y qde seOydd, J LOHOS sMwic@dggHls h s § Ote

e IncludeMimei M d IMME-Isd {f ts9 ;
e IncludeNamei i  MtsC d dedzd O MM dtcj ded 2 o dztsy § dzd
e IncludeSizei f d Ms¢ ©OL Bjtese tsBi jCIlstsa.
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e fOoddkts dMNIESQLddOjls Bl jSlkr, (bt
W qdz seOydd, d LOHOS shwic@dggHlzy h (s § Ot

ExcludeMimei m{ d MMBME-Isd {f s o ;
ExcludeNamei mf dmtsS¢ dd3i dz d dzd tgaRH2 dtcd dzd2 o
e ExcludeSizei mf dMs¢ ©OL di3j tctse tsBi jCIsso.

I dzd 5O dzd 4 !

[fMdzd L OHOds fOoddts dmMSdz yjdedv, O ¢ g
sBi jCIsT, daj (sfOHOsNd] fH Hj2Msoady
Wddrasgd .

[ fdzd 5BO ftcOoddzO® dzgj L OHOdZF , IstsH®Y gz Y
f OQdsj Is Bleck § tod Mo 5§ dats  aontadfijterd jizell.

l1tcOo d zMMERY §f s d dd3jdz o dztsy j dzd 2 dBEseclzls MtsH §
e MbstesC d;
e 9" Oy jddw, MHjte)y O d] Mmddio sNIX)sBtsBh j dz
e tWjelzdwteds § o rdsOf JRdHHY). ( md

dz

d
Gz tod®yj daf e dzj ukoflsodlsjd & ¢ tojcd
J

J
td
ftejWdadn@ . ¢

l1tcQoaddzO HdzW t©OL BIteO BB jCIstse dBsckls L OHOo O
o G t5dzd y Jsfifdsold
e Udimdzo f k¢ 0L O] dzj 3 KBed dfddrBedey d3j e ded v (
e EZCOLOdzdzr =m orhj bdfse Mt LdZOSORd MtcOo dz

54. Oae36Yot chRig 6aRr

1t ©jLkd OOd Odlsde Jekmdes? fse jwlg- d Wd
dls Hj2Mmlsadw dOH MmMitsBh jddvdd d ortHWhHh ddid ¢
Hj2flsod?2 dssyjls Brils! ftodds ehdedd vls sUON € € jsH o
sBI jClsk, O yOfmls! Hj 2 fjlsdy RO fidssvdds Cfists 5B O fj tebhgfle O ¢
CO®R) stese, GtjHjdEvshdn Hj2Msadw ¢didsdodtsl:
Emlsoddgtsdzr Mdzj vz hdj L dzOyd dedw:

e warn: mMeseh jdd] §sddsfmis! s L Oodgj dvs-lsmy Is
hdds 5 dOdzdydd otjHtsdshdsets Bl j$I0O;
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e drop: feseh jdzdj [H Odwgls QW g o stz ] H O

e rejectt Mt jdzdj dzi HBMIsOo dzw jIsfqw 54 dzd
fw Poptiix ( Jdzls j cteOydw §sfmdi §JeiBOydlss 62
pd3jflsts HOdzdzsG s Hj 2 fdsunce) . ot § t6 gzdzboiizls 5O Is j
Bj dzj dzd¥ HOdzdesets Hj2Mmlsodw lsf tcOw®dlsj dz
HOddzts | 1§ O tRejdsjRepys ds

e skip: fMtBh jddj ddzd w©Bi jCIs MmtstsB M jjozgdw 1 t
dzd2, tjLkzd Ol ftetseo jteC d L Offjdedyw o Oj Isfyw

e cure( ftoddzjdgv jlsiqw Isdz Cts s tojLizdz sOIsOd
sB) jECOR Mstseh jddw) @ bt dizpuprisdzd jL Ofe'Ols @ jd
sBl jCIs. [ Mdd dzj uddzdj dzjotsL Bsy dgtds- € 51
o d delete.

e rename(ftod Bj dzv jIsfv bkd St §6 tjLbk OO
SO Mtstseh jdadw) : C dd3jdzad o dztsy j dz@™ HESB
®j s B@ameTo. [ Mdzd ! sl § Otc®dfjeltazed |y QK QFOY tot
B eyir ), IOp) ddg § OOd) SO HEB O dv jlsfw G
I ftetslsd o dzts duff didgf O ff Ole®@Bj ste O L Ocdsj dz j Is d

e delete: Bl jSIs fMteh jddy EHOMYjlsfw d, Jf
UsePlaceholderNotice i yes, L Od3j dzg¥ j v  [zo j HGshgEsizj dzd J
bojHBdd) ddd" B, jtjlsm" dL ¥ @dtdaton0s &t @0

1 dzd &3O dzd j !

Ifizjuilsedj ke, vyt ¥dd seoydw {tsd
fieso j16C O MesBN jdd® § YOflswd sy jls

ptoj " COC (o jwCO Mse]§kOY L OOF ©h G4
ot dzq j o3 iMfés@d 2 fy@®C 52 Moz Y02 oL &Sy J dz
B dzts fdgidugs HJ Aeiped dsfndzi W dz' IsteOydd.

r 4 2fmseadv, ftoddsd dew jd3r § o tjLikzd SOy Odzsdoe
f Otc O3 Islf€tgdfAction, SuspiciousAction, ProtectedAction, ErrorAc-

tion d VirusNameAction. 1 j2fmlsadw, fteddzjdaw jd3rj o tjLk
LOH Ot Isfpw  {f O tBiReRIMimeARHn, FilteredNameAction d Filtered-
SizeAction.

[ Odedz' | § OwOdjlster dzORBHYISTY o fMjCydd
i}

[kav4ims:groups. < d d3W _ G tedetiotis] Szl d 6 e Oy d s dzdzSHfs . W O2 dzO
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55. €3 ae)] 338RaaYdaooha €39
bRyoaeHh

| §sfMsOoClk ¢ddsdodekzMO sOMfjLmMEscs oFGHWIS
ydesdedz § fesWddd, tsBimfjude o® ) o @&wdkdyds |

e jCtsdy dzilzj EDdzed s v  adefaulf egofisended(df) o3
§ 551020 fHB)c.

e BOC M BOdz! dzOW DL Ohdd@izd Is fipw ) HdtsJ
high_overall_security ( i i35.5.Fdz0 fip¥)tc .

e BOCMJBOdZ dzOV : MEBBOEA) MW  ohigh _scanj shdeds tc d d
( Md355.3dz0 HB)tc.
sOyHM2 fosWdd MmMemMistsdls dL Hdek Ravdinis.detifd ¢ 2 tc Oy
d default.conf ( dzOR sHW h d2 Mw o (@raupsw)].tcj X istsHcd{did =~ tc Odzw
fsHHdtj CIsstedvn, Mbocle jlsMisolze h qEcddgOL 9 Odzd ¥
letc/opt/kaspersky/kav4lms/profiles.

I &ty jlsy orBtOls! tHdd dL ftojHEZMIsOdetse dzj dad
ZOMstes2 Sk § OteOd) kst o ous@mydide™ , § wjojL & ts5dz¥ d
WORdr ftoddztsy j ded v .

[dv dmisd LsoOddY ftojHbkfMlsOdse dzj dedesc s f ol

1. uSLHO2Isj tjLjteodizyr Ctfds CmsdidekztOyds
(kav4lms.conf d groups.d/default.conf).

2. eSCsfdtelz21Isj MsHj ey ddsy delz ¥ dets 2 Hdteg ¢ I
letc/opt/kaspresky/kav4ims.

3. 1jtejLOckkLdly
hi s fdzjHlkshj2 ¢

[etc/init.d/kav4ims reload

teddztsy jddj M dtse ssd { Ot
Sd&3OdzH '

551. ¢adesaose)jashe e€3adodi DR

[ Odzdz 2 fesWdd MonHjeydls §O0LO®)sEr , 3ftejHl
He ktodz s Odzlsd o d teflz Mpfede mi@M ¢ls tsBMDB@ESE
tdflsdS O oW ddw:

e 5 fYoybser @3 Msseh jddwd { tedd3j daresdader 1 tsdzc
COyHB] MtssBh jdzgdj BKOBOIST 90jlsmw COC jH

e 1tod feso j©C ) dMitsd Lkzjlhy ©OMh die] dedz 2
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[OSHdBOd ds HEf Ehisdds | iz C O (o
9jdz 10.

[ dzv CO)yHBEB Mteh jddVw, fsHe jtodg O h j ¢ tsfiyv
MsLHOjlsMY tjLjtcodOVW Csfdw d Jdat stedzdOyds

ltesotsHdIsMY dzj yjdzdd L OOy jdedezr » tsBI jCIstso

1 Cdzs yjdz tejydaz Wddz Istc OGS d § Getgy Jj dzth 9 dzth 36§ O
EHOdv jda mMstse M j dzd 2 mfr dz€ d dz0 9 dzj b
(message/external-body type) d eodztsy jdedw f .pif,Qdgrh,d tcj dzd
.bat d .exe.

ststsBh jded v, Colstster d3 B " dzdsuspidodsinprasegtetty Mis Ol
error, O 1OCYJ sls¥ ddz IstcsMMERE (i {fotztofidg jdadd™ , d
d3j dzv W Isfgo j Hisdgdzj dedw 3. 1| Mz y0oO,] wBEzEOtlZzY |
Gt ®Ep@B Mtsseh jddw EZHOdYE Isfw.

] LOCodsesS d kjdts fsyssescts mMsssh j ddw
tjLE@EOE jét SBEOBGIC (.

] sz yOlj kv g HisflsOo dws Isfqw ko j Htsd3dzj ded W
Vo jHBABd] dd jls j &) OO i3d dzd MistOls st © dzj ff ok

] lyjl t ©Ostlk] fddsyjddy LOfdfn o0
SlsdkzOH sydts?2 dda¥ stedkOYyd .

slsOdMisdS O MseduOjkmY 5 ofmjd OMYfjClsOd

552. €3adodi 9Rd329Rdi s bRy

[ Odzdz" 2 fesWdd MtsHjtey dlsdq @OwOds) IstEOL dda@ dy
L0 sk foylstotscts keOWdCO. mOLOCkjtdflsds O f

lteddztsy jdzdj hkh jhlsodvwjls Odlsdo qekzmdzs ¢
fsdzdlsqC s@MUNE O C Oy His] Meseh jddj MdOYOd
COC jHddr 2 Bl §&ls OBy s dzj MNEEEsY dzO
ZOYOd dets? ftetse j 66 (.

stssBh jdzd v, dzi MsREGjldsGde@EId@dE tOL B dicO!
Mfsd LcoOddjd {otedmisdui MSdr Odcjstedls dis
ey CsHdtetse C dfnvf jdeQ HIOB S | t6C 2.

lted o jCj dMisd LEjlhy ©OMh e, ddz 2

I Cdzs uj dz Med ap'dlsBe Oy d d o dMMEISHd0dY ts 1 ted dztsy | d
EHOdY s qL Mistse h j dzd 2 ffr &S d dz0

(message/external-body type) d o dztsy j ded W fy .pif,Qdgih,d te j dzd
.bat d .exe.
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[ OCMdBOdz dets HEsfkzMisddr 2 ktetse j dz Ddztsy J dac
dzd U4 dz.

[ dzv € O H fgjslzedMtstsBf sSHO jteg O M jetsMw Odzlsd o d
ddzd Wddz seOydd, MLHOjlsmw dd¥ sted3OyYd s dzdz
ltesotsHdIsMY dzj yjdzdd L OOy jdedezr » tsBI jCIstso
dctsBh jdzdvw, Ctlsste’ d3 B ' dzguspjciouf,ipmtsciedzr Gnls Ols
SOSC Y d W dde Istetseo OdrME}S difftlz  dpddgtsdgd] vdaff v ZH
fw . ]l Mmizky0oj tBdOttkzy jddY bketosL', gL L
EHOdfyY BjL HBMIsOaCd OHtj MO O.

([ Mdzd ftod ftotse jteCj M jddw osLdfSCOjls
sBh jdzdw L OBy dgv jlsiyw ko jHtsddj ddj d.

1 sk yOlsjdv 8 HEsMsOodws sfw ko jHtsddj ddv
Vo jHESMdzj dzd j BlfwOoadlsjdy d OH&]dIMNsEOIS!

l Bbyjlk t OBl ftddsy jddy L OfdMmr e O
SlszOH sydets?2 ddg sted3Oyd d .

ulsOls d fpsid SPs S e O dzv j Is fiyw

553. €3 adodi 9Rd329Rdi 8o 3do

[ Odzdzr 2 f tesW d dz sBj M jy
9 jteMPeOCIsjtedmMlsde O fftosW

do Ojls RO ShfriEsGE fdik
d dzv
s foybktser &3 Msseh jdedw d3 § tod d3j davegdadpy 1 ts dzc
COYHB] Mt jddj tBtcOBOIS" 9 0jlsffw € OSC JH
ANddz steOydw fitstdstE s judpfi20
lted feseojtSj dMifsd LEjlhmy ©OMh dtej dedzr 2

tdLjteo dg@w ChpsL HOJj MY §ted Mmsergptewarded d HJ§
RAzW sted3dOydtsdzdzr 2 WO2dz dzgj MBLHOJ IsMw .

ststsBh j ded v, Csistste’ d3 B dzd infeftedd duspisigudzr s ©
protected, error, LOBj dgv ¥ Isfpw ko j Hisd3dzj ded W 3. 1 f
EetesL ™ dL L OHOdzdzsG s fglfvef filplin®,. Mmtstse h j dzd W

] LOGtizso 5¢ fwyltsotsdts Mt jddw,j-HEsBOD
LEzdz sOIOR jets tsBttOBtISCd.

1 sz yOlsj dzv d3 HisflsOo dzv ¥ s ko j H tsd3dzi dad W
Vo jHisddzj dzad j sl tcOoadlsj dzv d GHlgMmrd].MistcOlsts
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e | ©mlyjk 5 OBtl] ftddsy,jddyd' Ot o @]
OfMYf jCOR Wkdsydsdod dashlsd f tod dzsd-dad v ;
sdudmMédd d fsydy shdec¢d, O LOCHF o0
Sddzsets ROLOSCIK] 8O,

e licsosHMY Mette MsOkdMsdCd B B &OGEY |

e [OCMdBOd dsy ydMmdzts L Of tetsfiso todkdzisy jj dits{ty O o
EHotsjdzts 5 MtOodzjddes M toj ¢ st lzd tizj d3r o3
BOSC d BOdz dzts.?2 [L @P fifdsdzOdz dztsj U d dzs tSH dzts o to
Mtse Hdzv g tdsec jiadcXdzff y j dzdzts

56. fabas3¥Yaaa deceo3aYRoaoa
Foaf Yaaoe

lteddzsy jdzdy fsLotdwjls MshntOdvls! tjiLjtoo dzzs
SBOBBIS B2 . 1 OtOd3j Ister  tojL jtcodgsets S i dlotse
[kav4ims:groups. < d 3% _ ¢ chmfkifip] £ sde¥ e tc Oy d sdedetstc-s W O2
gr.

tdNdds teiL jtcodsets C i Jtetso OdzHolicyL O@ ©) &dg™ 2 f Gt
Ndls ftedded BO! fdzjHlzs M dj L dOUj dedv:

message MtsL H O jdM"C s C s v Mtstse N j dad v

infoi adsjMmisj M Csfdj?2 Mesehjdd® MsLHO
WO2d Clsk ¥02d MBHjEydls MdjHEs hkzy ddz

e IPOHtjM ddzd dd&v Sdzdj dzsO syt MmdMh
e IPOHtBjJM ddzd d&v fMjte jO foyktssts2 MmdMh
e s tcOo fisfsazh j ded W ;

e OHtjf Mj ttoplOOs "gjecdd MstsB M j ded § ;

e wZOL9Odedj Cctolzfffr, HtwOoddzO (st {ft
s tspdzd v

o MY d stz YO lsdep? | ded v ;

e ftoduddzO0 ML HOdIY tjLjttods? Coff-dd (&
dzj dzd j, Wddz steOydw Mmtstseh jdzdw) ;

o ks ¢ WOAdk tjLjtcodets?2 Stsfdd Mmtstseh j
o dJdai stodOusd Jtoddztsy jdzdd ( dHJ dzls d W OPlsster
e noneitejL jteodzOW Ctsfdw dzaj MBLHO]IsMw.
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1 Ot OBPiens e o sdzv jIs ECOL Ol! ftodyddsz ftsL H Odzd
e curedi® MdzzyOj dzj yjdedw yYOMmlsd dMRtHAdSEE f
e deletedi® MdzEyOj EHOdMj ddwy yOMmlsd Mtstseh j ded W
e rejectedi o Mzzyoj lkCOLO o HEMO8C] MtBh,
e droppedi o Mz yOj EHOdMj ddvw MmMsteh jddw BJL
warningi & Mdazzyoj LOodjdr MmMotseh jddw ko jHBd
renamedi ®© MdzEyoOj it ddi3) dzso Odedw R~ tslsw BT
e aliots ofMjn orhjfjtejyudmdy dedzr 7 Mz yOW &

Ouj Mise j L dzO jOfipns diisG g BB s® ¢ OL Odzs € O
i, OC d MydmsS L douj dd?2, ©OLHj dzj dzdz 7

todr j Stfdd Mmtseh jdd?2 d dd¥stdeyd s dd
d, L OH O dzdzsDestih@ienO dsj Is to s d3

57.s Yaeeasdaoaot

Vo jHBRAj ddffsylstseatsjy Mtstseh jdadJ, MtsH j s Oh
sOdzdztse s § d ! BO, lsfteOodv j BBy § tsdzkzyddsj dzs ,
ststclz Mmjtco jtcO.

I sdddss s dMOdedy MOBsets foybsseatsets Mstseh jd
sO¢yj tfdmMOodd] tBi jCltse, Cwlstster j BOdEd ¢t
dzr dL fstseh jddw

ltcjHEMBslste] dz0 oL @3ty detsfls! ofMls©eaCd dMmntH dz

FojHtddzj dzdj. [HAOCB (st oL By ds Istsdz ¢ |
[ d2v OHBJdddMistcOstc® d lsfteOodlsj dzv ML HOE sy
MsHjtey O dj Istsdz € tsdedsw S Mls ko jHBdd]

571. pR3e83 a6 dR J} Yaeasdasaoe

) Otc O d3bsaig) H ts d3ddFARGDH W Is fyw

e 9 MJ ¢ yKagdims:server.notifications] ¢ tsdalf d ¢ 2 tc © YWdQAs2dzd@s ¢ s
i tc d dzts y Kaddbns.conf;

e 9 Md € yd dkavdlms:group. < d d3w _ ¢ temffifitations]
CodWdezteOydsdzdzse s % 02 d&zO ctelzf ¢ r .

1 Ofstes2 C O koo HisskidpdgdlOmMy o Ho O { kOfO.
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z0Oc HLrnBtstc OHtej MOKO ko jHtsdzdzj dad W
Vo jJHBMRAZ] ddY d&sckls (Brils! slsif tcOo dzj dzr

e BlfwOodlsjds Metseh jddw ( NGyRjderfvtz{§ Otk Od
YdekbtOydadadzsets W02 kO cwkffr ) :

e fdkzyOljdvd Mmsssh jdd™ ( INGiyRecipits § OO
C sdzlf d ¢ Iz to O  BiASE L ff O ) ;

e OHBIddMsKOIsttOd JdW stedzZOyYd sdzdes?2 @&B-j
d3d Is ceodfyAdmine f OteOd3j IsteOr ctekzffr ) .J -4
Mse OHMBJdzd MistcOlststetse d da¥ tste BOY d ts dhdlats
tc O d34 Is dmiBAdresseseo f OO IstcOR ctkzf §fr ;

OH di3q dzd fls tc O Is tsdfctiatfn Op das@fief j eMECSets (L OHOJ Is
ProductNotify & W O 2kdz4#Ims.conf) . ef M oylstser n

OHdBd dzd MistcOIststcs o ftod dztsy J dzd W LOHO |
ProductAdmins © W O ka¥jms.conf.

Vo jHEB A dd" HEMsOs dv s sMW ¢ OL Odzdz’ o5 - Ols j @ &
kOdsY § 4 udmdzj dede’ 7 § OO lstetso  monezs B 5] L dzO,

Ltsf ©
fdmt
2 B

z0Oc¢ PRretstc Isjd3 ko j Htsdzdzj ded W

[ftcOodlsjdj2, f§odkzyOlsjdj?2 msssh jdd2dzd OHC
ds?2 BjLBfOMdetsmisd Bsy des ko j HisdGEY IS!

o 5 orf fsdzdzj dzdd dzOH Mt M j BZdp@B WMEHER M-lse d v
HOdzdzts 6 t5 f O tc O dyyfdstiedddsicdn, ProtectedAction,
ErrorAction. [IsftcQ0oC O ko jHBRd ddy kOOsct Is
Btso S 52 § OLOd) Iste @y ts A Hag Hij ARG iz o j H s dgdzj dac
1), o Lidéected,mdtected, error;

e 5 o' fisdzdzj dzdd 1§ ttOo  &zO 5.4 dpEr K © O o SHEAR.
o jH®RAEZj ddw kOSCKet IsdfO ¢ ds yOjjs-imw ki
Hy dzw jé'ts OHtej MOIsOd Wz o (j Adgd3ddj @c Tiltered;o L dzOy

e B ofMjn orhjfjtejyudfdydeder = Mt kdwa.
kOCtsets IO oCdo yoOjlsmyw EkMlsOdase SHs2 § Ots
tj MO O dtzp gedits ( 3. h Ocall), o L dzOuJ dzdJ

bHBJdzd MistcOlststetseo o dztsy j dedWw By dzs ko j H 5 d3dzw

o s  mjddecfyf B deso dzj dzgd™¥ B OL Odelsdo qtezmO. {
sOCBBets Isdf O o¢dzs yo, lsmw PraduKbiifgs C@&d f Ots
U J dzdpdate;
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9 wOBBI] §toddts)y,

e 5 Stdbdujmits? hdsSj
00 i Y0, s Rrodutzipkif@ ezts o € 152

" kOSCsEt kdfo
L dagdzd fault;

e 8§ MBr Isdwna, MewL Odeder 7 M Cdzt ysdd d dzdy
[bf0oC0O ko jHdRd ddY kOCtEts kJdPO o0& d
&3] Is Br@ductNotify 8  ®ude dzticgnse;

Ve jHBRBAZj dzd¥Y 8 ddyjdLdd BT 908 Ils Helkr Isd

e dfMbjujddj MesCO Hj2Msoly e dos s v to
Hdzj 2 Hts dflsj yjdedv MtesC O Hj2Mmlsadw
Yjdedw ECOLOdksets §jtedsHO. 1 C
ZdW MEsCO Hj2hmsadw Cd¥ 4O sl
H s d3dzj dzd § ;

J dzdyj dzL dsdzdats e 5 5 @Vic Ofdze[du § dzc
d udmdo fod Ltsse Olsj dj@ ddd
I tifsiett® jdlyv j~dzdfwte f tod dztsy § dad W .

1 dzd &3O dzd j !

Vo jHBARMZ) ddy
ydqlsj dz! dets o Oy dz
slsC dz¢ yd d&z0, Ists
dztsy § dzd v .

i )
? d
Jsdad- v

e BB ofMmjn orhjfjtejudidjddr 2 Mmeer sdwa.
kOC et IsdfO o8¢ d* YO lshmv Predyiibtifpe C&& § Ot
uJ dadllj

572. YR¥r daafh J Yaeaosdaaode

I fsyjmhn] Ystddtese Oddw ke jHtsddj ddas-dn sd
dz" TeOdwsmw o HdjShktstedd, Tamplatgs jsgirddis d3 {
COydsdhscts W02 dk0 ftddsy jddwy) :

o z0OBWzsdz ko jHtsdRdzj dzd2 Hdzv fdmMOddW EHO
sjCMmls, Skt 2 ofMmMisteOdoOjlsmw o dMmnsH ds
Mz yoj, | gadifd sC Qe yddglsls Olej t@dzlsde dtelz o
cOBBSd ddzd Wdd steOydd B' &ZO bkHBd] d&zO.
Hitey Ols! BOC tetsfmr HilsOddL dtekzs hdj §todyc
B' dz EHOdzj dz. 1 tej HEMBssaesdlz” - fdzj HEzs M dj h
e partinfectedi Isj € fls, LOBj dzvs hd2 o dfgrHdAsd

hjdedd sEiskGle, 2 B'dz EHOdGZjdk o tjLizd I
ffrisCd jgeds; dzj y
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e part fitered 1 Isj € Mls, LOMBj dgvs h d2 o dfpa-tsH dzsd
hj dzdMIME-sBi j C s, EHOdzj dzdz" 2 © tjLbkd s
sBi j CMEMBsls d ff O;

e part_suspicious 7 Is j € fls, LOdjdgv s h d2 o dfgn tsH dzt
Bshjddd tBI jCI, Clstster 2 B' dz tf-ts5L dzOd
HLtedIlsjdz dg@ 2 d EHOdzj dz;

e part fitered 7 Isj € fls, LOdgjdevs h d2 o dfBe-tsHdatsd
hjddd Bi jCIs, Crlstster 2 B dz f jtod ddsd
wWddz seoydd;

e part_protected 7 Isj € Mls, LOBjdzvs h d2 o dsfrm SH dats
mhjddd LOMNdh jddzr 2 ©BI jCIls, Ctlstster 2
O o dtokzfmr ,Hind,o YOS tsifazp ' dz zH Odzj dz;

e parterrorilsj ¢ fmls, LOBj dgvs h g2 o dMmnjsHdetsd3
dzdd Bl jSIs, o tjLbzd O] ftsejtwesd ¢
CO, d jes ftedh dzsfp! EZHOd]Is! .

e zOBdzsdz MsREM®OtclBo j H tSidizig]Sdayly, JHJdZO2 Hdzw
odkjdv, fodkzyOkjdkv d OHBJddMisttdAsEteO,
fsdz LEjlsimw Wddz s8BMTH.dzdu jinQefg st fils ® Odas-dz0 3t
HJjtey Ols¢ BOC tesmr HilsOddLdtkzs hdj - Hj 2 Ml
f tsdzdzj dz ZOH dMmrtHdr &3 dijeRls tb s f3H Hffsigsidg)
fndzj HEz¥ h ddis '@

e notify common T Isj € fMmis, dmMfsdz LEjd3r 2 6 &
FojHtsd3dzj dzed?2  sdzzyOlsj dzv, tlftcOodlsj
5 o' f sdzdgj dzgdz" 7 dz2OH § sylstsodv &; MstsB M j d

e notify infected 7 Isj € fls, LOBj dzv s h d2 L OteOy § dz
fts ts Bd2dj] ;

e notify_suspiciousi Isj € fmis, L Od3j dzv ¥ PR N §f dzdids 5o &
MsHjtey O jj fHtsLtedlsjd drj tsBi jClIs' ;

e notify filtered 7 Isj ¢ fMls, LOBj devs h d2 fylstset
fsHo jteedzklstsj Wddz steOydd;

e notify errori Isj CMmls, LOBjdveshd2 §dmMs-&3s, o
0jtld C(thtotd® thtcdel O;

e notify protected 7 Isj € fiyls, LOGj deve hd2  dm: di3ts,
sls ftetso j 6l d;

e disclaimeri Isj ¢ Mmls, HisB Q9 dzvw | d37jl@W jodztxdgs Bdsdrd t
MsLHO Oj B o HtesyjMmMij Odasde dtclzfnd
1 kEdsdzyOdeds h OB dzsdz MisHjteydls ko jH
fdm: i3ts feetsdry 6§ dets ¢ dzlsif g Gt figtsds. s O

e zOBWSdz ©OM" i) dedztsc tsi lizjp QY Mplis,Bozf WA dz L &2 j B
EojHbddj dd" StdStjbdscts ddy0, L Ooddls,]
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ddz sted3Oydd B OdZsdodtokzfdes? ©sBte@@BSIsSC j
sBh jdzgdW. { OL©OBBLOM 1sls Hzjodg His dfdz e dztust
feOodlsjdy, (sdzyOljd' d OHAJd]Pstolsst
¢dn
platesL dzOyjyesd j 1 toj HEzfBeslstej dz@ fidej Hlzs h dj h O

zo

o

h OB dzsdzse dzj 5B - tSH d di3s Us€@udbdsTemH dzv  ff C

iHBRdZ] ddY GlsfwOo dlsj dv:

notify_sender_common i Isj € fMils ko j H tsdzdzf ded Wz tslist
fsysseotsets fMtstseh jdedw & or ff tsdzdaj dzdz" -
BB 2MEodva;

notify_sender_infected 7 Isj ¢ fmis, LOd3j dgv s h 2 L O
f sulstse 8y j dadsis;

notify_sender_suspicious 7 Is j ¢ fls, LOdd dev s Msf2  f S
sBh jdedj, MBHjtey O jj HsHBLcdIlsj dz' dz
notify_sender_filtered 7 Is j € fls, LOdj dzv s h dR- f syls
hjddjno jfets dazlstsjy Wddz steOydd;
notify_sender_error 1 Is j € fls, LOBjdvesh g2 4 dMm! d3
O]y fttso jtcld Ctbtesets ftesdL s &zO
notify_sender_protected 7 Is j ¢ fyls, LOMd dzv s fod2
hgh jdedets] Bl ftetse jteC d.

Suisdzj dzd W f sdzz yOls j dzj 2 :

notify _recipients common i Isj € fls ko jHtsddzj dzgdw s
fsyuysseotsets fMtsseh jddwyw & or ff sdxdgj dzdz" A
B MBo dVa;

notify_recipients_infected i Is j ¢ s, LOdj dzvs h d2 L O
fesylsetsj Mteh jdd g ;

notify_recipients_suspicious i IsjBfp L Odj devs h d2 Yy
Messeh jddj, MBHjtyOhjji foHBLtEdIS] d |
notify_recipients_filtered 7 Is j € fiyls, LOd3j dew & higf-2 f S
sB M j dzdHo,j etz stsj W ddz steOydd;
notify_recipients_error i Is j € fls, LOMj deves h g2 § dfp!
Ledz @B jtcftf Cchtstesetsdf EOHL sh d&zO sh
notify_recipient_protected 7 Is j ¢ fyls, LOBj dzvs 02 fd
hgh jdedets] Bl fteso jteC d.

JHBdRAZ] dzdv OHABddzd MistcOlststc O:
notify_admin_common i Is j ¢ fiyls ko j H sd3dzj deadfs™ OH d3c
0 foyssetsets Mol jddy & orf f tdzdzj
fdm: ®gsds Hi2Mbsadwn;
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o notify_admin_infected 7 Isj € fls, LOdj dgv s h d2 L O
f sulstse 8| dadsits;

o notify_admin_suspicious i Is j € Mmis, LOM] dgv ¥ hgf-2 ff s
sBh jdedd j teNON jJ Y tsHBsLtdlsjd dzr 4 tsBI

o notify_admin_filtered 7 Is j € Mmis, LOMBj dgv s h dB- § syls
hjded jHo jlfets dzzlstsj Wddz seOydd;

o notify_ admin_errori Isj ¢ fls, LO®BjdweEnhd2! §dm: &
Ol fjtéd Cltstesets fftesdL sh dzO ©h B
o notify_admin_protected i Isj ¢ Mls, LOdMd dzv s h f2 § d M

hjdedetsy Bls ftotse j o€ d.

ZzOBdzsdz M j ydoOdz desets ko j H tsd3dzjidig{jvs MdH d3d «
dmfsdz LEjd3" 2 Hdw VWistedzdtetso Odefjvdzd@y j e O
dgme dz¢ ydlsjdzr dz" =« MmsBrilsdwn, bktijsksddn i
dzd Mistc Ols pHeOM 3B dete j dz" Mdzj vk P dj h OB dztsdzr

e product_updatei Isj € fmis, dmMfsdz? LEjJd3 2 wWJjzw ko j
dzd MistcOlsstc® 5 ftsdzkzyl ddd tBdtse djj-dzd?2 B
ded W ;

e product faulti Isj S M sdzd iz j d&3r 2 Hdzv ko jdutsd3dzj d
MistcOIststc® B Istsd3, Yyt ot otej 3w tOBTBIST
o L dzd Sz@® g S O h dB S O]

e product licensei Isj € Mmls, dmMfsdz LEjJd3 2 Hdv ko
dzd MistcOlsstc® BB dMisj uiddd MtetsC O -0 j 2 Mls
ded d dzd yJ daL o EaRd el v it

I dzd B3O dzq j !
otojdiY LOfEMCO foddsyjddy o fsddyj
udmdzj dzgder = eorhj hOBdsdzse. [ Mmdzd Sslkw -
dzd §
OS] fsdLotHdlMY (e jLCO ©OL 3 tc@z-
Ndde fejsgr BO s .

1 ts

otsLotcOh Ojls tshdeSkz.

573. tabeRao2a 3of 3@8Yoaoohg vYR¥

] Yaeasdaoaose

ddzsdo dekfy sOMf jEMStets fjHEMsOs d2v Mz p L B
hOBdzsder ko jHtsdRdzj dzgd?2 Hdzv OH i3 dzd s O JsdzjeIs o |,
) dMfsd LsoOddjd MfjydOd dscts WL CO ko jH
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cL" S kojHtdpdejdgdslOo dzv jIs MmMtsBts?2 dzOB Bt dBOC tets
Codemistez € yd2.

tOMmMmisistedds fsHtesBdzj § ofj MMisOedzws hdd-j Wi
B3 tcso .

1 dzd 3O dzd 4 !

1 jteo OW Mbses¢ O h O
mazz yoj O BEZH]IS
MdlszOyd?2 MmMdzinkzils
Enter).

Bdzsdz® dzj HBsdz) dzO@ MmisH
d dzl§ | te O jlairfste st O Is | frpbaw
dzOyd dzOls: h OB dztsdz ff j tg

573.1. dbRd3ea3h

[ OCEEhist | djdsjdes fsHMsOdseCd, dMfsd Lkjd
EojHtsddjdd2. | WYsthddtkz] dsd @20 shdssl- h O d
fwOdazj C St L dzOUj dad j .

uddzls OC fd iy %EQEYE SHPE: ts s 7 O %

[fdzd or =Stlsdlj oCd® ydls' MmMddkotsd % o ddv &
BT ls! 1 CtcOddtctso Odztf 6.7.35da0s sifigjtg. mds.

[ORf) By jl ddjls: djMStd St L doyjdd2. 1
%d i BOS esMO% BlEHjl dMisd Lse Ok! Mw § sihdzj H

[y dMitsd Lo Oddv dzj MStd2 Cdn L dzOyj dzd2 BOS
djtOyddd j StsdhstizSydd

5732. [ a3 RGcoa2990ha daa3e63) dGoo

RIsj Oy s5dedzOW Cits disfipds tadAfdpifovdzts 2 L djh dgifsdialy dzef 2 7, € @)
dMf sdz Lso Odzd j B S Sltstetsets WstdBdtokze sffw h OB dzs
uddzs OC gda s telz ¢ yd d
<FOR INAME IOP IVALUE>BODY< /FOR>
GHJ:
<FOR T dzOYOdzts st toj Hj dzj dad W C ts<plzi leig Iz
ZOU®dy ftejHjdjddv Csdifstkzeyd
( f SHtetsB dzj5/7.3.5)d80 fiHB)1s .
INAME i d 3% € tsdzfyls ts iz € y q*thchanneg@)is © 3OS i d 3O dz! dzC
Hadzd dz0 d o3j ded MtsfE@o dzv jIs 64 B O
IOPi 8¢ j tOYydw MicOo defmdpl; Wisdeda® 02 B 0210.

Wpdizfr.s h e Q@
d, Htsdzy |
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IVALUE T L dzOy 4 ded 4 € tsdzfls tc *@ahdrif(vchiar)ic 3@GB O d d30 dz
ZOW Hdzd 2O MsMsOodzw jls 4096 BO2I. ¢ dOYJ
ydd ®©BWLOIjdz dzgts HBdzydets BT Is! 9" HJ dzj dzt
MtcOodiyf da dzOyd dedvw CtsdembstezCydd Mts L dzOyd dz
dzi sBrsHd @3 dMmf sdz L 5o @dsape) N § O zdztclrf 56 B s
dzj § M3F.3.560 fPEIc. | Of ted d3j to:
<FOR _macro _name_parent _ =="\"_value 1\"">

>TCtsdej y tsftejHjdzjdzedw dlsjteOydtsdedets? € sdzilstel
Sj d&zO dlsjtcOls®0. dzjs d tizo tieelzs b 2 Mw  C sdaytsdy
CsdmstezS ydd, HBdyjdz BT Is! 1 § B.O3AdIs Odz
mts 67).

BODYilsj dzts dIsj e Ols stdBar)l stc 3O Is ©

</IFOR T Ctdzj y tsftejHjdzj dedw Isj dz®, ddgjj tc'Odztc:On (
mMw Codysd sSftjHjdjddY jd&ZO dljttOlkttO,
( e tsB dzd Jf Sif.&5 dz0 fipB)tc .

éitcOLHJjddls] d*((\BttdzOls O

nchar T md dge sdzr  d L -z,de@0WP1,0 a

vchar T fid d3o s dzr gL &OBtstt® nchar, *

char Timd o sdzr dL dzOBBEB5L dzOYj ded?2 32
lteddiite dlsjteOydtsdadzts? S sdzelstelzC ydd
<FOR _macro_name_ =="*'>% macro _name_%< FOR>

Vted o f sdzdzj dedd HOdzdzts? CtsdzmlstekzCydd fej ftets
Hizs W dj kEfdsedr j CtdhbtkzSydd:

<FOR _macro_name_ ==" value 1" >% macro_name_%</FOR>
<FOR _macro_name_ ==" value 2" >% macro_name_%</FOR>
<FOR _macro_name_ ==" value 3" >% macro_name_%</FOR>
<FOR _macro_name_ ==" value N" >% macro_name_%</FOR>

Clsd kmdssdr j ¢ GtazizozBigy df B8hdjHse Olsj d dats

vOCdd SBLOLBd, dkjeOoydedd j Csdhstcldsydd
Cejlsdzs) L dzOyYj dzdj HROSmiigad2.0¢ d cbkffl L dz

1 Of tod o3 to, J TYEHTERBAMBaGE @G j Is L dd@\(Hiltded 1, KAV-
Filter 2, KAVFil ter 3, SimpleFilter ,stseHO:

Codemlstelz C ydw

<FOR FILTERNAME == "KAVFilter1">%FILTERNAME%< /FOR>
BzHjl fttjsBtcOLBo0dO o IsjCMmls:

KAVFilter 1



ddzsdodezMdzOw L Oh dlsO f syls' 65

Csdzmlstelz ¢ ydvw:

<FOR FILTERNAME " =" KAVFilter?" >%FILTERNAME%,</FOR>
BzHnftej sBtcOLLg QB

KAVFilterl, KAVFilter2, KAVFilter3

Csdmlstez S ydw

<FOR FILTERNAME != "KAVFilter2">%FILTERNAME%, < /[FOR>
BzHiflej 5BicOLLg @G

KAVFilterl, KAVFilter3, SimpleFilter

Csdeistez S ydw

<FOR FILTERNAME =" KAV*" >%FILTERNAME%,</FOR>
BZzHil ol sBtOLs90dZO © Isj ¢ Mmis:
SimpleFilter ,

5733. 03R82G6fH Yoevo9a380 2068a3RGI S
da92383) dGo0

[5BOW dljtOydiddoy S$tdisttzeydy o&syjls JBj
Ldz2Oyjdedy sitejHjdzjdts Itd ¢t o ctwtOddyy odt
Rsomdsdedz § StdfbteCydd HBsckls JMfsd Lo Ols
CtdStejlsdy 7 L dzOyj ded?2 BOStesMmO, dats o Hdw 51
9 dztsy j dzdfitcids MdB® .

LteOddyr odHdBsMisd odtsy jddsets BOStsMO L OHC
905 N3 sjetsd hdss dts?2 S tsdhsttzs ydd:

<FOR _macro_name parent_ ==
' value 1 ">% macro_name_child % </FOR>

lted {ktsd sB&OMS! H | Mdys naie paeSUusts@ip] ©@- s to

d2v j Isfyw 20 eofj odzsy jdeder j Lteseoded (§ 5§ OHOS N
ifdzd L dzOyjdzed) BOCLEMO dzj §jjCter sts.
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5734. a3z asaaosha

1 jtoj d3j dedetsgz! dlinf lsfqw Hdzv tsftejHjdzj dedw Basdz h j2
dzj dzdd h OB dzsdzs o .

rdzv tsftejHjdgddw fjte] d3j dzdets? o L OH Odedgs? BB
ZzO0 Mmdzj H Iz ¢hf Gk CCusg W :

<DEF _var_name _="_ const_value ">

Il HOd dzgj2hjd&3 {50 fjtej d3j dzdzOwW (Bisy j s dzs R4s d&30d fiy
tesh BiLts oaMmMwedn BeteOdd uj dzd 2 .

sddsOS M tSftiHjdjddyYy §jt]dj dadzts?:
<DEF VNAMEVOP VVALUE>
GHJ:
<DEF i d&zOyOdzts CtsdelstckC ydd ttejHjdzjddw §jts,
weodwehd2fpw zZOyodzsd3 wftej HJ dzj dzd W , H t5 dzy
( f sHtetsB dzj5j7.3.5)dBO ftHE)tc .

VNAMEi d d&3% § j toj d3j dzdets 2*(nchas)t{nBlan,©0 &EOS i d 5O dz' daC
Hodzd 20 MtsMisOQeadzw jIs 64 BO2IO0;
VOPI s jteOydw f tedmoe Ods, Odaddrd diiGs teldzBIAR s ;
VVALUEI L dzOu J dzd § 1 J teJ d3Pasflethar) (Wcap)30 OS¢ g 30 dz
dZOVY Hoizd 2O MMmisQodw jls 4096 BO22Is.! ) d2OYJ
s HBsdy dzts B' Is! o' Hjdzjdes € Oer ySa@d. |
Yjded jds, dazjshdds COer ySk, dzjsBrRsHddBE
h'd 2esope) d 3o sz ( f tSH 1 t55.84 O MiBEE. tod &3 to
Codzmlstez S ydd wtejHjdjddy fJte] d3j dedzts2:
<DEF _value _name_="\" _value 1\""/ >
>TCtsdej y CtdeflstezCydd tsftejHjdzjdedw tj-tcj d3j dz
hd2mw Codytsds tsttetd jd3y jdabgtsdad v Hifisjdzy j dz2 B " Is! 4
(f sHtctsB dgj5j7.3.B)dg0 fPE)te. s tsdzfistezC ydw JDEF dzj
z0, COSC CtdfmbstezSydwy FOR, fsi sz L OFC
Hisdzy dz0 k9 j H s dgdzisldn tisffidstofigjd L OCter 9 O M j G s
éTteOLHJjddlsj d*(M\BtdiOls O
nchar i fnd 3o sdz' dL-z,EFDOKLO a
vchar Tfd Bo sdzré L dzOBt® nchar, =*, 2
Il fMezeyo] fjtjtftjHjdjddw §jtoj djddzs?2 o ¢ tol
fsHMIsOdztso C O detso 56 if toUsdE® q jsdedffds ' B H Jlisdzy € Oy |
eiHjdzjddy. vOCddR GBEOLBAB, SCtdhnlstkzSydw:
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<DEF _ NAME =" R c " Py j2yofy &3¢ EZodHddP-§f jtcots]
Ud dzd § : NAME %.

<DEF __ NAME ="Rf c" 24 j2yoOfy &3¢ EZodHddP-s lststets]
UJ dzd j : NAME_%.

BzHjll ftojBtOLB89 OO o MdzjHkehd2 Isj¢Mmls:
4j 2 Yyof &i* kZodHdd3 fiteatsj LdOyjddj: R[C._
#4d2yom & EeodHdd eolbtstesy L dOuyidedi: RS C.
1 jtod d3j dzdzOv Bsy jIs ddi3ils! B@BOCtesm o COyd Mlse |
<DEF _var_name _ = %fimacro_name % />

I 1ktsd MzEyo] fejfesyjmhste ndzOyuOokO L Okj d
LOjdgO | ¢ 1§ dadgeOy

5735 toaegRd3o3 tbAHIR

sz jBdzr J fd d3e tsdzr

% ftodL dzO¢ BOCtsMO. [ OCtsfm oMY 6dd
c%e. 1 to dUgIRESNAMEL

< slsCter 90 h Ow MCBCO sjcO0O.
1 o d di3K<EOR FILTERNAME ==" KAVFilter 1">

> LOCter 908 hOW MEBBCO Isjc0O.
1 o d i3KEOR FILTERNAME ==" KAWFilter 1">

</ slsCter 9O h Ov MEBCO LOCtKr o0 h jets
1 tgd3 t&/ FOR

/> LOCtr 908 hOY MEBCO jecO Ctdmistelk
] tfkj ., DEF _ _NAME _ = "Rfc_1"1/ >

\ escape-md dzo sdz. [ Isdsj dzv jIs Hj2Mlsadyj Mmc

1 to d d3) BVIRUSNAMEY%

== MteOo dz dedQn J difsio ff 5 BOMC I  ddzd L dzOn
} 6 d 3 <KROR FILTERNAME == "KAVFilterl">
} t6 d &3 <KROR FILTERNAME == "KAVFilter*>

I= McOodzj dzad j : dgj Msof OHjdedj ¢ 5 dBOMS
1 to d d3<EOR FILTERNAME != "KAVFilterl">
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1 to d i3 KEOR FILTERNAME != "KAVFilter*">

i I M detsidz j L dzOuj ded v dzj 5 ¢ te Odzd U g dac
dlsmy ksd 5 edzlsed kjese fwd M
1 to d BKEOR FILTERNAME == "KAV*">

? I My otLdBBYd § LdOyjddy oL &Gt
fw ktsd 5 odgzlsted Ijcetse ftod MtOo
1 to d 3 <EOR FILTERNAME == "KAVFilter?">

# sEdB®Ry dzsOted?2, §Otmjtt e dstedtejls

CHyoO MbtesC d.
sz jBdzr | Mmzse O

FOR [ftejrnjdjddi dsjtoydsdds? S dhlste
1 6 d BKEOR FILTERNAME =" KAVFilter 1">

DEF [ftejHjdzjdd] §jtej ddj dzdes®C (cC 58 @K HE
GO). 1 &BP&Fte: NAME__= "RfCc_1"/ >

lt6j HBY t6j Hj dzj dgdz’ | BOC tetsfyr
%CRLF% [ OCttsf fjtjoBHO fMsessd
%TAB% [ OCEktsh kOBkdvssE0O

I My tBOBSISCO 9 jHjlMY odzklsted G dztsB Od- dzts?2
Cs2 CtdmMbteSydi?2 ddst odbklsted kEfmdtse ds?2 ¢ tdz
<FOR KAV_LANGUAGE=="5.0"> ... </FOR>

Escapef sfpdzj His9 Olsj dz' detsfyls d
I wirCj kRZojHtddzjded?2 §SHHjtey do O Isfqw Mmdzj HIzE

e rdzw 9" 9atsHO 9 IsjCMmlsc\e@idztsdzd L igd BgAs z® M dzj
Is § dz! dztd fds

e uwlbtesC O, ¢ Odzydoe Offyd B HedR stictapEfskdmw  dzO
Mz HEzE M j2 Mbtestj. -hHdEds 3ds sy setsHedlpfipy  da
CO¢C MdBotsdz fjtejotsHO MlstesCd. 1 todf-s5BtcOE
dzv jIsfpw s MdzjHbkeshj2 MbtesC2 jBjH Isj
ftoddwlst Htkzedj Hj2fseadw fts5 tBttOBSIE
escape-lmd dgo s dzO@ fMtsn tc O dzdfts Mwls dig s O, ddid Misdzj Is d
odezlsted ddzd MdzOtelzy d IsjcO.
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[y kstsets ylsse' f B\@pMIEdss] yidddats&d soC,
dzj fteddd BOdz L dzOUj ded§ § tetsH By § dedty- fls ot

9 Ols' platz Mdd1 6 .

e | dzv or 9otSHO 9 Is dlssc®@miztsdz® L g2 Is jO-§ sdzj
IsJ dz' ozt s !

e | dzv or 9atSHO 8 Isj ¢ Misc/e@miisdzd L igd 5aQs @ i) dzj
IsJ dz¢ dzd hés !

e [ dzv 9" 9otsHO 8 Isj¢Mmsced@mizisdzd L fgd GyaQs 2B fr) dzj
IsJj dz' dzd fds !

e 1 dzv 9or 9otsHO 8 Isj ¢ Mmiscidmizisdzd L g d HzE@s @6 ) dzj
Is § dz' dztd fds

e [ dzv 9" 9tsHO 9 Isj¢Misctedindztsdzd L g d I 2@ M dzj
IsJ dz' dzt figds !

Vtod d&3d uOded §

CLTC ROSwsMmse ko s osdusiddzjds b ste jf dedship s
e OBkdydd (O OSYJj dn dzOddudj drd-
CO dCOEsodGtede Oj lsfw. wdkzyjsdy j Masao
ZoOsd ddzd Mmddse s5dzOdi3d U5 Q 6B kalz"t3g{d o  dish Bz OfigEt

57.3.6. ®dRd3 a3f |} Yaoeasdasaoe Y 3a368R
e3o0denaaot

ted dzsy j dzdw o RtHdl tWwH &BOCGttsMte
fjw ¢ OS¢ o dzts RO MY &z of jsiysshsipjtelzglzy e j dzd ¥ o
OB dZsdzOR 5 kHOM dde 5 yOflswds § dfmj ds. [ ded
o jHodRd dd? Btdjj §(SHeseds? Jdistediyd? &
iClj, O KOSy st ddpdydsod "®OH odzd B .
ObHBJdzd MistcOlstste iy jfipdzidufifft S jL sBALse s o ko j
i fesyltsotsdkz Mtstseh jdds o yj ezod:
%VERSION% i des d3j te EMilsOdatse dzj dzdets?2 o jtefpdd ¢ delsd e
foRsh ! & CtltesEts B dzfs ftotse jtoj dets Mtstse

%PRODUCT% i f sdzdzts § g o dzsdo ek MO s Oy j ehs s
%CLIENT %1 & H O dzj iR R1tc j ) ef tisouds &6 dzdf j dzls O.

%SERVER% i d 3y j 6o ,j 6®H | kMlsOdase dzj dzO v jdfials o O dz’
disy jdad. W

l ftsmlsOsCkz l]'
h OB
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%SENDER% T OHte il tSlkftcOoadlsj dzv ftykstseotsets mMsts
%RECIPIENTS% i OHte j ] f sdzz yOls j dzw .
%HEADERS% i L OG tsdztse t5¢ fytstse h j dzd w .

%MSGID% T dH j dzalsd W € Oyd sdzdz” 2 dzts di3jdmf.wf sylstse ts@ s
%SUBJECT% 1 Is j d&30 (Stiltredt)) dMmetsH dzse 5 ghsjudsdso.se 5 i
%DATE% i HOO t©BtOBEISd fylstsotsdts Mtstsen j dad W
WTIME® T otej 3% tBtOBBISCd foybstsetsets M h j dad

%BK_ACTION% i H j2 Mo dj dzOH ftylstser &§ Mstseh j dag
ClStesEts BN &ZO ML HOd@ jdid] tssOREWOeY s fBd d
©z0) .

%BK_LOCATION% i f sdzdzr 2 f kls! ¢ COkOdsclk &teOdzj dz
fsybtsotsets Msseh jddw (jhmdd OStSsOWw BT d

%ACTION_LIST% @ M d M€, MsHitey O d2 dJde¥ stedzOyds
SIsSHj dz2 dzf = yofmlswna, O OCYJ WO &OW-HE B MIs
ssor @3 Mt h j dd J 3. [ dzv  COYHB2 té&icOB IS
Wsted3O0ydwy ftojHMmMlsQoadzw jlsfqw o odHJ:
<fMisOlskzMmM> <Hj2Mlsadj>. <ddaV stedzOydvw >

| ko jHbddj ddv odki 50k l0Od) fizdzylstse 5¢ & d f)Esez j dzg
Lo Ols! MW fMdzj HEs h g2 BOS tesf:

%INFO% T  deW ste 3OYyqdw , tddgsthj@dj ¢ or f tdedzj dzder ¢
st:

e MY dMtS B d&zOEEY j dzdzr 7 o to] @RS

3 J dedzr A SldsB9 ;)
e fwhdveEhOv MstesSOi AdS sBR SOEBE,d o
Lzd kO] ftsojtwsd Cltster 7 oL dd§ dzC
e MIMEdlsdt ddzd o dsvi rodsytgEEdS ko, § SHo |

W diz' ©ded d .

[ OCtesf dzydets G OLOL! dzjf sMtejrHilse j dedets o Is



6] OO0 Gapr | O) ¢ st pOq
yOALTO z0n) KOg?
ELETO

ddzsdo ek fdzOY L ONdlsO W O2dse’ & Mdflsj ds-C sy

dstsh 1 s ¢ ts d3tf kmwdinstkavScanner, Colstster 2 or ftsdzdgv jIs

ftesdudlis sBttOBSISCE L OGOy jdzdzr » d § sHOs-tedlIsy d
fMlseo d @mMie =2 ¢ Od3d .

1 tod d3d Y Odzd J

Ifj §O0wOdjlster kivaisikavezindes B

G
[scanner*]C tsdeW d e ztc Oy d tsdzdzts ¢ ts 0]

1 dzd &3O dzd j !

It kEdisdzyOdzd® LOf EM¢ ofQalixfes| e c Hlss olg tdfjf
f sdzr L ts9r0ds g ldeger.

I &syjlsj LOHOoOl! fsojteSk $OC oMmj@ WO2d
s COOdSEO ddd el jClO. 1 jf)! &OBGE § OwOd
@O ckffr, SftjHjdvshdj:

e B d&OMI! f toGlefo] MMBWE. .
e tiNdd fetsejteCd d dzj ujbdedeO B CIstse (B
e Hj2fMlsodw dzOH t5B6.JRA CHEREs.( Mds. 1 .

ltesyifmm fteseo jteCd WORdsera Mdmbsjd e @E-jets €
h i dz
4 dz

e ©OLBot (L Ctsdi30dzH dp220M BMEILS d ( Mds. o .
e s ©OMYdMmMOdd® {ted Yomodgs Md36.6 k@ c Bz

1 dzd &3O dzd j !

lesyjifmm ftese jteCd dzO fto
M BECEBYjfitztcO. wdzijHEjls
BlzHils L O HAzj dzO, fdzjHT
e MEEnsj &) §6ddsy ] ddq
ftosBdzy 3 toj S5BjdzHEzZj BB 0 O

d ks fils o iqt  jodf totizd
fsRdedls: , ubt
o Olsj dz' dzts, dagzd ad
wof Ot Odzdzj dz dzts

5 GOEASEEY s sls |
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6.1. ArdR368+t €3aYas3do

[ BdZzZOMIs: oo jteSd Ry ds kEMmdzse dts tOL H | dzd Is!

e ikl foEaitgdidss COkOdksctss ( BI jSCktso,
Hdlmw §sdMS odikftse

e tBI jCI' f titzOptsted Sdftse B jClse ,j-C it
Wi v O fejHdjls @OJUEY Ho fekhmtse ( Ot

15 EdsdyOddy ftse jtews sfw ofyj GBI jCIO- HEME
Uqdzow f kjCkhj2 HdejChsedd.

1 ted d3d Y Odzd J

rdv feso jtCd ofjn WO2dser o fdisiked? & (
Ctodzj 052 COOd&EE ddzd o C sdEOdzH dzs2 /. fils tof

I7 by jfjteisftjnjdds’ fkls! ftso,jtld MmdjHE

e ljtejudmddls! yjtjLr fsBjd HdtjChstedd
sldatsfdlsj dz dzr 3 ( Sdesmdlsj dz dets Isj Sjh j e ts
fsftej Himlse j dedzs o ¢ sdROdzH dgs? MlstesCj g L

e 10HOI! f(Ekisdo flsjchffjletasd % 02 dj J ELOL Ol
ddj o CtdOdzHdzs? Ml i@ (<tfigsy | HIPQ ol ¢ dz
HT 2 ©Bi jSk o kOCEKd WO2dzj fdosudlshw M
fklsjd ¢ dzj dsiz.

I dzd BOdzd j !

[fdd o CtdOdzHdzs? MstsCj BEHjl kS
WO02d Mt MidMCtd sBi jSkte fso jts d
£COLOddzO" o W02 dages?) glstcsd j § 5 O gals

o [IsCdzs ydy Cztefd o dziz ® ftese j 6 &z ( M JHSdyafj»s Is t
[scanner.options], § Otc Regyrisien d dzd S-1gzs y

e uBLHOL! Od bftst®IfEEwOYdsdzdz 2 W OAdk d Lk

fsd LsoOdzedj § shytedin-i)so & g3 do¥ fXDFzOL> O 2 1S j
¢ 5 a3 ts dzj dzls O.

I dzd 3O dzd j !
[ dzd 20 fklsd € fso W jkesdz B jCIk daj-
JCr, ©OMftdtsyjdde j GO Bisdjj ¢ dzkzs sy
dzj BkHEIS.
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[Bi jCIst ftesojteéd 5 EdktsdyOds s sOC >y J L OH
W 02 dzjkavdlims.conf ( i € y ffranner.options]) d BscElzls B '
fijteijtsftedH]dzj dzr :

o dGzjftsMtejHMlse jdedzs & HOdzdasds % 02 dzj ;
e Cdzs YO S tdOdHdzs? MlstesSd fted LOfEMS) ¢
e fzlsj 3 MY tsdrz bsp Ol Odztsc s CtdW e Oy s

6.2. ¢apno29 e€3aYa3do o daya
>fr hadeaY

1 OMstets?2C O HOdzdztse s toj ) JBO wWodw jlsipw tsyj dg €
fhesdz Sk tsftejHjdzvjls, BERHJjIs dd or f sddav s Mmw
sB@glzy jdzgdzg" = © ftjLEzd sOIj] ftetseo jteC d.

15 Hg®deds iy ddy dzj yj dedw silsCdzs yj dz, wflets ¢t
sBl jSbse d ddWtstedzddtetso Oded] B 5B dzOtetey j dzd d
sjdzt dz" » ddzd YsotjyHjdeder = WO2Rdzse fkIlsjds o' o
9 Blydls.

I tjLbkd Ok (e jtesd dzO tdgef MEEMES HE © ¢
p0jlsM" SHddz dL MdzjHEs hdn fMlsOlkmse :

e Ml elandtozMmtse dzj tsB d2Otelkzy jdes (tsBi jJCIs daj L
e infecteditsBi jCIs L OOy | dg
e warningi $sH tBI j¢IO ity dO StH dL o j fMlsda

e suspiciousi sBi jCIs fBHBLIL]j9OjlsMy dzO OOy j o
ety o Ode O Isfpw,  jUgelddeAhayed dgdls tc iz
e 5§ dém j dzda);

e corruptedi sBi jCIs ftseotejHJdg

e nprotected T sBI jCIs ftotse jtodls' -L G dstisiedyts yOdes tsd Lis
hdWteseoOdz (LOMNdN jdz § OQtetsdzj d3) ;

e errorifted ftoetso jteCj GBI jCIO ftetsdL sh dzO h d
1ted o€ dzs yj datgs o3 dzjey i dgd ¥ [sdafmgroptigns], § Ot Od3j Iste
Cure=yes), dzQ@izj yJ g6 jf cOo dzw ¢ Isfyw B j CIs' iffestdd. C 5 fts
]l wjLbkd sOIsj dzj yjdedw Bl jCIsk ftedmMoaOdoe OjlIsfy

o cureditsBi jCIs B"dz My jhdes o dzj ygd dz;
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e curefailedi sBi jCIs o' fzj fd Bzs g . AO2dz M IsOC
BzHils ®©BtOBOIST 9 Ols! MOH Ofdslzr fiztc Gradzfr dzOLA tc O
Bl jCIsse .

6.3. Oas38Y2%+ oRe arhadasRs

] LOadMmMdBsMmisd ©Is MmisOlskz MO ddgisdzwjl ISy Cls | dzj ddgtizd
Hi2Msadw. 1t Edtdyodzds or ff tsdzdzv | Iflpwy J Islagfdf € ts
Bl jSIstse M BftejHJjdzj dzder &3 MisOlsizmts @s z MGiHO S
infected, suspicious, warning, error, protected d corrupted dzts ) dzts O Mistc
dis' eorfdzdzidediy t©WWHO Hj2Msoad2, kOSCdr §OC:

e fitejdsjnjdzedj o dzj S sisfsjet P dEPlsOrsFS-stso
) ez EM @ O dzj S shste’ 2 ¢ Pis 6 pkfd) Gdzs L sy
mdo df Rdets ) ;

e FHOdZjdzdj B JORBRESOts?2 MdMmisj o3 ;

o o' ffsdzdzj ded j dzj € lsistcEs O £ tSlsfO@HY 02 dzse f syt
MilsOdzH Otcls dz' Onix$ sTHROUMYT tetso d Is. H .

vdzjHEjls Shdjkdl: , ybkbt ¢ dkoutgbsh ssso fijicists il t
(W02d) dStsagb jjTdgjte (Memlsswh gl dL dzj MSsde Cc
Otcrdoe) . ri2fmlseadw, orftsdadvjd j d&OH 1OCJdHd
o CodWdekzeOydaddsd W O02dj sdd ©OLdjMmjd §

ftosmistsgts #B ifmj € Iy @gcanner.object], H dzw Csdzb j 2 dzj to
[scanner.container].

1 dzd &3O dzd j !

ri2flseady f MOBSEOMY OCEe ™ 0 0% h d &g v CAs
wid MO Otide, It Sd ©OMMHEOtds O lsfw
Gzsted DEDHo Otdasj?2dzjte. st lwodjvls i@ dadtd
OCdr MiEyoOwr: BftjHjdvs s §OLOd] s ted
BSG6 s

9
Is
dz W02 dzo!

Oy Hj2fMbodj dOH Isjd3 ddzd dder 5 tsBi j CIst

o F

B
&
e 1 OHOIs! dr 9 ¢ tsda¥ d ¢ Iz k@vdnfstedatizigidf) dzdf O 2dd2j
ftojHY B&OE O] Isw  d i jtdf la otpwO Isf 5 SIS upy @ dzd ©

[scanner.object] d [scanner.container]).

e UCOLOL! Hj2Mlsad™w o Od IsjtedzOlsd o dztdps € ts dzl
fsd LsoOk! jcets ftod LOfEMC] € sdf sdaj dzlsO.

@ —
o -
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1 ted d3j yOdzd §

{ Mdzd o Ctdi3OdzH dzs? Mbstes¢j Ttd L OfE
COoCtkdpBsd¥ deztcOydsdzdz 2 W O2 dz, Is 5 5 4
9 Odzgd W B j telzls mkaviidis.conf. © Rdif@ s dz L 59 O dzdRJ-
O ftod L Of iy dof jnfdardz o O Isfw !

e 10HO! d% &0 kjCkhd2 fjOodn Ol f st
fstesC d §tod L Of zKa®lins-KsaEine.dzj dzls O

sddzlsOS Mdfm HJ2Mlse d?2 ¢co¢ H dzw ftoetsmilsr = B §
Chodals j 2 dzj etso H (sz&@hfdsebjetlijsCapuedcontainer]).

6.4. Z3aYa3dR ©vo3adeas3290 ¢
B30f &aYRo9O0I

[HdB2 dL MOd & OMftshscOd dzdz' & L OOy, 16
kMmO s Iy, et dv jlsmw Oddsdo qekzMdzO" §tetse j o€
Hdtj Sstedd.

leddijte: of fdzdedls! feso jteSk Mse &zOmds fMdjHE

1. 10fkfmisdls: fteseo jteSk HJtejSkstedd /t mp M
ofMjrn tBdOtkzY jdd = L OOy jdeder » tsBI jSIstso
C slststerZj@bztzii b H Odzd Is .

2. 1 LIss2 Y Jd Hdted SIsstedd MtsL HOIs! W02 d
corrupted. |l st d warning. | st, 9 KK-tslsster
Nddedzr = 9 tjLizdz sOky ftseojteCd L OOy | da
fsotejyHjdzif Essseitsise jIsMmise j dadzts.

3. t4LEZIEDOIsT OB BiIsT Cod3f sdzj dzls© (HOIEZ L Of

oafmJnm ¥ 02 &zoO~R Ctetsdig dzj L Ot Oy j dedg'yg)s o
kav4lms-kavscanner-ls j ¢ 2 Ow-p iH DIsIO0 g, Colstster 2 Msa &
¥4 Htj Shtstedd:
[ dzw o' § sdzdzj dzd¥ L OHOYd o Ctd@3OdzH dzs?2 MlstetsC §
# [ opt / kaspersky [ kav 4lms/ bin / kav 4lms - kavscanner -\
rlq -pi/tmp/infected .Ist -ps/tmp/suspicion .Ist -\
pc/tmp/ corrupted .Ist -pw/tmp/warning .Ist -o /tmp/ \
kav 4Ims - kavscanner - date "+%Y- %n %d- $$". log ~-i3 \
- ePASBMe-j 3 -mCn/tmp
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6.5. €3 aYa3dR €& 3R3e023Ro0

100 EME ftotse te@igded s, teOME 3 ydMmdziy d wOHOY
mMesets, tMmkh iMmlsodv jlsmy doonf sfiEsh ' ¥ ftctsc tc O BB’
1 tod dgd te: COYHMN2 HJd ® 0 yomse 00 dHdzzls L «
Mlsea dJ odkzmMse HJtj SIsstedd / home; dmf sdz L s
L OH Odzdz" J 9o ¢ sdai d ¢ dzie@/af/datismezcontf.O 2

[ dzv toj OdzdL Oydd § sMmisOo dzj dzdzts?2 L OH Olsedd wo:r ff ts dzdz

1. L HOQRiEY d 6 ztcOyd s detzkad/scahi@inezonf, CGHO} k¢
ydlsy eoefmj dittBratHddi' J O0tOdRilster oo jtc

2. [stejHOSIdtelz2Isj W 0O2 dz L OH OB h d2 crintcOo d dz(
(crontab-e), 99 jHY MmMdzjHEZENEE MbsicsSC z:

00*** lopt/kaspersky/kav4lms /bin/  kav4lms -\
kavscanner - c /etc/kav/scanhome.conf /home

6.6. AKe3RYJR J Yaeasdaosaoe
Res02902363Raea3]

sdz L so Odzed j di3 s @izHoO to Isdgis nj Ishite jdaGrfiistigtc ts d Is
OH &3] dzq M ls WDlctzts @ dzsgf B W O dzseo ' 7 MdMlsy
jdzdz’ 7, GHBLEdjd d' " d §otejyHjdd A

ZOMmstetsd Is o jHtsd3dzj ded § OH d3d dzd Miste O
MdMmisj BBOR L OOy Jjdede" = WO2dztse  Oter (¢
sji60O, or § sdzdevfjlssPd of Mis@is® disls e@®-d3q € &
ydoddzstsets WO2dzO. kav4dl ms. conf

N ==+ '_ﬁ.g:
FTOs 0O%

SrRa §ga
2fq oo
S VAR Sy
11 o

1 dzd 3O dzd j !
ltedojHidze fteddsjtce HdzW Bflnex®@ydtsdadzts?2 Mmd ml

[ dzv t6j OdzdL Oydd  tsflsOo dzj dzdes?2 L OH Olgpdd Yo" § 5 dzdz
1 OHO2Isj] MdzjHbkehd] ftOoddzO BEOEASISSd |
Isj 2 dzj teso Gdz O diNsdizdziskdylihgrandz i
[scanner.object]

OnInfected=exec echo %FULLPATH%/%FILENAME% is \
infected by %VIRUSNAME% |

mail -s kav4dlms - kavscanner admin@localhost
[scanner.container]
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Onlinfected=exec echo archive %FULLPATH%/%FILENAME% \
is infected, vir uses list is in the attached file \
%LIST% | mail -s kav4lms - kavscanner -a %LIST% \
admin@localhost

]l dzd 3O dzd J !

l1jtejHn LOfEMSSHE fteddkj O §sd Lo Olsj dz
mail Oy Sdsy j 20 § s izl @ dzizOslOdssBE df H O dgdz
tOydsdazs? MmdMmlsg d3j .



mailto:admin@localhost.com

6] OO0 AB.pAO] 6 pL 6 6Oy
OpT| OL ¢st O

jslsi jogdzj 3" 5 W OSCksttsd §sddsyj ddegs?2 Odsdsd

5 | BOL Odidsde dikzMO, kafdmskeepupddigs | © s
Esy j ded W . Rl BYded C &g deie s p azj 2zd @ dzls e d ts ki,
Mesets o fuByjmmj §dMSO d dj uj dede- L Ot O
" msBdzso dzj dzd? ¢J OB BwOLBEddEsdQnCjGEnC s¢ e

http://downloadsl.kaspersky-labs.com/
http://downloads2.kaspersky-labs.com/
ftp://downloadsl.kaspersky-labs.com/ dH tslz ¢ d |

df dmMs¢ OHEjMtse, M C(tltter 7 By dts (tsfHtetse Ols
dzj /var/opt/kaspersky/kav4lms/bases/updcfg.xml, 9 ¢ dzs yj dzdetsdz o Hd Ml
ftod dztsy J ded W . v fesm@slsted MfdMEO Myg-tco jtots
BOdzH dzts2 MistesC § :

#/ opt / kaspersky [ kav 4lms/ bin / kav 4Ims - keepup 2date -s

] ftesyj mMmj s B dzts 9 dzjkdedimis-ke€pspidats digjsdidOh O j
HOdzdzts sz M d MC Iz, o' BdteOjls OHtejf d -
Odzsdeo qteEmM@.sd3tsh + & f Otc RegjolsSstngs o md ¢
[updater.options] ¢ tNd 6 e Oy d sdedzisegts W O2 &ZzO § ted dztsy j dzd
sjiSkhjj f sdzsy § ded § CoBf! ¥ Isjtc® (o o dHj
Meslse jIsmise dd 8O 36Oz Otblsts igtsd3 ) dzlkay@ps- € s B s
keepup2date &zOyd dzOjIs o' Btste fMjtco jtetse B datso dzj dzd 2
9 My dHoOT, ftod dzOH dzj »y OF d A 9T BtcOdzdes Bz 6 j 6 d s
SBdesodzj dzdjy M o' BtoOdzdzsets OHiej MO dzj 9 5L d35y da
Mz e h jd&sE OHtiMmMk d odesex r fr sOjlsmw B detse

1 ted d3j yOdzd J
[Bdeso dzj dzgd™¥ Hd&zvW BOL OdssdodtekzmMO kB d
¢/ Optdaffs s OMf jtemMisetse COYHT 2 YOf

1 sfpdzj kM jh desets Bdeso dzj dedw o' f sczdg? j syw € &
L dzOyd dzd W f OwPedtjptlateOMd  fj ¢ y d fupdater.options]

Cdt deztcOyYd sdedzsk s i B8 dzQO dzd ® 1Is0 ¢ s d30 dzH (
OQolstsdB3OIsdyj Mk fitejiL Oc@lzL ¢ =3t ¢ Bdasd o diak
HOdzdztse s ff Ote OB Istc® sy jIs ftede jmisd €& btsdiiz,
dmtf sdz L sodldy'dedts gidzts OL ', dzdBts BEZHjls tcOBtslsOIs!
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1 tod d3j wOdzd

Imi fO0ttOd) Iste’ kdvansfkespzp2dae@c ez §f Jtctso Odz
[updater*] S sdfWc e OyYyd sdzdzs e s W ©O2 dzO

[ Mdzd MstclzSskztc® o90h j2 dsCOod ds?2 MmjllgdsmwsilsC
COYHT2 yom mMEOydo Ols! tsBdaso dzj dedv BJad 2Qdzlsd o
cOL BB "N Ols: drn o djShktstesds Mijlkjotsd CiBsOMSE ]
Mild dzOMmMstesddzdj Ces@L] tedslo Ol ssets COOEZEEO. 1 t
Mijstsets § OO@8dzO fplgis. 1 .

[Bdzsodzjdedj RBsyjls B ls! ttecOddL 5o Odats df-ts  tc O
&rcron( MdB.7.140 yB)tc.ddzd 3 j of fsdzdw k! v d- Istej
MstcOlstste®, LOfEMECOWM otozydzzs7.2de® BBHERZO dzH dzts 2

71. OYeasReoyaszxdaa oafooaYd

Il sy jlkj LOHOI! Ooaltsd®kOlsdyj M B daso dzj dad
ogmjdedw dLABjdzj dzd?2 o CtdWdekztcOyddedz 2 W O2 dz
ltcdd3jtc: L OHOI! OoabksdiOIsdyj MSts] B detso dzj dad §
I MmdMmisj dddets 3 3 Zte dzOdzj WCdtE fysfrtedfseOds ! ff tdsds dge OB S is §
ded W . limlsd tBhd2 NEttdOdz ft ofmMjd LDOEREME OB
ddeWV sted3Oyddsidap’ o " o
[ dzv t6j OdzdL Oydd ( tsflsOo dzj dzdes?2 L OH Olspdd Yo:" § 5 dzdz
1. 1] OeddzteOydtsdzdetsds W O2dziy fHeddzisy jdedw L OHO
L dz@drd WdzwH f OtcOd3j Istetso, dzOf tod d3j to:
[updater.options]
KeepSilent=yes
[updater.report]
Append=yes
ReportLevel=1
2. {[btej HOSIsdtelz2Isj W 0O2 dz, LOHOE hd2 closOo d dzO
(crontab-e), 99 jHW MdzjHlkzsh ks MtesCEk:

0 0 - 23/1 * * * Jopt/kaspersky/kav4lms/bin/ kav4lms -
keepup2da te -e
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1 tod o3 to: dzO fif bstdaz dylgwirddgts 0 dzj dzd 2 B OL Odzlsd-o dtelz
dissydzd S s tBdetso dzj dzgd2 ¢ OBsteOltstcdd s-Ofmf jts
dzj dzd 2 Oolbts®ObduiMcd sftjnjdadls' d. RJINEO,
ff tsdzj dgiv@ms-keepup2date.

[dz2v ) OdzdL Oydd 24 sHb Oadej dztiz ts dzdzd Is j lsofipj: v k2 b ¢

ltcdMmoats2lisy ff Gsel@pdyjeSdeverUrl i) j € yfdipdater.options]
L dz@drd [o.

ltod di3j t6: dzOflstetsdls: ftsdzyjdedj tsBdatse dzj@zd2 BC
LOdzdzse s OH B dzd MisteOlsstetsd3. [ Mdzd ftetso jjH-j dad
MO dpjdgts) daptc o Glist  tetsyj M B detso dzj dzad v .

v toj OdzdL Oydd f shmisOo dzj dzdzts? L OH Olsigdd %:r f ts dzdz

ltcdMmoatsdlsj f Otc O &3 Js=td@dgeServerUrl d
UseUpdateServerUrlOnly ¢ j & ydpdlater.options] L dzOy j Yee. | t5-tc

Bd bcets, YpoaeBSepdedd Hisdzy jdz B ORI M Mjtce
tsB dzts 9 dzj dzd 2 .

ltodd3j te: deOMlstetsdls: fsdzzyj dedj GBdetse dzj@zd?2 B G
LOdzgdzse s OH B dzd MisteOlsstetsd3. [ Mdzd G tetso jjH-j dad
MO dzj osL sy dets, B dEso dIs! BOL T fy OfF @&, ¢
9 ¢dzsdo diekgigE® MY dMC O B detso dzj dad 2 .

[ dzv toj OdzdL Oydd  tsfisOo dzj dzdes?2 L OH Olspdd Yo:" § s dzdz
dmetsdlsd f OseWpdajelSacverUrl ) j € yldipgdater.options]

Oyj ¥e$,i O f OtcOsBpdatdServerUrlOnly L dzOy j bad J
sddg s B Otc O dgjUsdateServerUrl H tsdzy jindsH j to) @dsts j )

tco s @ts o dzj dzd 2

72. AKf o2Ydaoaosoa e€o 683af aYR

I dzs B2 BsdBjdls otejdsjded o' Bsyjly LOfEMisdl
LMD dzH dets 2 MistesSd f) §sdsh! v CsdOdH '

# lopt/kaspersky/kav4lms/bin/ kav4lms - keepup2date

1 ted d3j to: LOf zMmisdIs! tsBdlasd ddf gag,J MO tcCRidgse tcj |
OB tsSlst 2dzj W/Ot mp/ updatesreport. |l og.

[dzv tej OdzdL Oydd o sfmisOo dzj dzdzs A5 | OCo D d | $ 5BO

# lopt/kaspersky/kav4lms/bin/ kavdlms - keepup2date -1 \
/tmp/updatesreport.log

[fdzd 9O dzjtsBAtsHd®BS B s dap M B8 &L € d T dzd 1§ B
6 On EHsBdzjj o gjMists BizscetCtcOldsets f sdkzyj d
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BOL'T f MmMitcojtetse tedtsodzjded? tHddz tOL, L Of
CA@Fse, O LOIjd sBdssdvls!: BOL' dL 1ltsets €O

ltcddij to: e OdzdL tso Ols' 5B dEs» dfjLdzdfy| @5 Gds@EICd o
ftp://10.10.10.1/ home/ bas e s, O JiMmdd (ks COOd&se |
ftcso sH(Is! sBpdetsodzj dzedj BOL ¢ MmMjtce jtosyg- ¢ OB
LEzdz sOIsr tOBSlsr or 9 j Miseportaxt. W ©O2 dz slsyjlsO r

[d2v ) OdzdL Oydd  sflsOo dzj dzdzh ¢ O Plseefcj'e: MY ts dzdz

1.] CodW¥debtOydsddsd %02d] f§tddsyjddy L
L dzQdad ¥ H dz" § OO sEso :

[updater.options]
UpdateServerUrl=  ftp://10.10.10.1/ home/bases
UseUpdateServerUrl=yes
UseUpdateServerUrlOnly=no
2.1 Ctdi30OdzH dzs?2 MmlstesCj o9 jHdIS]:

# lopt/kaspers ky/kav4lms/bin/ kav4lms - keepup2date -1 \
Itmp/report.txt

73. AKfr oaYdaoaosoa o9b 3a0a6a¥Yes
eo030dea3922

[ &z Istsets yYlstsB' tBdsodzj dzgdv BOL Odesdo dqtekzfmo

Cocj Clsdzts, 90d3 dzj sBatsHdBsS MBLHOK! 9o 1Istsdg ¢
Odz0Odzts 6 d ydelz¥ fMdsjotkt€dszteg dzthyg dzj dzd 2 ¢ [DE e BB tStcd
t OmMiMdislsted s toj OdzdL Oyde 1 Iss2 L OHOYd Y BHtetsB dz

lted d3j to: fifgLij@®ls?2 C Ok Odtse, lsSEZHO BOH:- Odzls
tctso Ols! M OO dalzj SCBdBY! ¥ Isjter Mmjlsd.

[ dzv t6j OdzdL Oydd  tsflsOo dzj dzdes?2 L OH Olgef W o ' §f 5 dzdz
1. usL HORBHGOM d2f 2 COlsOdzsE .
2. 1 Of 2m& tf gy ts dmy4ais-keepup2datendzj Hiz h dd3 SBELOL 543
#d/opt/kaspersky/kav4lms/bin / kav4lms - keepup2date -u
<air>
GHjdik> - ftsdzdzr 2 ks ¢ MBLHOREZE®REZ ¢ OlOd
3. 1tejHBMISOO 1 Isj Hdzv dzs$ Ol loig onts ¢ sHlg fy is dstfj tedz
ded § dzsHisr C Ol OdzisG Iz .
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ltod Bjte: dzOMistetsdls! tedaso dzjdzdj BPjteOAsdo dtolz

[ d&zv tej OdzdL Oydd  tsflsOo dzj dzdzs?2 L OH Olspdd Yo:r § s dzdz

1. ] mJ € y[dafater.options] S sdzaW de ztcOyd sdzdztse s W O2 dzO
f Otc O 3 UseRriaxy L dzO y JVes] j

2. vBjJHUgl,] Ykt PotyAdipeiste MmJj Jupdater.options]
CodW e ztcOyd sdzdes e s HOR O] s @G edPls @ H toj
Hisdzy J dz BN Is! L OH Odz 9
http://lusername:password@ip_address:port. 1 ted 1 Ik te@yj dzd v
ip_address d port W o dzv ¥ Isfqw 5B W L Olsypetnianz dfd , 0]
password L OH O Isfqw stsdz € s 9 Mz yoj , d
OklsjdzZlsd¥W d ¢ Oydmj dadj tf je.s¢ Md

d dzq

1. | fd C[upflafer.options] S sd2f e ztcOyYydsdzdetsects W 02 dzO
f Otc O 3 UieRriaxy L dzO0y jYa=] j

2. 1000215 f 4 tej 3 dedzlz ® http_fsrbxg z % j dedfis e B30 Is §

http://lusername:password@ip_address:port. [ Bt Olsd Is j 9 dzd d30 dz
Yyt ffjtoj d3j dedzgOW BEZHjIs EZydls' 9 Ols! ifw Istsd
f Otc Od3UeBroxy fMmj ¢ \ fufddater.options] tslsfizlsmisea kzj Is d
ddzd d s L da@yyj dzd §






