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ȯȷȬȮȬ 1. ȮȮȱȰȱȹȴȱ 

ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ
È
 5.6 ʜʣʷ Linux Mail Server (ʜʘʣʝʝ ʥʘʟʳʚʘʝʤʳʡ 

ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʠʣʠ ʧʨʠʣʦʞʝʥʠʝ) ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘ-
ʱʠʪʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ ʠ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʩʝʨʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ 
ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Linux ʠʣʠ FreeBSD ʠ ʠʩʧʦʣʴʟʫʶʱʠʭ 
ʧʦʯʪʦʚʳʝ ʩʠʩʪʝʤʳ Sendmail, Postfix, qmail ʠʣʠ Exim. 

ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ: 

 ʇʨʦʚʝʨʷʪʴ ʬʘʡʣʦʚʳʝ ʩʠʩʪʝʤʳ ʩʝʨʚʝʨʘ, ʚʭʦʜʷʱʠʝ ʠ ʠʩʭʦʜʷʱʠʝ 
ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ. 

 ʆʙʥʘʨʫʞʠʚʘʪʴ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ, ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦ-
ʣʝʤ ʠ ʥʝʜʦʩʪʫʧʥʳʝ ʜʣʷ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʳ. 

 ʆʙʝʟʚʨʝʞʠʚʘʪʴ ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ ʬʘʡʣʘʭ ʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʷʭ 
ʫʛʨʦʟʳ. ʃʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ. 

 ʉʦʭʨʘʥʷʪʴ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʡ ʧʝʨʝʜ ʠʭ ʘʥʪʠʚʠʨʫʩʥʦʡ ʦʙ-
ʨʘʙʦʪʢʦʡ ʠ ʬʠʣʴʪʨʘʮʠʝʡ; ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʠʟ ʨʝʟʝʨʚ-
ʥʳʭ ʢʦʧʠʡ. 

 ʆʙʨʘʙʘʪʳʚʘʪʴ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʩʦʛʣʘʩʥʦ ʧʨʘʚʠʣʘʤ, ʟʘʜʘʥʥʳʤ 
ʜʣʷ ʛʨʫʧʧ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘʪʝʣʝʡ. 

 ɺʳʧʦʣʥʷʪʴ ʬʠʣʴʪʨʘʮʠʶ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʧʦ ʠʤʝʥʠ, ʪʠʧʫ ʠ 
ʨʘʟʤʝʨʫ ʚʣʦʞʝʥʠʡ. 

 ʋʚʝʜʦʤʣʷʪʴ ʦʪʧʨʘʚʠʪʝʣʷ, ʧʦʣʫʯʘʪʝʣʝʡ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦʙ ʦʙʥʘ-
ʨʫʞʝʥʠʠ ʩʦʦʙʱʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʟʘʨʘʞʝʥʥʳʝ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ, 
ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ ʠ ʥʝʜʦʩʪʫʧʥʳʝ ʜʣʷ ʧʨʦʚʝʨʢʠ ʦʙʲʝʢʪʳ. 

 ʌʦʨʤʠʨʦʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʠ ʦʪʯʝʪʳ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʨʘʙʦʪʳ. 

 ʆʙʥʦʚʣʷʪʴ ʙʘʟʳ ʘʥʪʠʚʠʨʫʩʘ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦè ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

ɹʘʟʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʧʨʦʮʝʩʩʝ ʧʦʠʩʢʘ ʠ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡ-
ʣʦʚ. ʅʘ ʦʩʥʦʚʝ ʟʘʧʠʩʝʡ, ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʥʠʭ, ʢʘʞʜʳʡ ʬʘʡʣ ʚʦ 
ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʫʛʨʦʟ: ʢʦʜ ʬʘʡʣʘ 
ʩʨʘʚʥʠʚʘʝʪʩʷ ʩ ʢʦʜʦʤ, ʭʘʨʘʢʪʝʨʥʳʤ ʜʣʷ ʪʦʡ ʠʣʠ ʠʥʦʡ ʫʛʨʦʟʳ. 

 ʅʘʩʪʨʘʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʠ ʫʧʨʘʚʣʷʪʴ ʨʘʙʦʪʦʡ ʧʨʠʣʦʞʝʥʠʷ ʢʘʢ ʣʦ-
ʢʘʣʴʥʦ (ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦ-
ʱʴʶ ʧʘʨʘʤʝʪʨʦʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʩʠʛʥʘʣʦʚ ʠ ʤʦʜʠʬʠʢʘʮʠʝʡ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ), ʪʘʢ ʠ ʫʜʘʣʝʥʥʦ ʯʝʨʝʟ ʚʝʙ-
ʠʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ Webmin. 



 ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ 5.6 ʜʣʷ Linux Mail Server 8 

 ʇʦʣʫʯʘʪʴ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ 
ʧʨʠʣʦʞʝʥʠʷ ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʥʘ 
ʦʪʧʨʘʚʢʫ SNMP-ʣʦʚʫʰʝʢ ʧʨʠ ʥʘʩʪʫʧʣʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʙʳʪʠʡ. 

1.1.  Ƀɞɚ əɚɎɚɏɚ 

ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ 5.6 ʜʣʷ Linux Mail Server ʦʙʲʝʜʠʥʷʝʪ ʬʫʥʢʮʠʦ-
ʥʘʣʴʥʦʩʪʴ ʜʚʫʭ ʧʨʠʣʦʞʝʥʠʡ: ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ 5.5 ʜʣʷ Linux ʠ 
FreeBSD Mail Server ʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ 5.6 ʜʣʷ Sendmail ʩ Milter API, 
ʘ ʪʘʢʞʝ ʦʙʣʘʜʘʝʪ ʩʣʝʜʫʶʱʠʤʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ: 

 ɼʣʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤ r Exim ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʢʘʢ pre-queue, ʪʘʢ ʠ 
post-queue ʠʥʪʝʛʨʘʮʠʷ. ʇʨʠ pre-queue ʠʥʪʝʛʨʘʮʠʠ ʩʦʦʙʱʝʥʠʷ ʧʝʨʝ-
ʜʘʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ ʧʝʨʝʜ ʨʘʟʤʝʱʝʥʠʝʤ ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʳ, ʧʨʠ post-queue ʠʥʪʝʛʨʘʮʠʠ ï ʧʦʩʣʝ ʨʘʟʤʝʱʝʥʠʷ ʚ ʦʯʝʨʝʜʠ ʧʦʯ-
ʪʦʚʦʡ ʩʠʩʪʝʤʳ. ʈʝʘʣʠʟʦʚʘʥ ʧʨʦʮʝʩʩ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʠʥʪʝʛʨʘʮʠʠ ʩ 
ʧʦʤʦʱʴʶ ʩʢʨʠʧʪʘ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ. ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʧʨʦ-
ʮʝʩʩʘ ʠʥʪʝʛʨʘʮʠʠ ʩʦʜʝʨʞʠʪ ɻʣʘʚʘ 4 ʥʘ ʩʪʨ. 30. 

 ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ ï ʜʦʩ-
ʪʫʧʥʳ ʜʚʘ ʩʧʦʩʦʙʘ ʧʨʦʚʝʨʢʠ: ʩʦʦʙʱʝʥʠʝ ʤʦʞʝʪ ʧʨʦʚʝʨʷʪʴʩʷ ʢʘʢ ʝʜʠ-
ʥʳʡ ʦʙʲʝʢʪ ʠ ʢʦʤʙʠʥʠʨʦʚʘʥʥʦ ï ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ, ʟʘʪʝʤ çʧʦ ʯʘʩ-
ʪʷʤè. ʉʧʦʩʦʙʳ ʦʪʣʠʯʘʶʪʩʷ ʫʨʦʚʥʝʤ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʟʘʱʠʪʳ. ʇʦʜ-
ʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 5.2 ʥʘ ʩʪʨ. 47. 

 ʀʟʤʝʥʠʣʩʷ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ï ʧʦʷʚʠʣʘʩʴ ʚʦʟʤʦʞʥʦʩʪʴ 
ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʛʨʫʧʧ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘʪʝʣʝʡ. ʇʦʜ-
ʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʩʪʨʦʡʢʝ ʛʨʫʧʧ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 5.1 ʥʘ ʩʪʨ. 45. 

 ʈʘʩʰʠʨʝʥ ʩʧʠʩʦʢ ʜʝʡʩʪʚʠʡ, ʚʳʧʦʣʥʷʝʤʳʭ ʥʘʜ ʩʦʦʙʱʝʥʠʷʤʠ ï ʜʦ-
ʙʘʚʣʝʥʦ ʜʝʡʩʪʚʠʝ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʦʙʥʘʨʫʞʝʥʥʦʡ ʚ ʦʙʲʝʢʪʝ ʫʛʨʦʟʳ. 
ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʜʝʡʩʪʚʠʷʭ ʧʨʠʣʦʞʝʥʠʷ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 5.4 
ʥʘ ʩʪʨ. 51. 

 ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦ ʬʠʣʴʪʨʘʮʠʠ ʩʦʦʙʱʝʥʠʡ ï ʜʦʙʘʚʣʝʥ ʢʨʠ-
ʪʝʨʠʡ ʬʠʣʴʪʨʘʮʠʠ ʧʦ ʨʘʟʤʝʨʫ ʚʣʦʞʝʥʠʷ. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ 
ʥʘʩʪʨʦʡʢʝ ʬʠʣʴʪʨʘʮʠʠ ʩʦʦʙʱʝʥʠʡ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 5.3.2 ʥʘ ʩʪʨ. 50. 

 ʈʘʩʰʠʨʝʥʘ ʙʠʙʣʠʦʪʝʢʘ ʰʘʙʣʦʥʦʚ ʫʚʝʜʦʤʣʝʥʠʡ ï ʜʦʙʘʚʣʝʥʳ ʰʘʙʣʦ-
ʥʳ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʐʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ ʚʳʥʝʩʝʥʳ 
ʚ ʦʪʜʝʣʴʥʫʶ ʜʠʨʝʢʪʦʨʠʶ. 

 ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʤʝʱʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ 
ʥʘ ʢʘʨʘʥʪʠʥ. 

 ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ ï ʜʣʷ 
ʢʘʞʜʦʡ ʢʦʧʠʠ ʪʝʧʝʨʴ ʚʦʟʤʦʞʥʦ ʩʦʟʜʘʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 
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ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʩʪʨʦʡʢʝ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʩʦʦʙ-
ʱʝʥʠʡ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 5.6 ʥʘ ʩʪʨ. 56. 

 ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʥʘʩʪʨʦʡʢʠ ʜʝʪʘʣʠʟʘʮʠʠ ʦʪʯʝʪʦʚ ʧʨʠʣʦʞʝ-
ʥʠʷ. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʩʪʨʦʡʢʝ ʦʪʯʝʪʦʚ ʧʨʠʣʦʞʝʥʠʷ ʩʦ-
ʜʝʨʞʠʪʩʷ ʚ ʧ. 9.1 ʥʘ ʩʪʨ. 88. 

 ɼʦʙʘʚʠʣʩʷ ʥʦʚʳʡ ʪʠʧ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ï ʜʝʪʘʣʠʟʠʨʦʚʘʥ-
ʥʘʷ ʩʪʘʪʠʩʪʠʢʘ ʧʦ ʢʘʞʜʦʤʫ ʩʦʦʙʱʝʥʠʶ. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ 
ʥʘʩʪʨʦʡʢʝ ʩʪʘʪʠʩʪʠʢʠ ʦ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 9.2 ʥʘ 
ʩʪʨ. 91. 

 ʇʦʷʚʠʣʘʩʴ ʚʦʟʤʦʞʥʦʩʪʴ ʦʧʨʦʩʘ ʩʪʘʪʫʩʘ, ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʜʨʫʛʠʭ ʘʩ-
ʧʝʢʪʦʚ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʩ ʧʦʤʦʱʴʶ SNMP-ʟʘʧʨʦʩʦʚ ʠ SNMP-
ʣʦʚʫʰʝʢ. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 10.1 ʥʘ ʩʪʨ. 95. 

 ɺ ʧʦʩʪʘʚʢʫ ʧʨʠʣʦʞʝʥʠʷ ʜʦʙʘʚʣʝʥ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠ-
ʣʦʞʝʥʠʝʤ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʵʪʦʤ ʠʥ-
ʩʪʨʫʤʝʥʪʝ ʩʦʜʝʨʞʠʪʩʷ ʚ ʧ. 10.3 ʥʘ ʩʪʨ. 102. 

1.2.  ȬɛɛɌɜɌɞəɧɑ ɔ ɛɜɚɏɜɌɘɘəɧɑ 

ɞɜɑɍɚɎɌəɔɫ ɖ ɝɔɝɞɑɘɑ 

ʉʠʩʪʝʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩʣʝʜʫʶʱʠʝ: 

 ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ, ʧʦʜʜʝʨʞʠʚʘʶʱʝʛʦ 
ʦʢʦʣʦ 200 ʄɹ ʪʨʘʬʠʢʘ ʚ ʜʝʥʴ: 

 ʧʨʦʮʝʩʩʦʨ Intel Pentium IV, 3 ɻɻʮ ʠʣʠ ʚʳʰʝ; 

 1 ɻɹ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ; 

 200 ʄɹ ʩʚʦʙʦʜʥʦʛʦ ʤʝʩʪʘ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ (ʚ ʵʪʦ ʢʦʣʠʯʝʩʪʚʦ 
ʥʝ ʚʭʦʜʠʪ ʧʨʦʩʪʨʘʥʩʪʚʦ, ʥʝʦʙʭʦʜʠʤʦʝ ʜʣʷ ʭʨʘʥʝʥʠʷ ʨʝʟʝʨʚʥʳʭ 
ʢʦʧʠʡ ʩʦʦʙʱʝʥʠʡ). 

 ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ: 

 ʆʜʥʘ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʥʠʞʝ 32-ʙʠʪʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

o Red Hat Enterprise Linux Server 5; 

o Fedora 8; 

o SUSE Linux Enterprise Server 10; 

o openSUSE Linux 10.3; 

o Debian GNU/Linux 4 (r1); 
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o Mandriva 2007; 

o Ubuntu 7.10 Server Edition; 

o FreeBSD 5.5, 6.2. 

 ʆʜʥʘ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʥʠʞʝ 64-ʙʠʪʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ: 

o Red Hat Enterprise Linux Server 5; 

o Fedora 8; 

o SUSE Linux Enterprise Server 10; 

o openSUSE Linux 10.3. 

 ʆʜʥʘ ʠʟ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʧʦʯʪʦʚʳʭ ʩʠʩʪʝʤ: Sendmail 8.12.x ʠʣʠ 
ʚʳʰʝ, qmail 1.03, Postfix 2.x, Exim 4.ʭ. 

 ʇʨʦʛʨʘʤʤʘ Webmin (www.webmin.com), ʝʩʣʠ ʧʣʘʥʠʨʫʝʪʩʷ ʫʜʘ-
ʣʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩʧʝʨʩʢʦʛʦ. 

 Perl ʚʝʨʩʠʠ 5.0 ʠʣʠ ʚʳʰʝ (www.perl.org).  

1.3.  ȽɑɜɎɔɝ ɐɗɫ 

ɓɌɜɑɏɔɝɞɜɔɜɚɎɌəəɧɡ 

ɛɚɗɨɓɚɎɌɞɑɗɑɕ 

ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʨʝʜʣʘʛʘʝʪ ʩʚʦʠʤ ʣʝʛʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝ-
ʣʷʤ ʙʦʣʴʰʦʡ ʢʦʤʧʣʝʢʩ ʫʩʣʫʛ, ʧʦʟʚʦʣʷʶʱʠʭ ʫʚʝʣʠʯʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠʩ-
ʧʦʣʴʟʦʚʘʥʠʷ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ. 

ʇʨʠʦʙʨʝʪʘʷ ʢʣʶʯ, ʚʳ ʩʪʘʥʦʚʠʪʝʩʴ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʧʨʦ-
ʛʨʘʤʤʳ ʠ ʚ ʪʝʯʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʤʦʞʝʪʝ ʧʦʣʫʯʘʪʴ ʩʣʝʜʫʶɦ ʠʝ 
ʫʩʣʫʛʠ: 

 ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʥʦʚʳʭ ʚʝʨʩʠʡ ʜʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ; 

 ʢʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʚʦʧʨʦʩʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʫʩʪʘʥʦʚʢʦʡ, ʥʘʩʪʨʦʡʢʦʡ ʠ 
ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʜʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʧʨʦʜʫʢʪʘ, ʦʢʘʟʳʚʘʝʤʳʝ ʧʦ 
ʪʝʣʝʬʦʥʫ ʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ; 

 ʦʧʦʚʝʱʝʥʠʝ ʦ ʚʳʭʦʜʝ ʥʦʚʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ çʃʘʙʦʨʘʪʦ-
ʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʠ ʦ ʥʦʚʳʭ ʚʠʨʫʩʘʭ, ʧʦʷʚʣʷʶʱʠʭʩʷ ʚ ʤʠʨʝ (ʜʘʥʥʘʷ 
ʫʩʣʫʛʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʧʦʜʧʠʩʘʚʰʠʤʩʷ ʥʘ ʨʘʩ-
ʩʳʣʢʫ ʥʦʚʦʩʪʝʡ ɿɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè). 

http://www.webmin.com/
http://www.perl.org/
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ʂʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʚʦʧʨʦʩʘʤ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʧʝʨʘʮʠʦʥ-
ʥʳʭ ʩʠʩʪʝʤ, ʩʪʦʨʦʥʥʝʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʨʘʙʦʪʳ ʨʘʟ-
ʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʥʝ ʧʨʦʚʦʜʷʪʩʷ. 

 



 

ȯȷȬȮȬ 2. ȽȺȽȾȬȮ ȴ ȬȷȯȺȼȴȾȸ 

ȼȬȭȺȾɇ ȻȼȴȷȺȲȱȹȴɋ 

ɺ ʩʦʩʪʘʚ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

 ʬʠʣʴʪʨ ï ʩʝʨʚʠʩ ʩʚʷʟʠ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ, ʦʪʜʝʣʴʥʘʷ ʧʨʦʛʨʘʤʤʘ, 
ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ ʧʦʯ-
ʪʦʚʦʡ ʩʠʩʪʝʤʦʡ; ʚ ʩʦʩʪʘʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʧʨʠʣʦʞʝʥʠʷ ʚʢʣʶʯʝʥʳ ʤʦ-
ʜʫʣʠ ʜʣʷ ʢʘʞʜʦʡ ʠʟ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʧʦʯʪʦʚʳʭ ʩʠʩʪʝʤ: 

 kav4lms-milter ï Milter-ʩʝʨʚʠʩ ʩʚʷʟʠ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ Milter 
API; 

 kav4lms-filter ï SMTP-ʩʝʨʚʠʩ ʩʚʷʟʠ ʩ ʧʦʯʪʦʚʳʤʠ ʩʠʩʪʝʤʘʤʠ 
Postfix ʠ Exim; 

 kav4lms-qmail ï ʦʙʨʘʙʦʪʯʠʢ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʠ ʜʣʷ 
ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ qmail; 

 kavmd ï ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʠʥʠʤʘʝʪ ʟʘʧʨʦʩʳ ʦʪ 
ʬʠʣʴʪʨʘ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘʱʠʪʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ; 

 kav4lms-kavscanner ï ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘʱʠʪʫ ʬʘʡʣʦ-
ʚʳʭ ʩʠʩʪʝʤ ʩʝʨʚʝʨʘ; 

 kav4lms-keepup2date ï ʦʙʝʩʧʝʯʠʚʘʝʪ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ 
ʧʫʪʝʤ ʠʭ ʩʢʘʯʠʚʘʥʠʷ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩ-
ʧʝʨʩʢʦʛʦè ʠʣʠ ʠʟ ʣʦʢʘʣʥɹʦʛʦ ʢʘʪʘʣʦʛʘ; 

 kav4lms-licensemanager ï ʢʦʤʧʦʥʝʥʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʨʘʙʦʪʳ 
ʩ ʢʣʶʯʘʤʠ: ʫʩʪʘʥʦʚʢʠ, ʫʜʘʣʝʥʠʷ, ʧʨʦʩʤʦʪʨʘ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʠʥ-
ʬʦʨʤʘʮʠʠ; 

 kav4lms.wbm ï webmin-ʤʦʜʫʣʴ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦ-
ʞʝʥʠʝʤ ʧʨʠ ʧʦʤʦʱʠ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘ (ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʦʧʮʠʦʥʘʣʴ-
ʥʦ), ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʠ ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʘʥ-
ʪʠʚʠʨʫʩʘ, ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʟʘʜʘʚʘʪʴ 
ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʘʤʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ ʩʪʘʪʫʩʘ, ʢʦʥʪʨʦʣʠʨʦ-
ʚʘʪʴ ʨʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ; 

 kav4lms-cmd ï ʫʪʠʣʠʪʘ ʫʧʨʘʚʣʝʥʠʷ ɸʥʪʠʚʠʨʫʩʦʤ ʠʟ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ. 

ʇʨʝʜʫʩʤʦʪʨʝʥ ʩʣʝʜʫʶʱʠʡ ʘʣʛʦʨʠʪʤ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ: 
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1. ʌʠʣʴʪʨ ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ ʦʪ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ. ɽʩʣʠ ʬʠʣʴʪʨ ʠ 
ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʨʘʙʦʪʘʶʪ ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʪʦ ʚʤʝʩʪʦ ʩʦ-
ʦʙʱʝʥʠʡ ʧʝʨʝʜʘʶʪʩʷ ʠʤʝʥʘ ʬʘʡʣʦʚ ʩʦʦʙʱʝʥʠʡ. 

2. ʌʠʣʴʪʨ ʦʧʨʝʜʝʣʷʝʪ, ʢʘʢʠʤ ʛʨʫʧʧʘʤ ʧʨʠʥʘʜʣʝʞʠʪ ʩʦʦʙʱʝʥʠʝ, ʚʳʙʠ-
ʨʘʝʪ ʛʨʫʧʧʫ ʩ ʥʘʠʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ (ʩʤ. ʧ.  5.1 ʥʘ ʩʪʨ 45) ʠ ʧʝ-
ʨʝʜʘʝʪ ʩʦʦʙʱʝʥʠʝ ʥʘ ʧʨʦʚʝʨʢʫ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʝ ʧʨʠʣʦʞʝʥʠʷ. 
ɽʩʣʠ ʪʘʢʦʡ ʛʨʫʧʧʳ ʥʝ ʦʙʥʘʨʫʞʝʥʦ, ʩʦʦʙʱʝʥʠʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʧʦ 
ʧʨʘʚʠʣʘʤ ʛʨʫʧʧʳ Default, ʚʭʦʜʷʱʝʡ ʚ ʩʦʩʪʘʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʧʨʠʣʦ-
ʞʝʥʠʷ. 

ʎʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʚʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪ-
ʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ, ʟʘʜʘʥʥʳʤʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ. 
ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʧʦʩʦʙʘ, ʟʘʜʘʥʥʦʛʦ ʧʦʣʠʪʠʢʦʡ, ʩʦʦʙʱʝʥʠʝ ʤʦ-
ʞʝʪ ʧʨʦʚʝʨʷʪʴʩʷ ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ ʠ ʢʦʤʙʠʥʠʨʦʚʘʥʥʦ ï ʢʘʢ ʝʜʠ-
ʥʳʡ ʦʙʲʝʢʪ, ʟʘʪʝʤ çʧʦ ʯʘʩʪʷʤè (ʩʤ. ʧ. 5.2 ʥʘ ʩʪʨ. 47). 

ʂʦʤʙʠʥʠʨʦʚʘʥʥʘʷ ʧʨʦʚʝʨʢʘ ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʪʱʘʪʝʣʴʥʦʡ ʠ ʦʙʝʩʧʝ-
ʯʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ, ʭʦʪʷ ʙʳʩʪʨʦʜʝʡʩʪʚʠʝ ʧʨʠ 
ʵʪʦʤ ʥʝʩʢʦʣʴʢʦ ʩʥʠʞʘʝʪʩʷ. 

3. ɽʩʣʠ ʟʘʜʘʥʘ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʧ. 5.3 ʥʘ 
ʩʪʨ. 48), ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʧʨʦʚʝʨʷʝʪ ʩʦʦʙʱʝʥʠʝ ʢʘʢ ʝʜʠʥʳʡ 
ʦʙʲʝʢʪ. ʉʦʛʣʘʩʥʦ ʩʪʘʪʫʩʫ, ʧʨʠʩʚʦʝʥʥʦʤʫ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ 
(ʩʤ. ʧ. 5.3.1 ʥʘ ʩʪʨ. 48), ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ: ʙʣʦʢʠʨʫʝʪ ʜʦʩʪʘʚʢʫ, 
ʦʪʢʣʦʥʷʝʪ ʠʣʠ ʧʨʦʧʫʩʢʘʝʪ ʩʦʦʙʱʝʥʠʝ, ʟʘʤʝʥʷʝʪ ʝʛʦ ʧʨʝʜʫʧʨʝʞʜʝ-
ʥʠʝʤ, ʠʟʤʝʥʷʝʪ ʟʘʛʦʣʦʚʢʠ (ʩʤ. ʧ. 5.4 ʥʘ ʩʪʨ. 51). ɽʩʣʠ ʜʣʷ ʦʧʨʝʜʝ-
ʣʝʥʥʳʭ ʫʛʨʦʟ ʟʘʜʘʥʘ ʩʧʝʮʠʘʣʴʥʘʷ ʦʙʨʘʙʦʪʢʘ (ʧʘʨʘʤʝʪʨ VirusNa-
meList), ʚ ʩʣʫʯʘʝ ʠʭ ʦʙʥʘʨʫʞʝʥʠʷ ʙʫʜʫʪ ʚʳʧʦʣʥʝʥʳ ʫʢʘʟʘʥʥʳʝ 
ʜʝʡʩʪʚʠʷ (ʧʘʨʘʤʝʪʨ VirusNameAction). ʇʦʨʷʜʦʢ ʦʙʨʘʙʦʪʢʠ ʩʦʦʙ-
ʱʝʥʠʷ ʟʘʜʘʝʪʩʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ. 

ʇʝʨʝʜ ʦʙʨʘʙʦʪʢʦʡ, ʝʩʣʠ ʦʧʨʝʜʝʣʝʥʦ ʚ ʧʘʨʘʤʝʪʨʘʭ ʛʨʫʧʧʳ, ʩʦʟʜʘ-
ʝʪʩʷ ʨʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʩʦʦʙʱʝʥʠʷ. 

4. ʇʦʩʣʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʷ, ʚʳʧʦʣʥʷʝʪʩʷ ʬʠʣʴʪʨʘ-
ʮʠʷ, ʝʩʣʠ ʦʥʘ ʟʘʜʘʥʘ ʚ ʧʘʨʘʤʝʪʨʘʭ ʛʨʫʧʧʳ. 

ʌʠʣʴʪʨʘʮʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʠʤʝʥʠ, ʪʠʧʫ ʠ ʨʘʟʤʝʨʫ ʚʣʦʞʝʥʠʷ 
(ʩʤ. ʧ. 5.3.2 ʥʘ ʩʪʨ. 50). ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʧʨʦʚʝʨʢʠ ʚʳʧʦʣʥʷʶʪʩʷ 
ʜʝʡʩʪʚʠʷ, ʟʘʜʘʥʥʳʝ ʧʘʨʘʤʝʪʨʘʤʠ ʬʠʣʴʪʨʘʮʠʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ. ʆʙʨʘʙʦʪʘʥʥʳʝ, ʘ ʪʘʢʞʝ ʫʜʦʚʣʝʪʚʦʨʷʶʱʠʝ ʧʘ-
ʨʘʤʝʪʨʘʤ ʬʠʣʴʪʨʘʮʠʠ ʦʙʲʝʢʪʳ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ çʧʦ ʯʘʩ-
ʪʷʤè, ʝʩʣʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ʛʨʫʧʧʳ ʟʘʜʘʥ ʢʦʤʙʠʥʠʨʦʚʘʥʥʳʡ ʩʧʦʩʦʙ 
ʧʨʦʚʝʨʢʠ. 

5. ʇʨʠ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʷ çʧʦ ʯʘʩʪʷʤè ʚʳʧʦʣʥʷʝʪʩʷ ʨʘʟʙʦʨ MIME-
ʩʪʨʫʢʪʫʨʳ ʠ ʦʙʨʘʙʦʪʢʘ ʩʦʩʪʘʚʥʳʭ ʯʘʩʪʝʡ ʩʦʦʙʱʝʥʠʷ. 



 ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ 5.6 ʜʣʷ Linux Mail Server 14 

ʆʙʲʝʢʪʳ ʩʦʦʙʱʝʥʠʷ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʩʦʛʣʘʩʥʦ ʩʪʘʪʫʩʫ, ʧʨʠʩʚʦʝʥ-
ʥʦʤʫ ʢʦʥʢʨʝʪʥʦʤʫ ʦʙʲʝʢʪʫ, ʥʝʩʤʦʪʨʷ ʥʘ ʩʪʘʪʫʩ, ʧʨʠʩʚʦʝʥʥʳʡ ʩʦ-
ʦʙʱʝʥʠʶ ʚ ʮʝʣʦʤ. 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʷ ʢʘʢ ʝʜʠʥʦʛʦ ʦʙʲʝʢʪʘ ʦʥʦ 
ʙʳʣʦ ʧʨʠʟʥʘʥʦ ʟʘʨʘʞʝʥʥʳʤ, ʘ ʧʨʠ ʧʨʦʚʝʨʢʝ çʧʦ ʯʘʩʪʷʤè ʫʛʨʦʟʘ ʥʝ 
ʦʙʥʘʨʫʞʝʥʘ, ʙʫʜʝʪ ʧʨʠʤʝʥʝʥʦ ʜʝʡʩʪʚʠʝ ʢʦ ʚʩʝʤʫ ʩʦʦʙʱʝʥʠʶ, ʟʘ-
ʜʘʥʥʦʝ ʜʣʷ ʟʘʨʘʞʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ (ʧʘʨʘʤʝʪʨ InfectedAction). 
ʊʘʢʞʝ, ʝʩʣʠ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ ʧʨʠʢʨʝʧʣʝʥʥʦʛʦ ʢ ʥʝʟʘʨʘʞʝʥʥʦ-
ʤʫ ʩʦʦʙʱʝʥʠʶ ʦʙʲʝʢʪʘ ʧʨʝʚʳʰʘʝʪ ʫʩʪʘʥʦʚʣʝʥʥʦʝ ʚ ʧʘʨʘʤʝʪʨʘʭ 
ʛʨʫʧʧʳ ʦʛʨʘʥʠʯʝʥʠʝ (ʧʘʨʘʤʝʪʨ MaxScanDepth), ʙʫʜʝʪ ʧʨʠʤʝʥʝʥʦ 
ʜʝʡʩʪʚʠʝ ʢʦ ʚʩʝʤʫ ʩʦʦʙʱʝʥʠʶ, ʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʩʦʦʙʱʝʥʠʡ, ʧʨʦ-
ʚʝʨʢʘ ʢʦʪʦʨʳʭ ʟʘʚʝʨʰʝʥʘ ʩ ʦʰʠʙʢʦʡ (ʧʘʨʘʤʝʪʨ ErrorAction). 

ʇʨʠ ʦʙʨʘʙʦʪʢʝ ʦʙʲʝʢʪʦʚ ʩʦʦʙʱʝʥʠʷ ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʧʝʨʝʠʤʝ-
ʥʦʚʳʚʘʝʪ, ʫʜʘʣʷʝʪ ʠʣʠ ʟʘʤʝʥʷʝʪ ʦʙʲʝʢʪ ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʤ ʩʦʦʙ-
ʱʝʥʠʝʤ, ʜʦʙʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʟʘʛʦʣʦʚʢʠ, ʣʠʙʦ ʧʨʦʧʫʩʢʘʝʪ 
ʩʦʦʙʱʝʥʠʝ (ʩʤ. ʧ. 5.4 ʥʘ ʩʪʨ. 51). ɿʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʧʦʜʚʝʨʛʘ-
ʶʪʩʷ ʣʝʯʝʥʠʶ. ʇʝʨʝʜ ʦʙʨʘʙʦʪʢʦʡ ʦʙʲʝʢʪʘ, ʝʩʣʠ ʦʧʨʝʜʝʣʝʥʦ ʚ ʧʘ-
ʨʘʤʝʪʨʘʭ ʛʨʫʧʧʳ, ʩʦʟʜʘʝʪʩʷ ʨʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʚʩʝʛʦ ʩʦʦʙʱʝʥʠʷ (ʝʩ-
ʣʠ ʦʥʘ ʥʝ ʙʳʣʘ ʩʦʟʜʘʥʘ ʨʘʥʝʝ). 

6. ʇʦʩʣʝ ʧʨʦʚʝʨʢʠ ʠ ʦʙʨʘʙʦʪʢʠ ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʧʝʨʝʜʘʝʪ ʩʦʦʙ-
ʱʝʥʠʝ ʬʠʣʴʪʨʫ. ʆʙʨʘʙʦʪʘʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʩ ʫʚʝʜʦʤʣʝʥʠʷʤʠ ʦ ʨʝ-
ʟʫʣʴʪʘʪʘʭ ʧʨʦʚʝʨʢʠ ʠ ʣʝʯʝʥʠʷ ʧʝʨʝʜʘʝʪʩʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ, ʢʦʪʦ-
ʨʘʷ ʚʳʧʦʣʥʷʝʪ ʜʦʩʪʘʚʢʫ ʧʦʯʪʦʚʦʛʦ ʧʦʪʦʢʘ ʣʦʢʘʣʴʥʳʤ ʧʦʣʴʟʦʚʘʪʝ-
ʣʷʤ ʠʣʠ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʥʘ ʜʨʫʛʠʝ ʧʦʯʪʦʚʳʝ ʩʝʨʚʝ-
ʨʘ. 

 



 

ȯȷȬȮȬ 3. ȿȽȾȬȹȺȮȶȬ ȴ 

ȿȰȬȷȱȹȴȱ ȻȼȴȷȺȲȱȹȴɋ 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ, ʧʨʝʞʜʝ ʯʝʤ ʧʨʠʩʪʫʧʘʪʴ ʢ 
ʫʩʪʘʥʦʚʢʝ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ:  

 ʋʙʝʜʠʪʴʩʷ, ʯʪʦ ʩʠʩʪʝʤʘ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʘʧʧʘʨʘʪʥʳʤ ʠ ʧʨʦʛʨʘʤʤʥʳʤ 
ʪʨʝʙʦʚʘʥʠʷʤ, ʧʝʨʝʯʠʩʣʝʥʥʳʤ ʚ ʧ. 1.2 ʥʘ ʩʪʨ. 9. 

 ʉʦʟʜʘʡʪʝ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ ʧʦʯʪʦʚʦʡ 
ʩʠʩʪʝʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʚʘʰʝʤ ʩʝʨʚʝʨʝ. 

 ʅʘʩʪʨʦʡʪʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʠʥʪʝʨʥʝʪʦʤ. 

 ɿʘʨʝʛʠʩʪʨʠʨʫʡʪʝʩʴ ʚ ʩʠʩʪʝʤʝ ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ root ʠʣʠ 
ʣʶʙʳʤ ʜʨʫʛʠʤ, ʠʤʝʶʱʠʤ ʧʨʘʚʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɺʥʠʤʘʥʠʝ! 

ʋʩʪʘʥʦʚʢʫ ʧʨʠʣʦʞʝʥʠʷ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʷʪʴ ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʧʦʪʦʢ 
ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʥʘʠʤʝʥʴh ʠʡ! 

3.1.  ȿɝɞɌəɚɎɖɌ ɛɜɔɗɚɒɑəɔɫ əɌ 

ɝɑɜɎɑɜ ɛɚɐ ɟɛɜɌɎɗɑəɔɑɘ Linux  

ɼʣʷ ʩʝʨʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux, 
ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʚ ʜʚʫʭ ʚʘʨʠʘʥʪʘʭ ʫʩʪʘʥʦʚʢʠ, ʚ 
ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʜʠʩʪʨʠʙʫʪʠʚʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux. 

ɼʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Linux Red Hat, Linux SUSE ʠ Linux Mandriva ʧʨʝʜʫʩʤʦʪ-
ʨʝʥʘ ʫʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ ʠʟ rpm-ʧʘʢʝʪʘ. 

ɼʣʷ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʠʟ rpm-ʧʘʢʝʪʘ ʚ ʢʦʤʘʥʜ-
ʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# rpm - i  <ʠʤʷ_ʧʘʢʝʪʘ> 
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ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ rpm-ʧʘʢʝʪ, ʧʦʩʣʝ ʢʦʧʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚ 
ʜʠʩʪʨʠʙʫʪʠʚʘ ʥʘ ʩʝʨʚʝʨ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʟʘʧʫʩʪʠʪʴ ʩʢʨʠʧʪ 
postinstall.pl, ʚʳʧʦʣʥʷʶʱʠʡ ʥʘʩʪʨʦʡʢʫ ʧʨʠʣʦʞʝʥʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ. ʉʢʨʠʧʪ 
postinstall.pl ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʪʘʣʦʛ 
/opt/kaspersky/kav4lms/lib/bin/setup/ (ʜʣʷ Linux) ʠ ʚ ʢʘʪʘʣʦʛ  
/usr/local/libexec/kaspersky/kav4lms/setup/ (ʜʣʷ FreeBSD). 

ɼʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Linux Debian ʠ Linux Ubuntu ʫʩʪʘʥʦʚʢʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ 
ʧʦʤʦʱʴʶ deb-ʧʘʢʝʪʘ ʧʨʠʣʦʞʝʥʠʷ. 

ɼʣʷ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʠʟ deb-ʧʘʢʝʪʘ ʚ ʢʦʤʘʥʜ-
ʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# dpkg  - i  <ʠʤʷ_ʧʘʢʝʪʘ> 

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʢʦʤʘʥʜʳ ʜʘʣʴʥʝʡʰʠʡ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʦʩʣʝ ʝʛʦ ʟʘʚʝʨʰʝʥʠʷ ʥʘ ʵʢʨʘʥ ʙʫʜʝʪ ʚʳʚʝʜʝʥʘ ʠʥʬʦʨʤʘ-
ʮʠʷ ʦ ʧʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʥʘʩʪʨʦʡʢʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʧ. 3.4 ʥʘ ʩʪʨ. 21). 

ɺʥʠʤʘʥʠʝ! 

ʉʫʱʝʩʪʚʫʶʪ ʦʩʦʙʝʥʥʦʩʪʠ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʘ 
Mandriva. 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʟʘʧʫʩʢʘ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʫʙʝʜʠ-
ʪʝʩʴ, ʯʪʦ ʜʣʷ ʭʨʘʥʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʬʘʡʣʦʚ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʠʩ-
ʧʦʣʴʟʫʝʪʩʷ ʜʠʨʝʢʪʦʨʠʷ /root/tmp/ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʧʦʜ ʢʦʪʦʨʳʤ ʨʘʙʦʪʘʝʪ 
ʧʨʠʣʦʞʝʥʠʝ (ʧʦ ʫʤʦʣʯʘʥʠʶ ï kluser), ʠʤʝʝʪ ʧʨʘʚʘ ʥʘ ʟʘʧʠʩʴ ʚ ʵʪʦʡ ʜʠʨʝʢ-
ʪʦʨʠʠ. 

ɺʦʟʤʦʞʥʦ, ʚʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʥʘ ʵʪʫ ʜʠʨʝʢʪʦʨʠʶ, ʣʠʙʦ ʧʝʨʝ-
ʦʧʨʝʜʝʣʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ TMP, TEMP ʩ ʪʝʤ, ʯʪʦʙʳ 
ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʜʨʫʛʘʷ ʜʠʨʝʢʪʦʨʠʷ (ʥʘʧʨʠʤʝʨ, /tmp/) ʩ ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ 
ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ ʧʨʘʚʘʤʠ. 

3.2.  ȿɝɞɌəɚɎɖɌ ɛɜɔɗɚɒɑəɔɫ əɌ 

ɝɑɜɎɑɜ ɛɚɐ ɟɛɜɌɎɗɑəɔɑɘ 

FreeBSD  

ɼʣʷ ʩʝʨʚʝʨʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 
FreeBSD, ʜʠʩʪʨʠʙʫʪʠʚ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʧʦʩʪʘʚʣʷʝʪʩʷ ʚ pkg-ʧʘʢʝʪʝ. 
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ɼʣʷ ʟʘʧʫʩʢʘ ʫʩʪʘʥʦʚʢʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʠʟ pkg-ʧʘʢʝʪʘ ʚ ʢʦʤʘʥʜ-
ʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# pkg _add <ʠʤʷ_ʧʘʢʝʪʘ> 

ʇʦʩʣʝ ʟʘʧʫʩʢʘ ʢʦʤʘʥʜʳ ʜʘʣʴʥʝʡʰʠʡ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʚʧrʦʣʥʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʦʩʣʝ ʝʛʦ ʟʘʚʝʨʰʝʥʠʷ ʥʘ ʵʢʨʘʥ ʙʫʜʝʪ ʚʳʚʝʜʝʥʘ ʠʥʬʦʨʤʘ-
ʮʠʷ ʦ ʧʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʥʘʩʪʨʦʡʢʝ ʧʨʠʣʦʞʝʥʠʷ (ʩʤ. ʧ. 3.4 ʥʘ ʩʪʨ. 21). 

3.3.  ȽɡɑɘɌ ɜɌɝɛɚɗɚɒɑəɔɫ ɠɌɕɗɚɎ 

ɛɜɔɗɚɒɑəɔɫ 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ ʢʦʧʠʨʫʶʪʩʷ ʚ 
ʨʘʙʦʯʠʝ ʜʠʨʝʢʪʦʨʠʠ ʥʘ ʩʝʨʚʝʨʝ. 

ɺʥʠʤʘʥʠʝ! 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ man-ʩʪʨʘʥʠʮʳ ʢ ʧʨʠʣʦʞʝʥʠʶ ʙʳʣʠ ʜʦʩʪʫʧʥʳ ʧʦ ʢʦʤʘʥʜʝ 
man <ʠʤʷ_man-ʩʪʨʘʥʠʮʳ>, ʥʝʦʙʭʦʜʠʤʦ: 

 ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Debian Linux, Ubuntu Linux, SUSE Linux ʚ ʬʘʡʣ 
/etc/manpath.config ʜʦʙʘʚʠʪʴ ʩʪʨʦʢʫ: 

MANDATORY_MANPATH /opt/kaspersky/ kav4lms /share/man  

 ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ Red Hat Linux ʠ Mandriva Linux ʚ ʬʘʡʣ 
/etc/man.config ʜʦʙʘʚʠʪʴ ʩʪʨʦʢʫ: 

MANPATH /opt/kaspersky/ kav4lms / share/man  

 ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ FreeBSD ʚ ʬʘʡʣ /etc/manpath.config ʜʦʙʘʚʠʪʴ 
ʩʪʨʦʢʫ: 

MANDATORY_MANPATH / usr / local / man 

ɽʩʣʠ ʚ ʩʠʩʪʝʤʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʝʨʝʤʝʥʥʘʷ MANPATH, ʜʦʙʘʚʴʪʝ ʚ ʩʧʠʩʦʢ ʝʝ 
ʟʥʘʯʝʥʠʡ ʧʫʪʴ ʢ ʢʘʪʘʣʦʛʫ man-ʩʪʨʘʥʠʮ ʧʨʠʣʦʞʝʥʠʷ, ʚʳʧʦʣʥʠʚ ʩʣʝʜʫʶʱʫʶ 
ʢʦʤʘʥʜʫ: 

# export  MANPATH=$MANPATH:<ʧʫʪʴ ʢ ʢʘʪʘʣʦʛʫ man- ʩʪʨʘʥʠʮ> 

3.3.1.  ȽɡɑɘɌ ɜɌɝɛɚɗɚɒɑəɔɫ ɠɌɕɗɚɎ əɌ 

ɝɑɜɎɑɜɑ ɛɚɐ ɟɛɜɌɎɗɑəɔɑɘ Linux  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʥʘ ʩʝʨʚʝʨ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝ-
ʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux ʬʘʡʣʳ ʜʠʩʪʨʠʙʫʪʠʚʘ ʙʫʜʫʪ ʨʘʩʧʦʣʦʞʝʥʳ ʩʣʝ-
ʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 
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/etc/opt/kaspersky/kav4lms ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ: 

groups.d/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʛʨʫʧʧ 
ʧʨʠʣʦʞʝʥʠʷ; 

default.conf ï ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʧʘʨʘʤʝʪʨʳ 
ʛʨʫʧʧʳ ʧʦ ʫʤʦʣʯʘʥʠʶ; 

locale.d/strings.en ï ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʩʪʨʦʢʦʚʳʝ ʢʦʥʩʪʘʥʪʳ, ʠʩʧʦʣʴ-
ʟʫʝʤʳʝ ʧʨʠʣʦʞʝʥʠʝʤ; 

profiles/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʧʨʦʬʠʣʠ ʧʘʨʘʤʝʪʨʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ; 

default_recommended/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʳʝ ʬʘʡʣʳ ʨʝʢʦʤʝʥʜʫʝʤʦʛʦ ʧʨʦʬʠʣʷ; 

high_overall_security/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ʧʨʦʬʠʣʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʟʘʱʠʪʳ; 

high_scan_speed/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ʧʨʦʬʠʣʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʩʢʦʨʦʩʪʠ ʧʨʦʚʝʨʢʠ; 

templates/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʰʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ; 

templates-admin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʰʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ ʘʜ-
ʤʠʥʠʩʪʨʘʪʦʨʘ; 

kav4lms.conf ï ʦʩʥʦʚʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ; 

/opt/kaspersky/kav4lms/ ï ʦʩʥʦʚʥʘʷ ʜʠʨʝʢʪʦʨʠʷ ʧʨʠʣʦʞʝʥʠʷ, ʩʦʜʝʨʞʘʱʘʷ: 

bin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʢʦʤʧʦʥʝʥʪʦʚ ɸʥ-
ʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ: 

kav4lms-cmd ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠʥʩʪʨʫʤʝʥʪʘ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦ-
ʞʝʥʠʝʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

kav4lms-setup.sh ï ʩʢʨʠʧʪ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ; 

kav4lms-kavscanner ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ ʧʨʦʚʝʨʢʠ 
ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ; 

kav4lms-licensemanager ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ ʫʧʨʘʚʣʝ-
ʥʠʷ ʢʣʯʁʘʤʠ ʧʨʠʣʦʞʝʥʠʷ; 

kav4lms-keepup2date ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ ʦʙʥʦʚʣʝʥʠʷ 
ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ; 

sbin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʩʝʨʚʠʩʦʚ ʧʨʠʣʦ-
ʞʝʥʠʷ; 

lib/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʙʠʙʣʠʦʪʝʢ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨ-
ʩʢʦʛʦ; 

bin/avbasestest ï ʫʪʠʣʠʪʘ ʧʨʦʚʝʨʢʠ ʢʦʨʨʝʢʪʥʦʩʪʠ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ 
ʘʥʪʠʚʠʨʫʩʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʢʦʤʧʦʥʝʥʪʦʤ kav4lms-keepup2date; 

share/doc/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʣʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʜʦ-
ʢʫʤʝʥʪʘʮʠʶ ʧʦ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʧʨʠʣʦʞʝʥʠʷ; 

share/man/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ man-ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ; 
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share/scripts/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʩʢʨʠʧʪʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʘ-
ʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ; 

share/snmp-mibs/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ MIB ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨ-
ʩʢʦʛʦ; 

share/webmin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʤʦʜʫʣʴ ʢ ʧʨʦʛʨʘʤʤʝ Webmin; 

/etc/init.d/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʩʢʨʠʧʪʳ ʫʧʨʘʚʣʝʥʠʷ ʩʝʨʚʠʩʘʤʠ ʧʨʠ-
ʣʦʞʝʥʠʷ: 

kav4lms ï ʩʢʨʠʧʪ ʫʧʨʘʚʣʝʥʠʷ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʦʡ ʧʨʠʣʦʞʝʥʠʷ; 

kav4lms-filters ï ʩʢʨʠʧʪ ʫʧʨʘʚʣʝʥʠʷ ʬʠʣʴʪʨʦʤ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ; 

/var/opt/kaspersky/kav4lms/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʧʝʨʝʤʝʥʥʳʝ ʜʘʥʥʳʝ 
ʧʨʠʣʦʞʝʥʠʷ: 

backup/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʡ ʠ ʠʥ-
ʬʦʨʤʘʮʠʦʥʥʳʝ ʬʘʡʣʳ; 

bases/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʙʘʟʳ ʘʥʪʠʚʠʨʫʩʘ; 

bases.backup/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʙʘʟ ʘʥʪʠʚʠ-
ʨʫʩʘ; 

licenses/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʢʣʶʯʝʡ; 

patches/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ 
ʧʨʠʣʦʞʝʥʠʷ; 

stats/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʩʪʘʪʠʩʪʠʢʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝ-
ʥʠʷ; 

updater/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʦʩʣʝʜʥʝʤ 
ʦʙʥʦʚʣʝʥʠʠ; 

nqueue/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝ-
ʥʠʡ. 

ɺʥʠʤʘʥʠʝ! 

ɼʘʣʝʝ ʚ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʫʪʠ ʜʣʷ ʦʧʝʨʘʮʠ-
ʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux! 

3.3.2.  ȽɡɑɘɌ ɜɌɝɛɚɗɚɒɑəɔɫ ɠɌɕɗɚɎ əɌ 

ɝɑɜɎɑɜɑ ɛɚɐ ɟɛɜɌɎɗɑəɔɑɘ FreeBSD  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʥʘ ʩʝʨʚʝʨ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝ-
ʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ FreeBSD ʬʘʡʣʳ ʜʠʩʪʨʠʙʫʪʠʚʘ ʙʫʜʫʪ ʨʘʩʧʦʣʦʞʝʥʳ ʩʣʝ-
ʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

/usr/local/etc/kaspersky/kav4lms/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʳʝ ʬʘʡʣʳ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ: 
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groups.d/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʛʨʫʧʧ 
ʧʨʠʣʦʞʝʥʠʷ;  

default.conf ï ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʧʘʨʘʤʝʪʨʳ 
ʛʨʫʧʧʳ ʧʦ ʫʤʦʣʯʘʥʠʶ; 

locale.d/strings.en ï ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʩʪʨʦʢʦʚʳʝ ʢʦʥʩʪʘʥʪʳ, ʠʩʧʦʣʴ-
ʟʫʝʤʳʝ ʧʨʠʣʦʞʝʥʠʝʤ; 

profiles/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʧʨʦʬʠʣʠ ʧʘʨʘʤʝʪʨʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ: 

default_recommended/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʳʝ ʬʘʡʣʳ ʨʝʢʦʤʝʥʜʫʝʤʦʛʦ ʧʨʦʬʠʣʷ; 

high_overall_security/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ʧʨʦʬʠʣʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʟʘʱʠʪʳ; 

high_scan_speed/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ʧʨʦʬʠʣʷ ʤʘʢʩʠʤʘʣʴʥʦʡ ʩʢʦʨʦʩʪʠ ʧʨʦʚʝʨʢʠ; 

templates/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʰʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ; 

templates-admin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʰʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ ʘʜ-
ʤʠʥʠʩʪʨʘʪʦʨʘ; 

kav4lms.conf ï ʦʩʥʦʚʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ; 

/usr/local/bin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʢʦʤʧʦʥʝʥʪʦʚ 
ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ: 

kav4lms-cmd ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʠʥʩʪʨʫʤʝʥʪʘ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝ-
ʥʠʝʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

kav4lms-setup.sh ï ʩʢʨʠʧʪ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ; 

kav4lms-kavscanner ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦ-
ʚʳʭ ʩʠʩʪʝʤ; 

kav4lms-licensemanager ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ ʫʧʨʘʚʣʝʥʠʷ 
ʢʣʶʯʘʤʠ ʧʨʠʣʦʞʝʥʠʷ; 

kav4lms-keepup2date ï ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ ʢʦʤʧʦʥʝʥʪʘ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ 
ʘʥʪʠʚʠʨʫʩʘ; 

/usr/local/sbin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʩʝʨʚʠʩʦʚ 
ʧʨʠʣʦʞʝʥʠʷ; 

/usr/local/etc/rc.d/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʩʢʨʠʧʪʳ ʫʧʨʘʚʣʝʥʠʷ ʩʝʨʚʠʩʘʤʠ 
ʧʨʠʣʦʞʝʥʠʷ: 

kav4lms.sh ï ʩʢʨʠʧʪ ʫʧʨʘʚʣʝʥʠʷ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʦʡ ʧʨʠʣʦʞʝʥʠʷ; 

kav4lms-filters.sh ï ʩʢʨʠʧʪ ʫʧʨʘʚʣʝʥʠʷ ʬʠʣʴʪʨʦʤ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦ-
ʛʦ; 

/usr/local/lib/kaspersky/kav4lms/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʙʠʙʣʠʦʪʝʢ 
ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ; 

/usr/local/libexec/kaspersky/kav4lms/avbasestest ï ʫʪʠʣʠʪʘ ʧʨʦʚʝʨʢʠ ʢʦʨʨʝʢʪ-
ʥʦʩʪʠ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʢʦʤʧʦʥʝʥʪʦʤ kav4lms-
keepup2date; 
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/usr/local/share/doc/kav4lms/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʣʠʮʝʥʟʠʦʥʥʦʝ ʩʦ-
ʛʣʘʰʝʥʠʝ ʠ ʜʦʢʫʤʝʥʪʘʮʠʶ ʧʦ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʧʨʠʣʦʞʝʥʠʷ; 

/usr/local/man/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ man-ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ; 

/usr/local/share/kav4lms/scripts/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʩʢʨʠʧʪʳ, ʥʝʦʙʭʦ-
ʜʠʤʳʝ ʜʣʷ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝʥʠʷ; 

/usr/local/share/kav4lms/snmp-mibs/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ MIB ɸʥʪʠʚʠ-
ʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ; 

/usr/local/share/kav4lms/webmin/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʤʦʜʫʣʴ ʢ ʧʨʦ-
ʛʨʘʤʤʝ Webmin; 

/var/db/kaspersky/kav4lms/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʧʝʨʝʤʝʥʥʳʝ ʜʘʥʥʳʝ 
ʧʨʠʣʦʞʝʥʠʷ: 

backup/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʡ ʠ ʠʥ-
ʬʦʨʤʘʮʠʦʥʥʳʝ ʬʘʡʣʳ; 

bases/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʙʘʟʳ ʘʥʪʠʚʠʨʫʩʘ; 

bases.backup/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʙʘʟ ʘʥʪʠʚʠ-
ʨʫʩʘ; 

licenses/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʢʣʶʯʝʡ; 

patches/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ 
ʧʨʠʣʦʞʝʥʠʷ; 

stats/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʩʪʘʪʠʩʪʠʢʠ ʨʘʙʦʪʳ ʧʨʠʣʦʞʝ-
ʥʠʷ; 

updater/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʦʩʣʝʜʥʝʤ 
ʦʙʥʦʚʣʝʥʠʠ; 

nqueue/ ï ʜʠʨʝʢʪʦʨʠʷ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝ-
ʥʠʡ. 

3.4.  ȻɚɝɞɔəɝɞɌɗɗɫɢɔɚəəɌɫ 

əɌɝɞɜɚɕɖɌ 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʢʦʧʠʨʦʚʘʥʠʷ 
ʬʘʡʣʦʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʥʘ ʩʝʨʚʝʨ ʚʳʧʦʣʥʷʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʩʠʩʪʝʤʳ. ɺ ʟʘʚʠ-
ʩʠʤʦʩʪʠ ʦʪ ʤʝʥʝʜʞʝʨʘ ʧʘʢʝʪʘ ʵʪʘʧ ʢʦʥʬʠʛʫʨʘʮʠʠ ʙʫʜʝʪ ʟʘʧʫʱʝʥ ʘʚʪʦʤʘʪʠ-
ʯʝʩʢʠ ʣʠʙʦ (ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʤʝʥʝʜʞʝʨ ʧʘʢʝʪʘ ʥʝ ʜʦʧʫʩʢʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 
ʠʥʪʝʨʘʢʪʠʚʥʳʭ ʩʢʨʠʧʪʦʚ, ʢʘʢ, ʥʘʧʨʠʤʝʨ, rpm) ʝʛʦ ʧʦʪʨʝʙʫʝʪʩʷ ʟʘʧʫʩʪʠʪʴ 
ʚʨʫʯʥʫʶ. 

ɼʣʷ ʟʘʧʫʩʢʘ ʧʨʦʮʝʩʩʘ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ ʚʨʫʯʥʫʶ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ 
ʚʚʝʜʠʪʝ: 

ʜʣʷ Linux: 
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# /opt/kaspersky/ kav4lms /lib/bin/setup/postinstall.pl  

ʜʣʷ FreeBSD: 

# /usr/local/libexec/kaspersky/kav4lms/setup/postinstall.pl  

ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʘʤ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɽʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʦʙʥʘʨʫʞʠʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ 5.5 ʜʣʷ Linux Mail Server ʠʣʠ ɸʥʪʠ-
ʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ 5.6 ʜʣʷ Sendmail ʩ Milter API, ʥʘ ʵʪʦʤ ʰʘʛʝ ʙʫ-
ʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʚʳʙʨʘʪʴ, ʢʘʢʦʡ ʠʟ ʬʘʡʣʦʚ ʧʨʝʦʙʨʘʟʦʚʘʪʴ ʠ ʩʦʭʨʘ-
ʥʠʪʴ ʚ ʬʦʨʤʘʪʝ ʪʝʢʫʱʝʡ ʚʝʨʩʠʠ ʧʨʠʣʦʞʝʥʠʷ, ʠ, ʚ ʩʣʫʯʘʝ ʚʳʙʦʨʘ 
ʦʜʥʦʛʦ ʠʟ ʬʘʡʣʦʚ ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʟʘʤʝʥʠʪʴ ʚʭʦʜʷʱʠʡ ʚ ʩʦʩʪʘʚ 
ʜʠʩʪʨʠʙʫʪʠʚʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥ-
ʥʳʤ ʠ ʧʨʝʦʙʨʘʟʦʚʘʥʥʳʤ ʬʘʡʣʦʤ. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʟʘʤʝʥʠʪʴ ʚʭʦʜʷʱʠʡ ʚ ʩʦʩʪʘʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʢʦʥʬʠ-
ʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʤ ʬʘʡʣʦʤ, ʚʚʝʜʠʪʝ 
ʚ ʢʘʯʝʩʪʚʝ ʦʪʚʝʪʘ yes. ʏʪʦʙʳ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʟʘʤʝʥʳ, ʚʚʝʜʠʪʝ no. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʝʦʙʨʘʟʦʚʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʩʦʭʨʘ-
ʥʷʶʪʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʜʠʨʝʢʪʦʨʠʷʭ: 

kav4mailservers -  

/etc/opt/kaspersky/kav4lms/profiles/kav4mailservers5.

5- converted  

kavmilter -  

/etc/opt/kaspersky/kav4lms/profiles/kavmilter5.6 -

converted  

2. ʋʢʘʟʘʪʴ ʧʫʪʴ ʢ ʬʘʡʣʫ ʢʣʶʯʘ. 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʝʩʣʠ ʢʣʶʯ ʥʝ ʫʩʪʘʥʦʚʣʝʥ, ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ 
ʘʥʪʠʚʠʨʫʩʘ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʟʘʱʠʱʘʝʤʳʭ ʜʦʤʝʥʦʚ ʚ ʨʘʤ-
ʢʘʭ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦ 
ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʜʝʡʩʪʚʠʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʢʣʯʁʘ. 

3. ʋʢʘʟʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʧʦʜʢʣʶʯʝ-
ʥʠʷ ʢ ʠʥʪʝʨʥʝʪʫ ʚ ʬʦʨʤʘʪʝ: 

http ://< IP - ʘʜʨʝʩ_ʧʨʦʢʩʠ_ʩʝʨʚʝʨʘ>:<ʧʦʨʪ> 

ʠʣʠ 

http ://<ʠʤʷ_ʧʦʣʴʟʦʚʘʪʝʣʷ>:<ʧʘʨʦʣʴ>@<IP - ʘʜʨʝʩ_ʧʨʦʢʩʠ_ 

ʩʝʨʚʝʨʘ>:<ʧʦʨʪ> 

ʝʩʣʠ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʚʪʦʨʠʟʘʮʠʷ. 

ɽʩʣʠ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʠʥʪʝʨʥʝʪʫ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ, 
ʚʚʝʜʠʪʝ ʚ ʢʘʯʝʩʪʚʝ ʦʪʚʝʪʘ no. 
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ɿʘʜʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʦʤʧʦʥʝʥʪʦʤ ʦʙʥʦʚʣʝ-
ʥʠʷ kav4lms-keepup2date ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʠʩʪʦʯʥʠʢʫ ʦʙʥʦʚʣʝʥʠʡ. 

4. ɺʳʧʦʣʥʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. ɼʣʷ ʵʪʦʛʦ ʚʚʝʜʠʪʝ ʚ ʢʘʯʝ-
ʩʪʚʝ ʦʪʚʝʪʘ yes. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʢʦʧʠʨʦʚʘʥʠʷ ʦʙʥʦʚ-
ʣʝʥʠʡ ʩʝʡʯʘʩ, ʚʚʝʜʠʪʝ no. ɺʳ ʩʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʦʙʥʦʚʣʝʥʠʝ 
ʧʦʟʞʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʧʦʥʝʥʪʘ kav4lms-keepup2date (ʧʦʜʨʦʙʥʝʝ ʩʤ. 
ʧ. 7.2 ʥʘ ʩʪʨ. 80). 

ʇʨʠʤʝʯʘʥʠʝ 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʧʨʠ ʫʩʪʘʥʦʚʣʝʥʥʦʤ 
ʢʣʶʯʝ. 

5. ʅʘʩʪʨʦʠʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. ɼʣʷ ʵʪʦʛʦ 
ʚʚʝʜʠʪʝ ʚ ʢʘʯʝʩʪʚʝ ʦʪʚʝʪʘ yes. ʏʪʦʙʳ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʥʘʩʪʨʦʡʢʠ ʘʚ-
ʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʩʝʡʯʘʩ, ʚʚʝʜʠʪʝ no. ɺʳ ʩʤʦʞʝʪʝ ʚʳʧʦʣ-
ʥʠʪʴ ʵʪʫ ʥʘʩʪʨʦʡʢʫ ʧʦʟʞʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʧʦʥʝʥʪʘ kav4lms-
keepup2date (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 7.1 ʥʘ ʩʪʨ. 79) ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʩʢʨʠʧ-
ʪʘ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 10.2 ʥʘ ʩʪʨ. 100). 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʠʥʪʝʛʨʘʮʠʠ ʩ qmail, ʥʘʩʪʨʦʡʢʫ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʦʙʥʦʚʣʝʥʠʷ 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʠʟʚʝʩʪʠ ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh --

install - cron=updater -- user=root  

6. ʋʩʪʘʥʦʚʠʪʴ webmin-ʤʦʜʫʣʴ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩʧʝʨ-
ʩʢʦʛʦ ʯʝʨʝʟ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ Webmin. 

ʄʦʜʫʣʴ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʪʦʣʴʢʦ ʧʨʠ ʫʩʣʦ-
ʚʠʠ, ʯʪʦ ʧʨʦʛʨʘʤʤʘ Webmin ʨʘʩʧʦʣʦʞʝʥʘ ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʢʘʪʘʣʦʛʝ. 
ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʤʦʜʫʣʷ ʙʫʜʫʪ ʜʘʥʳ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʝʢʦʤʝʥʜʘ-
ʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʝʛʦ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʩ ʧʨʠʣʦʞʝʥʠʝʤ. 

ɺʚʝʜʠʪʝ ʚ ʢʘʯʝʩʪʚʝ ʦʪʚʝʪʘ yes ʜʣʷ ʫʩʪʘʥʦʚʢʠ webmin-ʤʦʜʫʣʷ ʠʣʠ 
no, ʯʪʦʙʳ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʫʩʪʘʥʦʚʢʠ. 

7. ʆʧʨʝʜʝʣʠʪʴ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ, ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʟʘ-
ʱʠʱʘʪʴʩʷ ʦʪ ʚʠʨʫʩʦʚ. ɿʥʘʯʝʥʠʝ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʦʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 
localhost, localhost.localdomain. ʏʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ, ʥʘʞʤʠʪʝ 
ʥʘ ʢʣʘʚʠʰʫ Enter. 

ʏʪʦʙʳ ʟʘʜʘʪʴ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ ʚʨʫʯʥʫʶ, ʧʝʨʝʯʠʩʣʠʪʝ ʠʭ ʚ ʢʦʤʘʥʜ-
ʥʦʡ ʩʪʨʦʢʝ. ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ, ʨʘʟʜʝʣʝʥʥʳʭ 
ʟʘʧʷʪʦʡ, ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʦʢ ʠ ʨʝʛʫʣʷʨʥʳʭ ʚʳʨʘʞʝ-
ʥʠʡ. ʊʦʯʢʠ ʚ ʠʤʝʥʘʭ ʜʦʤʝʥʦʚ ʜʦʣʞʥʳ ʙʳʪʴ çʵʢʨʘʥʠʨʦʚʘʥʳè ʩ ʧʦ-
ʤʦʱʴʶ ʩʠʤʚʦʣʘ ç\è. 
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ʅʘʧʨʠʤʝʨ: 

re:.* \ .example \ .com  

8. ʀʥʪʝʛʨʠʨʦʚʘʪʴ ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʚ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ. ɺʳ ʤʦ-
ʞʝʪʝ ʧʨʠʥʷʪʴ ʧʨʝʜʣʘʛʘʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʘʨʠʘʥʪ ʠʥʪʝʛʨʘʮʠʠ ʩ 
ʦʙʥʘʨʫʞʝʥʥʦʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ ʠʣʠ ʦʪʢʘʟʘʪʴʩʷ ʦʪ 
ʠʥʪʝʛʨʘʮʠʠ ʠ ʚʳʧʦʣʥʠʪʴ ʝʝ ʧʦʟʞʝ. ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʠʥʪʝʛʨʘʮʠʠ 
ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ ʩʦʜʝʨʞʠʪ  ɻʣʘʚʘ 4 ʥʘ ʩʪʨ. 30). 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ Exim ʠʩʧʦʣʴʟʫʝʪʩʷ post-queue 
ʠʥʪʝʛʨʘʮʠʷ ʤʝʪʦʜʦʤ ʠʟʤʝʥʝʥʠʷ ʤʘʨʰʨʫʪʦʚ (ʩʤ. ʧ. 4.1.1 ʥʘ ʩʪʨ. 31). 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʠʥʪʝʛʨʘʮʠʠ ʩ Sendmail ʩʢʨʠʧʪ ʚʩʝʛʜʘ ʧʳʪʘʝʪ-
ʩʷ ʚʥʝʩʪʠ ʠʟʤʝʥʝʥʠʷ ʚ .mc-ʬʘʡʣ, ʧʦʪʦʤʫ ʯʪʦ ʣʶʙʦʝ ʧʦʩʣʝʜʫʶʱʝʝ 
ʦʙʥʦʚʣʝʥʠʝ ʩʦʭʨʘʥʠʪ ʩʜʝʣʘʥʥʳʝ ʠʟʤʝʥʝʥʠʷ. ɽʩʣʠ .mc-ʬʘʡʣ ʩʦ-
ʜʝʨʞʠʪ include-ʜʠʨʝʢʪʠʚʳ, ʩʩʳʣʘʶʱʠʝʩʷ ʥʘ ʥʝʩʫʱʝʩʪʚʫʶʱʠʝ .mc-
ʬʘʡʣʳ, ʪʦ ʪʘʢʦʡ ʬʘʡʣ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ 
ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʫʩʪʘʥʦʚʠʪʝ ʧʘʢʝʪ 
sendmail-cf ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ .cf-ʬʘʡʣʘ. 

ɽʩʣʠ .mc-ʬʘʡʣ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʧʨʠ-
ʣʦʞʝʥʠʷ, ʪʦ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥ .cf ïʬʘʡʣ. 

3.5.  ȹɌɝɞɜɚɕɖɌ ɜɌɓɜɑɤɌɪɥɔɡ 

ɛɜɌɎɔɗ Ɏ ɝɔɝɞɑɘɌɡ SELinux  ɔ 

AppArmor  

ɼʣʷ ʩʦʟʜʘʥʠʷ ʤʦʜʫʣʷ SELinux ʩ ʧʨʘʚʠʣʘʤʠ, ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ ʨʘʙʦʪʳ ɸʥ-
ʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʝʛʦ ʠʥʪʝʛʨʘʮʠʠ ʩ ʧʦʯ-
ʪʦʚʦʡ ʩʠʩʪʝʤʦʡ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 

1. ʇʝʨʝʚʝʜʠʪʝ SELinux ʚ ʨʘʟʨʝʰʘʶʱʠʡ ʨʝʞʠʤ: 

# setenforce Permissive  

2. ʆʪʧʨʘʚʴʪʝ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʪʝʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʠ ʫʙʝʜʠʪʝʩʴ, 
ʯʪʦ ʦʥʠ ʧʨʦʰʣʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʠ ʜʦʩʪʘʚʣʝʥʳ ʧʦʣʫʯʘʪʝ-
ʣʷʤ. 

3. ʉʦʟʜʘʡʪʝ ʤʦʜʫʣʴ ʧʨʘʚʠʣ ʥʘ ʦʩʥʦʚʝ ʙʣʦʢʠʨʫʶʱʠʭ ʟʘʧʠʩʝʡ: 

ɼʣ ̫Fedora: 
# audit2allow - l - M kav4lms - i /var/log/messages  
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ɼʣ ̫RHEL: 
# audit2allow - l - M kav4lms ïi \  

/var/log/audit/audit.log  

4. ɿʘʛʨʫʟʠʪʝ ʧʦʣʫʯʝʥʥʳʡ ʤʦʜʫʣʴ ʧʨʘʚʠʣ: 

# semodule - i kav4lms.pp  

5. ʇʝʨʝʚʝʜʠʪʝ SELinux ʚ ʧʨʠʥʫʜʠʪʝʣʴʥʳʡ ʨʝʞʠʤ: 

# setenforce  Enforcing  

ɺ ʩʣʫʯʘʝ ʧʦʷʚʣʝʥʠʷ ʥʦʚʳʭ audit-ʩʦʦʙʱʝʥʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩ-
ʧʝʨʩʢʦʛʦ, ʩʣʝʜʫʝʪ ʦʙʥʦʚʣʷʪʴ ʬʘʡʣ ʤʦʜʫʣʷ ʧʨʘʚʠʣ: 

ɼʣ ̫Fedora: 
# audit2allow - l - M kav4lms - i /var/log/messages  

# semodule  - u kav 4lms . pp 

ɼʣ ̫RHEL: 
# audit2allow - l - M kav4lms ïi /var/log/audit/audit.log  

# semodule  - u kav 4lms . pp 

ɼʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩʤʦʪʨʠʪʝ: 

 RedHat Enterprise Linux: ʨʫʢʦʚʦʜʩʪʚʦ çRed Hat Enterprise Linux 
Deployment Guideè, ʛʣʘʚʘ ç44. Security and SELinuxè. 

 Fedora Core: Fedora SELinux Project Pages, Fedora Core 5 SELinux 
FAQ. 

 Debian: ʨʫʢʦʚʦʜʩʪʚʦ çConfiguring the SELinux Policyè ʧʘʢʝʪʘ çDo-
cumentation for Security Enhanced Linuxè. 

ɼʣʷ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʬʠʣʝʡ AppArmor, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʨʘʙʦʪʳ ɸʥʪʠʚʠʨʫʩʘ 
ʂʘʩʧʝʨʩʢʦʛʦ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʠ ʝʛʦ ʠʥʪʝʛʨʘʮʠʠ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩ-
ʪʝʤʦʡ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 

1. ʇʝʨʝʚʝʜʠʪʝ ʚʩʝ ʧʨʘʚʠʣʘ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ çʱʘʜʷʱʠʡè ʨʝʞʠʤ: 

# aa - complain /etc/apparmor.d/*  

# /etc/init.d/apparmor reload  

2. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/postfix restart  

3. ʇʝʨʝʟʘʧʫʩʪʠʪʝ kav4lms ʠ kav4lms-filters: 

# /etc/init.d/kav4lms restart  

# /etc/init.d/kav4lms - filters restart  
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4. ʆʪʧʨʘʚʴʪʝ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʪʝʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʠ ʫʙʝʜʠʪʝʩʴ, 
ʯʪʦ ʦʥʠ ʧʨʦʰʣʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʠ ʜʦʩʪʘʚʣʝʥʳ ʧʦʣʫʯʘʪʝ-
ʣʷʤ. 

5. ɿʘʧʫʩʪʠʪʝ ʫʪʠʣʠʪʫ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʬʠʣʝʡ: 

# aa - logprof  

6. ʇʝʨʝʟʘʛʨʫʟʠʪʝ ʧʨʘʚʠʣʘ AppArmor: 

# /etc/init.d/apparmor reload  

7. ʇʝʨʝʚʝʜʠʪʝ ʚʩʝ ʧʨʘʚʠʣʘ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʚ çʧʨʠʥʫʜʠʪʝʣʴʥʳʡè ʨʝ-
ʞʠʤ: 

# aa - enforce /etc/apparmor.d/*  

# / etc / init . d/ apparmor  reload  

ɺ ʩʣʫʯʘʝ ʧʦʷʚʣʝʥʠʷ ʥʦʚʳʭ audit-ʩʦʦʙʱʝʥʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩ-
ʧʝʨʩʢʦʛʦ, ʩʣʝʜʫʝʪ ʧʦʚʪʦʨʠʪʴ ʰʘʛʠ, ʦʧʠʩʘʥʥʳʝ ʚ ʧ. 5 ʠ 6. 

ɼʣ ̫ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩʤʦʪʨʠʪʝ: 

 OpenSuSE ʠ SuSE Linux Enterprise Server: çNovell AppArmor Quick 
Startè, çNovell AppArmor Administration Guideè. 

 Ubuntu: ʨʫʢʦʚʦʜʩʪʚʦ çUbuntu Server Guideè, ʛʣʘʚʘ ç8. Securityè. 

3.6.  ȿɝɞɌəɚɎɖɌ webmin -ɘɚɐɟɗɫ ɐɗɫ 

ɟɛɜɌɎɗɑəɔɫ ȬəɞɔɎɔɜɟɝɚɘ 

ȶɌɝɛɑɜɝɖɚɏɚ 

ʈʘʙʦʪʦʡ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʤʦʞʥʦ ʪʘʢʞʝ ʫʧʨʘʚʣʷʪʴ ʫʜʘʣʝʥʥʦ ʯʝʨʝʟ 
ʚʝʙ-ʙʨʘʫʟʝʨ, ʠʩʧʦʣʴʟʫʷ ʧʨʦʛʨʘʤʤʫ Webmin. 

Webmin ï ʵʪʦ ʧʨʦʛʨʘʤʤʘ, ʫʧʨʦʱʘʶʱʘʷ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ Linux/Unix-
ʩʠʩʪʝʤʦʡ. ʇʨʦʛʨʘʤʤʘ ʠʩʧʦʣʴʟʫʝʪ ʤʦʜʫʣʴʥʫʶ ʩʪʨʫʢʪʫʨʫ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ 
ʧʦʜʢʣʶʯʝʥʠʷ ʥʦʚʳʭ ʠ ʨʘʟʨʘʙʦʪʢʠ ʩʦʙʩʪʚʝʥʥʳʭ ʤʦʜʫʣʝʡ. ʇʦʣʫʯʠʪʴ ʜʦʧʦʣʥʠ-
ʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʛʨʘʤʤʝ ʠ ʝʝ ʫʩʪʘʥʦʚʢʝ, ʘ ʪʘʢʞʝ ʩʢʘʯʘʪʴ ʜʦʢʫ-
ʤʝʥʪʘʮʠʶ ʠ ʜʠʩʪʨʠʙʫʪʠʚ Webmin ʤʦʞʥʦ ʥʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ ʧʨʦʛʨʘʤʤʳ: 
www.webmin.com. 

ɺ ʜʠʩʪʨʠʙʫʪʠʚ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʚʢʣʶʯʝʥ webmin-ʤʦʜʫʣʴ, ʢʦʪʦʨʳʡ 
ʤʦʞʥʦ ʣʠʙʦ ʫʩʪʘʥʦʚʠʪʴ ʚ ʧʨʦʮʝʩʩʝ ʧʦʩʪʠʥʩʪʘʣʣʷʮʠʦʥʥʦʡ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦ-
ʞʝʥʠʷ (ʩʤ. ʧ. 3.4 ʥʘ ʩʪʨ. 21), ʝʩʣʠ ʚ ʩʠʩʪʝʤʝ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ 
Webmin, ʣʠʙʦ ʚ ʣʶʙʦʡ ʜʨʫʛʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ 
Webmin. 

http://www.webmin.com/
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ɼʘʣʝʝ ʧʦʜʨʦʙʥʦ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʧʨʦʮʝʩʩ ʧʦʜʢʣʶʯʝʥʠʷ webmin-ʤʦʜʫʣʷ 
ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩʧʝʨʩʢʦʛʦ. 

ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Webmin ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, 
ʪʦ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʝ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʩ ʧʦʤʦ-
ʱʴʶ ʙʨʘʫʟʝʨʘ, ʧʦʜʢʣʶʯʠʚʰʠʩʴ ʯʝʨʝʟ ʧʨʦʪʦʢʦʣ HTTP/HTTPS ʥʘ ʧʦʨʪ 10000. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ webmin-ʤʦʜʫʣʴ ʫʧʨʘʚʣʝʥʠʷ ɸʥʪʠʚʠʨʫʩʦʤ 
ʂʘʩʧʝʨʩʢʦʛʦ ʥʝʦʙʭʦʜʠʤʦ: 

ʇʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʯʝʨʝʟ ʚʝʙ-ʙʨʘʫʟʝʨ ʢ ʧʨʦʛʨʘʤʤʝ Webmin ʩ ʧʨʘʚʘʤʠ ʘʜ-
ʤʠʥʠʩʪʨʘʪʦʨʘ ʜʘʥʥʦʡ ʧʨʦʛʨʘʤʤʳ. 

1. ɺ ʤʝʥʶ Webmin ʚʳʙʨʘʪʴ ʟʘʢʣʘʜʢʫ Webmin Configuration ʠ ʟʘʪʝʤ 
ʨʘʟʜʝʣ Webmin Modules. 

2. ɺ ʨʘʟʜʝʣʝ Install Module ʚʳʙʨʘʪʴ ʧʫʥʢʪ From Local File ʠ ʥʘʞʘʪʴ 

ʥʘ ʢʥʦʧʢʫ  (ʩʤ. ʨʠʩ. 1). 

 

ʈʠʩʫʥʦʢ 1. ʈʘʟʜʝʣ Install Module 

3. ʋʢʘʟʘʪʴ ʧʫʪʴ ʢ webmin-ʤʦʜʫʣʶ ʧʨʠʣʦʞʝʥʠʷ ʠ ʥʘʞʘʪʴ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʇʨʠʤʝʯʘʥʠʝ 

Webmin-ʤʦʜʫʣʴ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʬʘʡʣ mailgw.wbm ʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 
ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʢʘʪʘʣʦʛ /opt/kaspersky/kav4lms/share/contrib/ (ʜʣʷ ʜʠʩʪʨʠʙʫ-
ʪʠʚʦʚ Linux) ʠʣʠ /usr/local/share/kav4lms/contrib/ (ʜʣʷ ʜʠʩʪʨʠʙʫʪʠʚʦʚ 
FreeBSD). 

ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʡ ʫʩʪʘʥʦʚʢʠ webmin-ʤʦʜʫʣʷ ʥʘ ʵʢʨʘʥ ʙʫʜʝʪ ʚʳʚʝʜʝʥʦ ʩʦ-
ʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ. 

ɼʦʩʪʫʧ ʢ ʥʘʩʪʨʦʡʢʘʤ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ, ʧʝʨʝʡʜʷ ʥʘ 
ʟʘʢʣʘʜʢʫ Others ʠ ʟʘʪʝʤ ʱʝʣʢʥʫʚ ʧʦ ʟʥʘʯʢʫ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ 
(cʤ. ʨʠʩ. 2). 
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ʈʠʩʫʥʦʢ 2. ɿʥʘʯʦʢ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʚ ʟʘʢʣʘʜʢʝ Others 

3.7.  ȿɐɌɗɑəɔɑ ɛɜɔɗɚɒɑəɔɫ 

ɼʣʷ ʫʜʘʣʝʥʠʷ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ ʩʝʨʚʝʨʘ ʪʨʝʙʫʝʪʩʷ ʥʘʣʠʯʠʝ ʧʨʘʚ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (root). ɽʩʣʠ ʥʘ ʤʦʤʝʥʪ ʫʜʘʣʝʥʠʷ ʚʳ ʥʝ 
ʦʙʣʘʜʘʝʪʝ ʪʘʢʠʤʠ ʧʨʘʚʘʤʠ, ʪʦ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʚʦʡʪʠ ʚ ʩʠʩʪʝʤʫ ʧʦʜ ʧʦʣʴ-
ʟʦʚʘʪʝʣʝʤ root. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʦʮʝʩʩ ʫʜʘʣʝʥʠʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʦʩʪʘʥʦʚʠʪ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʷ! 

ʇʨʠ ʫʜʘʣʝʥʠʠ ʧʨʦʠʟʚʦʜʠʪʩʷ ʦʩʪʘʥʦʚʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʫʜʘʣʝʥʠʝ ʩʦʟʜʘʥʥʳʭ 
ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʬʘʡʣʦʚ ʠ ʢʘʪʘʣʦʛʦʚ. ʆʜʥʘʢʦ ʢʘʪʘʣʦʛʠ ʠ ʬʘʡʣʳ, ʩʦʟʜʘʥʥʳʝ 
ʠʣʠ ʠʟʤʝʥʝʥʥʳʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ (ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʨʠʣʦʞʝʥʠʷ, 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʛʨʫʧʧ, ʬʘʡʣʳ ʰʘʙʣʦʥʦʚ ʫʚʝʜʦʤʣʝʥʠʡ, ʢʘʪʘʣʦʛʠ 
ʢʘʨʘʥʪʠʥʥʦʛʦ ʭʨʘʥʝʥʠʷ, ʬʘʡʣ ʢʣʶʯʘ), ʩʦʭʨʘʥʷʶʪʩʷ. 

ɿʘʧʫʩʢ ʧʨʦʮʝʜʫʨʳ ʫʜʘʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ ʧʨʦʠʩʭʦʜʠʪ ʨʘʟʣʠʯʥʳʤʠ ʩʧʦʩʦʙʘ-
ʤʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʤʝʥʝʜʞʝʨʘ ʧʘʢʝʪʦʚ. ʈʘʩʩʤʦʪʨʠʤ ʵʪʠ 
ʚʘʨʠʘʥʪʳ ʧʦʜʨʦʙʥʝʝ.  

ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʠʩʧʦʣʴʟʦʚʘʣʩʷ rpm-ʧʘʢʝʪ, ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʮʝʜʫʨʳ 
ʫʜʘʣʝʥʠʷ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# rpm - e <ʠʤʷ_ʧʘʢʝʪʘ> 
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ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʠʩʧʦʣʴʟʦʚʘʣʩʷ deb-ʧʘʢʝʪ, ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʮʝʜʫʨʳ 
ʫʜʘʣʝʥʠʷ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# dpkg  - P <ʠʤʷ_ʧʘʢʝʪʘ> 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʚʤʝʩʪʝ ʩ ʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʤʠ 
ʬʘʡʣʘʤʠ, ʠʣʠ 

# dpkg  - r  <ʠʤʷ_ʧʘʢʝʪʘ> 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ ʧʨʠʣʦʞʝʥʠʝ, ʥʝ ʫʜʘʣʷʷ ʧʨʠ ʵʪʦʤ ʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠ-
ʦʥʥʳʭ ʬʘʡʣʦʚ. 

ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʠʩʧʦʣʴʟʦʚʘʣʩʷ pkg-ʧʘʢʝʪ, ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʮʝʜʫʨʳ ʫʜʘ-
ʣʝʥʠʷ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# pkg _delete  <ʠʤʷ_ʧʘʢʝʪʘ> 

ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʜʫʨʳ ʫʜʘʣʝʥʠʷ ʙʫʜʝʪ ʚʳʚʝʜʝʥʦ ʩʦ-
ʦʪʚʝʪʩʪʚʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ. 

ɽʩʣʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩʧʝʨʩʢʦʛʦ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʤʦʜʫʣʴ 
ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʝʤ (webmin-ʤʦʜʫʣʴ), ʝʛʦ ʫʜʘʣʝʥʠʝ ʚʳ-
ʧʦʣʥʷʝʪʩʷ ʚʨʫʯʥʫʶ, ʩʪʘʥʜʘʨʪʥʳʤʠ ʜʣʷ ʧʨʦʛʨʘʤʤʳ Webmin ʩʨʝʜʩʪʚʘʤʠ. 



 

ȯȷȬȮȬ 4. ȴȹȾȱȯȼȬɂȴɋ Ƚ 

ȻȺɃȾȺȮȺȵ ȽȴȽȾȱȸȺȵ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ɸʥʪʠʚʠʨʫʩ ʜʦʣʞʝʥ ʙʳʪʴ ʠʥʪʝʛʨʠʨʦʚʘʥ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʦʡ. ɼʣʷ ʵʪʦʛʦ ʩʣʝʜʫʝʪ ʠʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ 
ʧʨʠʣʦʞʝʥʠʷ ʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʠʥʪʝʛʨʘʮʠʶ ʩ ʧʦ-
ʤʦʱʴʶ ʩʢʨʠʧʪʘ ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ, ʚʭʦʜʷɦ ʝʛʦ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ (ʩʤ. 
ʧ. 3.4 ʥʘ ʩʪʨ. 21 ʠ ʧ. 10.2 ʥʘ ʩʪʨ. 100), ʣʠʙʦ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ. 

ɼʣʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤ r Exim ɸʥʪʠʚʠʨʫʩ ʧʦʜʜʝʨʞʠʚʘʝʪ ʢʘʢ pre-queue, ʪʘʢ ʠ 
post-queue ʠʥʪʝʛʨʘʮʠʶ. ʇʨʠ pre-queue ʠʥʪʝʛʨʘʮʠʠ ʩʦʦʙʱʝʥʠʷ ʧʝʨʝʜʘʶʪʩʷ 
ʥʘ ʧʨʦʚʝʨʢʫ ʧʝʨʝʜ ʨʘʟʤʝʱʝʥʠʝʤ ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ, ʧʨʠ post-
queue ʠʥʪʝʛʨʘʮʠʠ ï ʧʦʩʣʝ ʨʘʟʤʝʱʝʥʠʷ ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʇʨʠ post-queue ʠʥʪʝʛʨʘʮʠʠ ʧʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ ʥʝ ʧʦʟʚʦʣʷʝʪ ʦʪʢʣʦʥʷʪʴ ʩʦ-
ʦʙʱʝʥʠʷ. ʆʜʥʘʢʦ ʝʩʣʠ ʚ ʧʘʨʘʤʝʪʨʘʭ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʚ ʢʘʯʝʩʪʚʝ 
ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʘʤʠ ʙʫʜʝʪ ʚʳʙʨʘʥʦ reject, ʦʪʧʨʘʚʠʪʝʣʶ ʙʫʜʝʪ ʜʦʩʪʘʚ-
ʣʷʪʴʩʷ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ ʦʪʢʣʦʥʝʥʠʠ ʩʦʦʙʱʝʥʠʷ. ʊʝʢʩʪ ʫʚʝʜʦʤʣʝʥʠʷ ʟʘʜʘʝʪ-
ʩʷ ʧʘʨʘʤʝʪʨʦʤ RejectReply ʚ ʩʝʢʮʠʠ [kav4lms: groups. 
<ʠʤʷ_ʛʨʫʧʧʳ>.settings] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ. 

ʉʦʢʝʪʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʤʝʞʜʫ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʦʡ, ʬʠʣʴʪʨʦʤ ʠ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʦʡ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʥʘʟʥʘʯʘʶʪ-
ʩʷ ʧʦ ʩʣʝʜʫʶʱʠʤ ʧʨʘʚʠʣʘʤ: 

 inet :< port >@<ip _address > ï ʜʣʷ ʩʝʪʝʚʦʛʦ ʩʦʢʝʪʘ; 

 local :< socket _path > ï ʜʣʷ ʣʦʢʘʣʴʥʦʛʦ ʩʦʢʝʪʘ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʦʢʝʪʘ ʥʝʦʙʭʦʜʠʤʦ ʩʦʙʣʶʜʘʪʴ 2 ʧʨʘʚʠʣʘ: 

 ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʩʝʪʝʚʦʛʦ ʩʦʢʝʪʘ ʥʦʤʝʨ ʧʦʨʪʘ ʜʦʣʞʝʥ ʙʳʪʴ ʙʦʣʴ-
ʰʝ 1024; 

 ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʣʦʢʘʣʴʥʦʛʦ ʩʦʢʝʪʘ ʬʠʣʴʪʨ ʠ ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ 
ʧʨʠʣʦʞʝʥʠʷ ʜʦʣʞʥʳ ʠʤʝʪʴ ʧʨʘʚʘ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʫʢʘʟʘʥʥʦʤʫ ʩʦʢʝʪʫ. 
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4.1.  ȴəɞɑɏɜɌɢɔɫ ɝ ɛɚɣɞɚɎɚɕ 

ɝɔɝɞɑɘɚɕ Exim  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ Exim ʚ ɸʥʪʠʚʠʨʫʩʝ ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʜʚʘ 
ʤʝʪʦʜʘ: 

 post-queue ʠʥʪʝʛʨʘʮʠʷ ʤʝʪʦʜʦʤ ʠʟʤʝʥʝʥʠʷ ʤʘʨʰʨʫʪʦʚ: ʚʝʩʴ 
ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ, ʧʨʦʭʦʜʷʱʠʡ ʯʝʨʝʟ ʟʘʱʠʱʘʝʤʳʡ ʩʝʨʚʝʨ, ʧʝʨʝʜʘ-
ʝʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ ʧʦʩʣʝ ʨʘʟʤʝʱʝʥʠʷ ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ 
(post-queue ʬʠʣʪɹʨʘʮʠʷ); 

 pre-queue ʠʥʪʝʛʨʘʮʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʠʥʘʤʠʯʝʩʢʠ ʧʦʜʛʨʫ-
ʞʘʝʤʦʡ ʙʠʙʣʠʦʪʝʢʠ: ʩʦʦʙʱʝʥʠʷ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ ʜʦ ʨʘʟ-
ʤʝʱʝʥʠʷ ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ (pre-queue ʬʠʣʴʪʨʘʮʠʷ). 

4.1.1.  Post -queue ɔəɞɑɏɜɌɢɔɫ ɘɑɞɚɐɚɘ 

ɔɓɘɑəɑəɔɫ ɘɌɜɤɜɟɞɚɎ 

ʀʥʪʝʛʨʘʮʠʷ ʤʝʪʦʜʦʤ ʠʟʤʝʥʝʥʠʷ ʤʘʨʰʨʫʪʦʚ ʧʦʜʨʘʟʫʤʝʚʘʝʪ, ʯʪʦ ʩʦʦʙʱʝʥʠʷ 
ʥʘʧʨʘʚʣʷʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ ʦʪ ʚʩʝʭ ʧʦʯʪʦʚʳʭ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ. ɼʣʷ ʵʪʦʛʦ 
ʜʣʷ ʢʘʞʜʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ Exim ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ 
pass_router ʩʣʝʜʫʝʪ ʟʘʜʘʪʴ kav4lms_filter. 

ʇʨʠ post-queue ʠʥʪʝʛʨʘʮʠʠ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʡ ʥʘ ʧʨʦʚʝʨ-
ʢʫ ɸʥʪʠʚʠʨʫʩʫ ʠ ʚʦʟʚʨʘʱʝʥʠʷ ʠʭ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ ʥʝʦʙʭʦʜʠʤʦ ʩʦʙʣʶʜʝʥʠʝ 
ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

1. ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʙʳʪʴ ʥʘʩʪʨʦʝʥ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʩʦʦʙʱʝʥʠʡ ʦʪ ʧʦʯʪʦ-
ʚʦʡ ʩʠʩʪʝʤʳ. ʂʦʥʝʯʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʬʠʣʴʪʨ - ʧʦʯʪʦʚʘʷ ʩʠʩ-
ʪʝʤʘè ʷʚʣʷʝʪʩʷ ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ FilterSocket ʚ ʩʝʢʮʠʠ 
[kav4lms:filter.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠ-
ʣʦʞʝʥʠʷ. 

2. ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʧʝʨʝʜʘʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʮʝʥʪʨʘʣʴʥʦʡ 
ʩʣʫʞʙʝ ʧʨʠʣʦʞʝʥʠʷ. ʂʦʥʝʯʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʬʠʣʴʪʨ - 
ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘè ʷʚʣʷʝʪʩʷ ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ 
ServiceSocket ʚ ʩʝʢʮʠʠ [kav4lms:server.settings] ʛʣʘʚʥʦʛʦ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ filter-ʠʥʪʝʛʨʘʮʠʠ ʩ Exim (ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʬʠʣʴʪʨʘ) 
ʧʘʨʘʤʝʪʨʳ FilterSocket, ServiceSocket ʠ ForwardSocket ʜʦʣʞʥʳ 
ʫʢʘʟʳʚʘʪʴ ʥʘ ʩʝʪʝʚʦʡ ʩʦʢʝʪ. 
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3. ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʚʦʟʚʨʘʱʘʪʴ ʩʦʦʙʱʝʥʠʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ. ʂʦʥʝʯ-
ʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʧʨʠʣʦʞʝʥʠʝ ï ʧʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘè ʷʚʣʷʝʪʩʷ 
ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ ForwardSocket ʚ ʩʝʢʮʠʠ 
[kav4lms:filter.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠ-
ʣʦʞʝʥʠʷ. 

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ Exim ʧʨʠ ʧʦʤʦʱʠ ʩʢʨʠʧʪʘ ʥʘ-
ʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ: 

ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ: 

# /opt/kaspe rsky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter=exim  

# / var/db /kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter=exim  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʩ Exim ʚʨʫʯʥʫʶ: 

1. ʉʜʝʣʘʡʪʝ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ Exim. 

2. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʩʝʢʮʠʶ main configuration settings 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ Exim: 

#kav4lms - filter - begin - 1 

local_interfaces=0.0.0.0.25:<forward_socket_ip>. \  

<forward_socket_port_number>  

#kav4lms - filter - end- 1 

ʛʜʝ <forward _socket _ip >.< forward _socket _port _number > ï 

IP-ʘʜʨʝʩ ʠ ʥʦʤʝʨ ʧʦʨʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʧʦʯʪʘ ʥʘʧʨʘʚʣʷʝʪʩʷ ʧʦʩʣʝ ʧʨʦ-
ʚʝʨʢʠ.  

3. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʩʝʢʮʠʶ routers ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 
ʬʘʡʣʘ Exim: 

#kav4lms - filter - begin - 2 

kav4lms_dnslookup:  

  driver = dnslookup  

  domains = ! +local_domains  

  ignore_target_hosts = 0.0.0. 0 : 127.0.0.0/8  

  verify_only  

  pass_router = kav4lms_filter  

  no_more  

 

kav4lms_system_aliases:  

  driver = redirect  
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  allow_fail  

  allow_defer  

  data = ${lookup{$local_part}lsearch{/etc/aliases}}  

  verify_only  

  pass_router = kav4lms_filter  

 

kav4lms_localu ser:  

  driver = accept  

  check_local_user  

  verify_only  

  pass_router = kav4lms_filter  

 

failed_address_router:  

  driver = redirect  

  verify_only  

  condition = "{0}"  

  allow_fail  

  data = :fail: Failed to deliver to address  

  no_more  

 

kav4lms_filter:  

  driv er = manualroute  

  condition = "${if or {{eq {$interface_port} \  

{<forward_socket_port_number>}} \  

      {eq {$received_protocol}{spam - scanned}} \  

      }{0}{1}}"  

  transport = kav4lms_filter  

  route_list = "* localhost byname"  

  self = send  

#kav4lms - filter - end- 2 

ʛʜʝ <forward _socket _port _number > ï ʥʦʤʝʨ ʧʦʨʪʘ ʩʦʢʝʪʘ, ʥʘ 

ʢʦʪʦʨʳʡ ʧʝʨʝʜʘʝʪʩʷ ʧʦʯʪʘ ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ. 

4. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʩʝʢʮʠʶ transports ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʦʛʦ ʬʘʡʣʘ Exim: 

#kav4lms - filter - begin - 3 

kav4lms_filter:  
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  driver = smtp  

  port = <filter_socket_p ort_number>  

  delay_after_cutoff = false  

  allow_localhost  

#kav4lms - filter - end- 3 

ʛʜʝ <filter_socket_port_number>  - ʥʦʤʝʨ ʧʦʨʪʘ ʜʣʷ ʩʚʷʟʠ ʩ 

ʬʠʣʴʪʨʦʤ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ. 

5. ʇʨʠʩʚʦʡʪʝ ʧʘʨʘʤʝʪʨʫ ForwardSocket ʠʟ ʩʝʢʮʠʠ 
[kav4lms:filter.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
ʧʨʠʣʦʞʝʥʠʷ ʟʥʘʯʝʥʠʝ  

<forward_socket_ip>.<forward_socket_port_number>  ʠʟ 
ʧʫʥʢʪʘ 2. 

6. ʆʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

7. ɼʦʙʘʚʴʪʝ ʚ ʩʝʢʮʠʶ [1043] ʬʘʡʣʘ 
/var/opt/kaspersky/applications.setup (ʜʣʷ Linux) 
/var/db/kaspersky/applications.setup (ʜʣʷ FreeBSD) 
ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

ʜʣʷ Linux: 

FILTER_SERVICE=/opt/kaspersky/kav4lms/sbin/kav4lms - \  

filter  

 

ʜʣʷ FreeBSD: 

FILTER_SERVICE=/ usr/local/sbin/kav4lms - filter  

 

8. ɿʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

9. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/exim restart  

4.1.2.  Pr e-queue ɔəɞɑɏɜɌɢɔɫ ɝ 

ɔɝɛɚɗɨɓɚɎɌəɔɑɘ ɐɔəɌɘɔɣɑɝɖɔ 

ɛɚɐɏɜɟɒɌɑɘɚɕ ɍɔɍɗɔɚɞɑɖɔ 

ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʧʝʨʝʜʘʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʝ 
ʧʨʠʣʦʞʝʥʠʷ. ʂʦʥʝʯʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʬʠʣʴʪʨ - ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘè 
ʷʚʣʷʝʪʩʷ ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ ServiceSocket ʚ ʩʝʢʮʠʠ 
[kav4lms:server.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ. 
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ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ Exim ʧʨʠ ʧʦʤʦʱʠ ʩʢʨʠʧʪʘ ʥʘ-
ʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ: 

ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ: 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh -- \ 
install - filter=exim - dlfunc  

ʜʣʷ FreeBSD: 

# / var/db /kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter=exim - dlfunc  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ Exim ʚʨʫʯʥʫʶ: 

1. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ Exim ʧʦʜʜʝʨʞʠʚʘʝʪ ʬʫʥʢʮʠʶ ʢʦʥ-
ʪʝʥʪʥʦʡ ʬʠʣʴʪʨʘʮʠʠ dlfunc. ɼʣʷ ʵʪʦʛʦ ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ: 

exim  - bV 

ʇʦʣʦʞʠʪʝʣʴʥʳʤ ʦʪʚʝʪʦʤ ʙʫʜʝʪ ʨʝʟʫʣʴʪʘʪ: 

Expand_dlf unc  

2. ʉʜʝʣʘʡʪʝ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ Exim. 

3. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʩʝʢʮʠʶ main configuration settings 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ Exim: 

#kav4lms - filter - begin  

acl_smtp _data = acl_check_data  

#kav4lms - filter - end 

4. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʩʝʢʮʠʶ ACL ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 
ʬʘʡʣʘ Exim: 

acl_check_data:  

#kav4lms - dlfunc - begin  

warn set acl_m0 = \  

${dlfunc{/usr/local/lib/kaspersky/kav4lms/libkavexim. \  

so}{kav}{<socket>}{/var/tmp//. kav4lms - exim}}  

accept condition = ${if match{$acl_m0}{ \ N^kav 4lms : \  

continue \ N}{yes}{no}}  

logwr ite = kav4lms returned continue  

deny condition = ${if match{$acl_m0}{ \ N^kav 4lms : \  

reject.* \ N}{yes}{no}}  

logwrite = kav4lms returned reject  

message = Kaspersky An ti - Virus rejected the mail  

discard condition = ${if match{$acl_m0} \  

{ \ N^kav 4lms : drop.* \ N}{yes}{no}}  
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logwrite = kav4lms returned drop  

message = Kaspersky Anti - Virus dropped the mail  

defer condition = ${if match{$acl_m0} \  

{ \ N^kav 4lms : temporary fai l ure.* \ N} {yes}{no}}  

logwrite = kav4lms returned temporary failure  

message = Kaspersky Anti - Virus returned \  

temp orary failure  

#kav4lms - dlfunc - end 

ʛʜʝ <socket>  - ʩʦʢʝʪ ʩʚʷʟʠ ʬʠʣʴʪʨʘ ʠ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʳ ɸʥʪʠ-

ʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ FilterSocket ʚ ʩʝʢʮʠʠ 
[kav4lms:filter.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ɸʥʪʠ-
ʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ. 

5. ʆʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

6. ɼʦʙʘʚʴʪʝ ʚ ʩʝʢʮʠʶ [1043] ʬʘʡʣʘ 
/var/opt/kaspersky/applications.setup (ʜʣʷ Linux) 
/var/db/kaspersky/applications.setup (ʜʣʷ FreeBSD) 
ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

ʜʣʷ Linux: 

FILTER_SERVICE=/opt/kaspersky/kav4lms/lib/ libkavexim \  

.so  

 

ʜʣʷ FreeBSD: 

FILTER_SERVICE=/ usr/local / lib/ kaspersky / kav4lms/ \  

li bkavexim.so  

 

7. ɿʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

8. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/exim restart  

 

4.2.  ȴəɞɑɏɜɌɢɔɫ ɝ ɛɚɣɞɚɎɚɕ 

ɝɔɝɞɑɘɚɕ Postfix  

ɸʥʪʠʚʠʨʫʩ ʠʥʪʝʛʨʠʨʫʝʪʩʷ ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ Postfix ʚ ʢʘʯʝʩʪʚʝ 
ʢʦʥʪʝʥʪʥʦʛʦ ʬʠʣʴʪʨʘ ʧʨʠ ʵʪʦʤ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ post-queue ʠʥʪʝʛʨʘʮʠʷ. 
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ɼʣʷ ʢʦʨʨʝʢʪʥʦʡ ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʡ ʥʘ ʧʨʦʚʝʨʢʫ ɸʥʪʠʚʠʨʫʩʫ ʠ ʚʦʟʚʨʘʱʝ-
ʥʠʷ ʠʭ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ ʥʝʦʙʭʦʜʠʤʦ ʩʦʙʣʶʜʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

1. ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʙʳʪʴ ʥʘʩʪʨʦʝʥ ʜʣʷ ʧʝʨʝʭʚʘʪʘ ʩʦʦʙʱʝʥʠʡ ʦʪ ʧʦʯʪʦ-
ʚʦʡ ʩʠʩʪʝʤʳ. ʂʦʥʝʯʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʬʠʣʴʪʨ - ʧʦʯʪʦʚʘʷ ʩʠʩ-
ʪʝʤʘè ʷʚʣʷʝʪʩʷ ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ FilterSocket ʚ ʩʝʢʮʠʠ 
[kav4lms:filter.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠ-
ʣʦʞʝʥʠʷ. 

2. ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʧʝʨʝʜʘʚʘʪʴ ʩʦʦʙʱʝʥʠʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʮʝʥʪʨʘʣʴʥʦʡ 
ʩʣʫʞʙʝ ʧʨʠʣʦʞʝʥʠʷ. ʂʦʥʝʯʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʬʠʣʴʪʨ - 
ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘè ʷʚʣʷʝʪʩʷ ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ 
ServiceSocket ʚ ʩʝʢʮʠʠ [kav4lms:server.settings] ʛʣʘʚʥʦʛʦ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʠʥʪʝʛʨʘʮʠʠ ʩ Postfix ʧʘʨʘʤʝʪʨʳ FilterSocket, ServiceSocket ʠ 
ForwardSocket ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ ʢʘʢ ʥʘ ʩʝʪʝʚʦʡ, ʪʘʢ ʠ ʥʘ ʣʦʢʘʣʴʥʳʡ 
ʩʦʢʝʪ. 

3. ʌʠʣʴʪʨ ʜʦʣʞʝʥ ʚʦʟʚʨʘʱʘʪʴ ʩʦʦʙʱʝʥʠʷ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʝ. 
ʂʦʥʝʯʥʦʡ ʪʦʯʢʦʡ ʩʦʝʜʠʥʝʥʠʷ çʧʨʠʣʦʞʝʥʠʝ ï ʧʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘè 
ʷʚʣʷʝʪʩʷ ʩʦʢʝʪ, ʟʘʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨʦʤ ForwardSocket ʚ ʩʝʢʮʠʠ 
[kav4lms:filter.settings] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
ʧʨʠʣʦʞʝʥʠʷ. 

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ Postfix: ʧʨʠ ʧʦʤʦʱʠ ʩʢʨʠʧʪʘ 
ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ: 

ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ: 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter=postfix  

ʜʣʷ FreeBSD: 

# / var/db /kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter=postfix  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʩ Postfix ʚʨʫʯʥʫʶ: 

1. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʬʘʡʣ master.cf: 

#kav4lms - filter - begin  

kav4lms_filter       unix    -        -        n\  

        -       10      smtp  

    - o smtp_send_xforward_command=yes  
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<forward_socket_ip_address>:<forward_socket_port> \  

        inet    n       -        n       -        10\  

      smtpd  

    - o content_filter=  

    - o receive_override_options= \  

no_unknown_recipient_checks,no_header_body_checks, \  

no_address_mappings  

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ Postfix 2.3 ʠʣʠ ʚʳʰʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʦʢʘʣʴ-
ʥʳʡ ʩʦʢʝʪ, ʜʦʙʘʚʴʪʝ ʧʘʨʘʤʝʪʨ çno_miltersè ʚ ʩʪʨʦʢʫ ʚʳʰʝ, ʪʦ 
ʝʩʪʴ: 

- o r eceive_override_options= \ 

no_unknown_recipient_checks,no_header_body_checks, \ 
no_address_mappings,no_milters  

    - o smtpd_helo_restrictions=  

    - o smtpd_client_restrictions=  

    - o smtpd_sender_restrictions = 

    - o smtpd_recipient_restrictions= \  

permit_mynetworks,reject  

    - o mynetworks=127.0.0.0/8,[::1]/128  

    - o smtpd_authorized_xforward_hosts= \  

127.0.0.0/8,[::1]/128  

#kav4lms - filter - end 

ʛʜʝ <forward_socket_ip_address>:<forward_socket_port>  

ï IP-ʘʜʨʝʩ ʠ ʥʦʤʝʨ ʧʦʨʪʘ ʩʦʢʝʪʘ, ʥʘ ʢʦʪʦʨʳʡ ʧʝʨʝʜʘʝʪʩʷ ʧʦʯʪʘ ʧʦ-
ʩʣʝ ʧʨʦʚʝʨʢʠ. 

2. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʬʘʡʣ main.cf: 

#kav4lms - filter - begin  

content_filter = \  

kav4lms_filter:<filter_socket_ip_address>: \  

<filter_socket_port>  

#kav4lms - filter - end 

ʛʜʝ <filter_socket_ip_add ress>:<filter_socket_port>  ï 

IP-ʘʜʨʝʩ ʠ ʥʦʤʝʨ ʧʦʨʪʘ ʩʦʢʝʪʘ, ʢʦʪʦʨʳʡ ʩʣʫʞʠʪ ʜʣʷ ʩʚʷʟʠ ʬʠʣʴʪʨʘ 
ʩ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʦʡ.  

3. ʆʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

4. ɼʦʙʘʚʴʪʝ ʚ ʩʝʢʮʠʶ [1043] ʬʘʡʣʘ 
/var/opt/kaspersky/applications.setup (ʜʣʷ Linux) 
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/var/db/kaspersky/applications.setup (ʜʣʷ FreeBSD) 
ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

ʜʣʷ Linux: 

FILTER_SERVICE=/opt/kaspersky/kav4lms/sbin/kav4lms - \  

filter  

 

ʜʣʷ FreeBSD: 

FILTER_SERVICE=/ usr/local/sbin/kav4lms - filter  

 

5. ɿʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

6. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/po stfix restart  

 

4.3.  ȴəɞɑɏɜɌɢɔɫ ɝ ɛɚɣɞɚɎɚɕ 

ɝɔɝɞɑɘɚɕ qmail  

ʇʦʯʪʦʚʘʷ ʩʠʩʪʝʤʘ ʥʘ ʦʩʥʦʚʝ qmail ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʨʝʜʩʪʚ ʜʣʷ ʠʥʪʝʛʨʘ-
ʮʠʠ ʨʘʩʰʠʨʝʥʠʡ. ʇʨʦʮʝʩʩ ʠʥʪʝʛʨʘʮʠʠ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʟʘʤʝʥʝ ʦʨʠʛʠʥʘʣʴʥʦʛʦ 
ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ qmail-queue ʬʘʡʣʦʤ 
/opt/kaspersky/kav4lms/lib/bin/kav4lms-qmail 
(/usr/local/libexec/kaspersky/kav4lms/kav4lms-qmail ʜʣʷ FreeBSD), ʚʭʦʜʷʱʠʤ 
ʚ ʧʦʩʪʘʚʢʫ ʧʨʠʣʦʞʝʥʠʷ. ɼʘʥʥʳʡ ʬʘʡʣ ʦʙʝʩʧʝʯʠʚʘʝʪ ʬʠʣʴʪʨʘʮʠʶ ʩʦʦʙʱʝ-
ʥʠʡ ʠ ʧʝʨʝʜʘʝʪ ʧʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʦʨʠʛʠʥʘʣʴʥʦʤʫ ʬʘʡʣʫ qmail-queue ʜʣʷ 
ʜʘʣɹʥʝʡʰʝʡ ʜʦʩʪʘʚʢʠ. ʉʦʦʙʱʝʥʠʷ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ ʜʦ ʨʘʟʤʝʱʝʥʠʷ 
ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ (pre-queue ʬʠʣʴʪʨʘʮʠʷ). 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʠʥʪʝʛʨʘʮʠʠ ʩ qmail ʧʘʨʘʤʝʪʨ ServiceSocket ʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʢʘʢ ʥʘ 
ʩʝʪʝʚʦʡ, ʪʘʢ ʠ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʦʢʝʪ. 

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ qmail ʧʨʠ ʧʦʤʦʱʠ ʩʢʨʠʧʪʘ 
ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ: 

ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ: 

# / opt / kaspersky / kav 4lms / bin / kav 4lms - setup . sh  -- \  

install - filte r =qmail  

ʜʣʷ FreeBSD: 
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# / var/db /kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter =qmail  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʩ qmail ʚʨʫʯʥʫʶ: 

1. ʇʝʨʝʠʤʝʥʫʡʪʝ ʬʘʡʣ qmail-queue, ʥʘʭʦʜʷʱʠʡʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ 
/var/qmail/bin, ʚ qmail-queue-real. 

2. ʉʢʦʧʠʨʫʡʪʝ ʬʘʡʣ /opt/kaspersky/kav4lms/lib/bin/kav4lms-qmail 
(/usr/local/libexec/kaspersky/kav4lms/kav4lms-qmail ʜʣʷ FreeBSD) ʚ 
ʜʠʨʝʢʪʦʨʠʶ /var/qmail/bin ʠ ʧʝʨʝʠʤʝʥʫʡʪʝ ʝʛʦ ʚ qmail-queue. 

3. ʋʩʪʘʥʦʚʠʪʝ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʬʘʡʣʦʚ qmail-queue ʠ 
qmail-queue-real: 

- rws -- x-- x 1 qmailq qmail  

4. ʀʟʤʝʥʠʪʝ ʚʣʘʜʝʣʴʮʘ ʠ ʛʨʫʧʧʫ ʥʘ qmailq : qmail  ʜʣʷ ʩʣʝʜʫʶʱʠʭ 

ʜʠʨʝʢʪʦʨʠʡ ʠ ʠʭ ʩʦʜʝʨʞʠʤʦʛʦ:  

 ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux: 

o /etc/opt/kaspersky/kav4lms,  

o /var/opt/kaspersky/kav4lms,  

o /opt/kaspersky/kav4lms  

o /var/log/kaspersky/kav4lms,  

 ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ FreeBSD: 

o /usr/local/etc/kaspersky/kav4lms,  

o /var/db/kaspersky/kav4lms,  

o /usr/local/libexec/kaspersky/kav4lms,  

o /var/log/kaspersky/kav4lms. 

ʋʩʪʘʥʦʚʠʪʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ RunAsUser ʠ RunAsGroup ʚ 
ʩʝʢʮʠʠ [kav4lms:filter.settings] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
kav4lms.conf ʚ qmailq ʠ qmail ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. ɽʩʣʠ ʮʝʥʪʨʘʣʴʥʘʷ 
ʩʣʫʞʙʘ ʧʨʠʣʦʞʝʥʠʷ ʨʘʙʦʪʘʝʪ ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ ʬʠʣʴʪʨʦʤ, 
ʧʦʚʪʦʨʠʪʝ ʫʢʘʟʘʥʥʫʶ ʚʳʰʝ ʧʨʦʮʝʜʫʨʫ ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ 
RunAsUser/RunAsGroup ʚ ʩʝʢʮʠʠ [kav4lms:server.settings] ʬʘʡʣʘ 
kav4lms.conf. 

5. ʆʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ kav4lms-qmail. 

6. ɼʦʙʘʚʴʪʝ ʚ ʩʝʢʮʠʶ [1043] ʬʘʡʣʘ 
/var/opt/kaspersky/applications.setup (ʜʣʷ Linux) 
/var/db/kaspersky/applications.setup (ʜʣʷ FreeBSD) 
ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 
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ʜʣʷ Linux: 

FILTER_SERVICE=/opt/kaspersky/kav4lms/lib/bin \  

/kav4lms - qmail  

 

ʜʣʷ FreeBSD: 

FILTER_SERVICE=/usr/local/libexec/kaspersky/kav4lms \  

/kav4lms - qmail  

 

7. ɿʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ kav4lms-qmail. 

8. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/qmail restart  

4.4.  ȴəɞɑɏɜɌɢɔɫ ɝ ɛɚɣɞɚɎɚɕ 

ɝɔɝɞɑɘɚɕ Sendmail  

Sendmail ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʨʦʛʨʘʤʤʥʳʡ ʠʥʪʝʨʬʝʡʩ Milter ʜʣʷ ʠʥʪʝʛʨʘʮʠʠ ʩ 
ʬʠʣʴʪʨʘʤʠ ʩʪʦʨʦʥʥʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ. ʇʦʯʪʦʚʳʡ ʪʨʘʬʠʢ ʧʝʨʝʜʘʝʪʩʷ ʦʪ 
Sendmail ɸʥʪʠʚʠʨʫʩʫ ʠ ʦʙʨʘʪʥʦ ʩ ʧʦʤʦʱʴʶ ʚʳʟʦʚʦʚ ʬʫʥʢʮʠʡ Milter. ʉʦʦʙ-
ʱʝʥʠʷ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ ʜʦ ʨʘʟʤʝʱʝʥʠʷ ʚ ʦʯʝʨʝʜʠ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝ-
ʤʳ (pre-queue ʠʥʪʝʛʨʘʮʠʷ). 

ʂʘʢ ʧʨʘʚʠʣʦ, ʧʨʠ ʠʥʪʝʛʨʘʮʠʠ ʩ Sendmail ʠʟʤʝʥʝʥʠʷ ʚʥʦʩʷʪʩʷ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ ʬʦʨʤʘʪʘ mc, ʬʘʡʣ cf 
ʠʟʤʝʥʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɽʩʣʠ ʪʘʢʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ, 
ʧʦʩʣʝ ʠʟʤʝʥʝʥʠʷ mc-ʬʘʡʣʘ ʩʣʝʜʫʝʪ ʚʥʝʩʪʠ ʠʟʤʝʥʝʥʠʷ ʚ cf-ʬʘʡʣ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʚʳ ʚʥʝʩʝʪʝ ʠʟʤʝʥʝʥʠʷ ʪʦʣʴʢʦ ʚ cfïʬʘʡʣ, ʧʨʠ ʩʣʝʜʫʶʱʝʤ ʟʘʧʫʩʢʝ ʛʝ-
ʥʝʨʘʮʠʠ cf-ʬʘʡʣʘ ʠʟ mc ʚʩʝ ʠʟʤʝʥʝʥʠʷ ʙʫʜʫʪ ʫʪʝʨʷʥʳ. 

 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠ ʠʥʪʝʛʨʘʮʠʠ ʩ Sendmail ʧʘʨʘʤʝʪʨʳ FilterSocket ʠ ServiceSocket ʤʦʛʫʪ 
ʫʢʘʟʳʚʘʪʴ ʢʘʢ ʥʘ ʩʝʪʝʚʦʡ, ʪʘʢ ʠ ʥʘ ʣʦʢʘʣʴʥʳʡ ʩʦʢʝʪ. 
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4.4.1.  ȴəɞɑɏɜɌɢɔɫ ɝ ɛɚɘɚɥɨɪ ɠɌɕɗɌ .cf  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʩ Sendmail ʧʨʠ ʧʦʤʦʱʠ ʩʢʨʠʧʪʘ 
ʥʘʩʪʨʦʡʢʠ ʧʨʠʣʦʞʝʥʠʷ: 

ʟʘʧʫʩʪʠʪʝ ʢʦʤʘʥʜʫ: 

# /opt/kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filte r=sendmail - milter  

ʜʣʷ FreeBSD: 

# / var/db /kaspersky/kav4lms/bin/kav4lms - setup.sh -- \  

install - filter =sendmail - milter  

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʩ Sendmail ʚʨʫʯʥʫʶ: 

1. ʉʦʟʜʘʡʪʝ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʬʘʡʣʘ sendmail.cf. 

2. ɼʦʙʘʚʴʪʝ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ ʚ ʬʘʡʣ sendmail.cf: 

#kav4lms - milter - begin - filter  

O InputMailFilters=kav4lms_filter  

O Milter.macros.connect=j, _, {daemon_name}, \  

{if_name}, {if_addr}  

O Milter.macros.helo={tls_version}, {cipher}, \  

{cipher_bits}, {ce rt_subject}, {cert_issuer}  

O Milter.macros.envfrom=i, {auth_type}, \  

{auth_authen}, {auth_ssf}, {auth_author}, \  

{mail_mailer}, {mail_host}, {mail_addr}  

O Milter.macros.envrcpt={rcpt_mailer}, {rcpt_host}, \  

{rcpt_addr}  

#kav4lms - milter - end- filter  

3. ɼʦʙʘʚʴʪʝ ʚ ʬʘʡʣ sendmail.cf ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ: 

ʘ) ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʝʪʝʚʦʛʦ ʩʦʢʝʪʘ: 

#kav4lms - milter - begin - socket  

Xkav4lms_filter, 

S=inet:<filter_port>@<filter_address>,F=T, \  

T=S:3m;R:5m;E:10m  

#kav4lms - milter - end- socket  

ʛʜʝ <filter_port>  ï ʥʦʤʝʨ ʧʦʨʪʘ ʩʝʪʝʚʦʛʦ ʩʦʢʝʪʘ, ʩʦʝʜʠ-

ʥʷʶʱʝʛʦ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ ʩ ʬʠʣʴʪʨʦʤ, <filter_address>  ï 

IP-ʘʜʨʝʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʟʘʧʫʱʝʥ ʬʠʣʴʪʨ. 

ʙ) ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʣʦʢʘʣʴʥʦʛʦ ʩʦʢʝʪʘ: 
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#kav4lms - milter - begin - socket  

Xkav4lms_filter, 

S=unix:<filter_socket_file_path>,F=T,T=S:3m; \  

R:5m;E:10m  

#kav4lms - milter - end- socket  

ʛʜʝ <socket_file_path>  ï ʧʫʪʴ ʢ ʣʦʢʘʣʴʥʦʤʫ ʩʦʢʝʪʫ. 

4. ʆʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ kav4lms-milter. 

5. ɼʦʙʘʚʴʪʝ ʚ ʩʝʢʮʠʶ [1043] ʬʘʡʣʘ 
/var/opt/kaspersky/applications.setup (ʜʣʷ Linux) 
/var/db/kaspersky/applications.setup (ʜʣʷ FreeBSD) 
ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

ʜʣ̫ Linux: 

FILTER_SERVICE=/opt/kaspersky/kav4lms/sbin/kav4lms - \  

milter  

 

ʜʣʷ FreeBSD: 

FILTER_SERVICE=/ usr/local/sbin/kav4lms - milter  

 

6. ɿʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ kav4lms-milter. 

7. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/sendmail restart  

4.4.2.  ȴəɞɑɏɜɌɢɔɫ ɝ ɛɚɘɚɥɨɪ ɠɌɕɗɌ .mc   

ɼʣʷ ʠʥʪʝʛʨʘʮʠʠ ʧʨʠʣʦʞʝʥʠʷ ʩ Sendmail ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ .mc: 

1. ʉʦʟʜʘʡʪʝ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʬʘʡʣʘ .mc. 

2. ɼʦʙʘʚʴʪʝ ʚ ʬʘʡʣ .mc ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ: 

dnl kav4lms - milter - begin dnl  

define(`_FFR_MILTER', `true')dnl  

INPUT_MAIL_FILTER(`kav4lms_filter', \  

`S=inet:10025@127.0.0.1 ,F=T,T=S:3m;R:5m;E:10m')dnl  

dnl kav4lms - milter - end dnl  

3. ʉʢʦʤʧʠʣʠʨʫʡʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ .cf ʩʦʛʣʘʩʥʦ ʥʘʩʪʨʦʡʢʘʤ 
ʚʘʰʝʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

4. ʆʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 
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5. ɼʦʙʘʚʴʪʝ ʚ ʩʝʢʮʠʶ [1043] ʬʘʡʣʘ 
/var/opt/kaspersky/applications.setup (ʜʣʷ Linux) 
/var/db/kaspersky/applications.setup (ʜʣʷ FreeBSD) 
ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

ʜʣʷ Linux: 

FILTER_SERVICE=/opt/kaspersky/kav4lms/sbin/kav4lms - \  

milter  

ʜʣʷ FreeBSD: 

FILTER_SERVICE=/ usr/local/sbin/kav4lms - milter  

6. ɿʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ kav4lms-filter. 

7. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʧʦʯʪʦʚʫʶ ʩʠʩʪʝʤʫ: 

# /etc/init.d/sendmail restart  



 

ȯȷȬȮȬ 5. ȬȹȾȴȮȴȼȿȽȹȬɋ 

ȳȬɅȴȾȬ ȻȺɃȾɇ 

5.1.  ɀɚɜɘɔɜɚɎɌəɔɑ ɏɜɟɛɛ 

ɻʨʫʧʧʘ ï ʟʘʜʘʥʥʳʝ ʤʥʦʞʝʩʪʚʘ ʘʜʨʝʩʦʚ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘʪʝʣʝʡ, ʧʦʯʪʦ-
ʚʳʝ ʩʦʦʙʱʝʥʠʷ ʢʦʪʦʨʳʭ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʩ ʦʜʠʥʘʢʦʚʳʤʠ ʟʥʘʯʝʥʠʷʤʠ ʧʘʨʘ-
ʤʝʪʨʦʚ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ. 

ɼʣ ̫ʢʘʞʜʦʡ ʛʨʫʧʧʳ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʩʦʙʩʪʚʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦ-
ʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ, ʦʧʨʝʜʝʣʷʶʱʠʝ, ʥʘʧʨʠʤʝʨ: 

 ʩʧʦʩʦʙ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʧ. 5.2 ʥʘ ʩʪʨ. 47); 

 ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʧ. 5.3 ʥʘ ʩʪʨ. 48); 

 ʜʝʡʩʪʚʠʷ ʥʘʜ ʩʦʦʙʱʝʥʠʷʤʠ ʠ ʦʙʲʝʢʪʘʤʠ ʩʦʦʙʱʝʥʠʡ (ʩʤ. ʧ. 5.4 ʥʘ 
ʩʪʨ. 51); 

 ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʩʦʦʙʱʝʥʠʡ ʧʝʨʝʜ ʦʙʨʘʙʦʪʢʦʡ (ʩʤ. ʧ. 5.6 ʥʘ 
ʩʪʨ. 56); 

 ʫʚʝʜʦʤʣʝʥʠʷ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʦʙʲʝʢʪʘʭ (ʩʤ. ʧ. 5.7 ʥʘ ʩʪʨ. 57). 

ʇʘʨʘʤʝʪʨʳ ʢʘʞʜʦʡ ʛʨʫʧʧʳ ʭʨʘʥʷʪʩʷ ʚ ʦʪʜʝʣʴʥʦʤ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 
(ʩʤ. ʧ. A.2 ʥʘ ʩʪʨ. 135). ɺʩʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʛʨʫʧʧ ʜʦʣʞʥʳ ʙʳʪʴ 
ʧʨʦʧʠʩʘʥʳ ʚ ʩʝʢʮʠʠ [kav4lms:groups] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 

ʧʨʠʣʦʞʝʥʠʷ kav4lms.conf ʩ ʧʦʤʦʱʴʶ ʜʠʨʝʢʪʠʚʳ _include . ɼʘʥʥʘʷ ʜʠʨʝʢ-
ʪʠʚʘ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʦʜʢʣʶʯʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʫʢʘʟʘʥʠʷ ʠʤʝʥʠ ʢʦʥʬʠʛʫʨʘʮʠ-
ʦʥʥʦʛʦ ʬʘʡʣʘ ʠʣʠ ʠʤʝʥʠ ʜʠʨʝʢʪʦʨʠʠ, ʭʨʘʥʷʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ 
ʛʨʫʧʧ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʛʨʫʧʧ ʜʦʣʞʥʳ ʨʘʟʤʝʱʘʪʴʩʷ ʚ ʜʠ-
ʨʝʢʪʦʨʠʠ /etc/opt/kaspersky/kav4lms/groups.d/. 

ɺ ʩʦʩʪʘʚ ʜʠʩʪʨʠʙʫʪʠʚʘ ʧʨʠʣʦʞʝʥʠʷ ʚʢʣʶʯʝʥ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʛʨʫʧ-
ʧʳ Default ï default.conf. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʠʣʦʞʝʥʠʷ ʦʥ ʨʘʟʤʝʱʘʝʪʩʷ ʚ 
ʜʠʨʝʢʪʦʨʠʠ /etc/opt/kaspersky/kav4lms/groups.d/. ɿʥʘʯʝʥʠʷ, ʟʘʜʘʥʥʳʝ ʚ ʵʪʦʤ 
ʬʘʡʣʝ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʝʩʣʠ 
ʦʥʠ ʥʝ ʦʧʨʝʜʝʣʝʥʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ. ʉ ʧʘʨʘʤʝʪʨʘʤʠ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ Default ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʩʦʦʙʱʝʥʠʷ, ʝʩ-
ʣʠ ʥʠ ʦʜʥʦʡ ʛʨʫʧʧʳ ʥʝ ʩʬʦʨʤʠʨʦʚʘʥʦ. 
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ɸʥʪʠʚʠʨʫʩ ʧʨʦʚʝʨʷʝʪ ʩʦʦʙʱʝʥʠʝ ʩʦʛʣʘʩʥʦ ʧʘʨʘʤʝʪʨʘʤ ʪʦʡ ʛʨʫʧʧʳ, ʚ ʢʦʪʦ-
ʨʦʡ ʦʙʥʘʨʫʞʝʥʳ ʝʛʦ ʦʪʧʨʘʚʠʪʝʣʴ ʠʣʠ ʧʦʣʫʯʘʪʝʣʴ (ʠʟ ʢʦʤʘʥʜ MAIL FROM ʠ 
RCPT TO). ɽʩʣʠ ʦʪʧʨʘʚʠʪʝʣʴ ʠ ʚʩʝ ʧʦʣʫʯʘʪʝʣʠ ʧʨʠʥʘʜʣʝʞʘʪ ʢ ʨʘʟʥʳʤ ʛʨʫʧ-
ʧʘʤ, ʪʦ ʚʳʙʠʨʘʝʪʩʷ ʛʨʫʧʧʘ ʩ ʥʘʠʙʦʣʴʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. ɽʩʣʠ ʛʨʫʧʧʳ ʥʝ 
ʦʙʥʘʨʫʞʝʥʦ, ʩʦʦʙʱʝʥʠʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ, 
ʟʘʜʘʥʥʳʤʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ Default, ʦʥʘ ʠʤʝʝʪ ʥʘʠ-
ʤʝʥʴʰʠʡ ʧʨʠʦʨʠʪʝʪ ʨʘʚʥʳʡ 0. ɺ ʩʚʷʟʠ ʩ ʵʪʠʤ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʜʣʷ ʛʨʫʧʧ ʩ 
ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʧʨʠʦʨʠʪʝʪʦʤ ʟʘʜʘʚʘʪʴ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ. 

ʇʨʠʦʨʠʪʝʪ ʷʚʣʷʝʪʩʷ ʫʥʠʢʘʣʴʥʳʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʛʨʫʧʧʳ. ʆʥ ʟʘʜʘʝʪʩʷ 
ʧʘʨʘʤʝʪʨʦʤ Priority ʚ ʩʝʢʮʠʠ [kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.definition] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ. 

ʆʪʧʨʘʚʠʪʝʣʠ ʠ ʧʦʣʫʯʘʪʝʣʠ ʟʘʜʘʶʪʩʷ ʧʘʨʘʤʝʪʨʘʤʠ Senders ʠ Recipients ʚ 
ʩʝʢʮʠʠ [kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.definition] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 
ʬʘʡʣʘ ʛʨʫʧʧʳ. 

ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʛʨʫʧʧʫ, 

1. ʉʦʟʜʘʡʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʛʨʫʧʧʳ ʚ ʜʠʨʝʢʪʦʨʠʠ, ʟʘʜʘʥʥʦʡ 
ʚ ʩʝʢʮʠʠ [kav4lms:groups] ʛʣʘʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
ʧʨʠʣʦʞʝʥʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ, ʵʪʦ ʜʠʨʝʢʪʦʨʠʷ 
/etc/opt/kaspersky/kav4lms/groups.d/ 

ʇʨʠʤʝʯʘʥʠʝ 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣ default.conf. ɼʣʷ ʙʳʩʪʨʦʡ ʟʘʤʝʥʳ ʠʤʝʥʠ ʛʨʫʧ-
ʧʳ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ: 

# cd /etc/opt/kaspersky/kav4lms/groups.d  

# sed 's|groups.default|groups.< ʠʤ_̫ʛʨʫʧʧʳ>|' 

default.conf > < ʠʤ_̫ʛʨʫʧʧʳ>.conf  

2. ɿʘʜʘʡʪʝ ʧʨʠʦʨʠʪʝʪ ʛʨʫʧʧʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ: ʧʘ-
ʨʘʤʝʪʨ Priority ʚ ʩʝʢʮʠʠ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.definition]. ɺ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ 
ʧʘʨʘʤʝʪʨʘ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʦ ʣʶʙʦʝ ʥʘʪʫʨʘʣʴʥʦʝ ʯʠʩʣʦ. ʅʝ ʜʦ-
ʧʫʩʢʘʝʪʩʷ ʩʦʟʜʘʥʠʝ ʛʨʫʧʧ ʩ ʦʜʠʥʘʢʦʚʳʤ ʧʨʠʦʨʠʪʝʪʦʤ ʠ ʧʨʠʦʨʠʪʝ-
ʪʦʤ 0. 

3. ʆʧʨʝʜʝʣʠʪʝ ʘʜʨʝʩʘ ʦʪʧʨʘʚʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘʪʝʣʝʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ: ʧʘʨʘʤʝʪʨʳ Senders ʠ Recipients ʚ ʩʝʢʮʠʠ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.definition]. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʤʚʦʣʳ ç*è ʠ ç?è ʜʣʷ ʩʦʟʜʘʥʠʷ ʤʘʩʦʢ ʠ 
ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ, ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ ʧʨʝʬʠʢʩʘ çre:è. ʏʪʦʙʳ 
ʟʘʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʘʜʨʝʩʦʚ (ʤʘʩʦʢ ʘʜʨʝʩʦʚ), ʥʝʦʙʭʦʜʠʤʦ ʢʘʞʜʫʶ ʥʦ-
ʚʫʶ ʟʘʧʠʩʴ ʥʘʯʠʥʘʪʴ ʩ ʥʦʚʦʡ ʩʪʨʦʢʠ: 



ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʧʦʯʪʳ 47 

Senders =reporter @*.mydomain . com 

Recipients =re : office \ d+@central \ . mydomain \ . com 

ʆʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʜʘʥ ʭʦʪʷ ʙʳ ʦʜʠʥ ʠʟ ʧʘʨʘʤʝʪʨʦʚ 
Senders, Recipients. ɽʩʣʠ ʚ ʦʧʠʩʘʥʠʠ ʛʨʫʧʧʳ ʦʪʩʫʪʩʪʚʫʝʪ ʧʘʨʘʤʝʪʨ 
Recipients ʠʣʠ Senders, ʪʦ ʧʨʠʣʦʞʝʥʠʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 
ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʟʥʘʯʝʥʠʝ, ʟʘʜʘʥʥʦʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ 

default.conf ʧʦ ʫʤʦʣʯʘʥʠʶ - ç*@*è (ʚʩʝ ʘʜʨʝʩʘ). 

ɺʥʠʤʘʥʠʝ! 

ʈʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ ʥʝʯʫʚʩʪʚʠʪʝʣʴʥʳ ʢ ʨʝʛʠʩʪʨʫ. 

4. ɽʩʣʠ ʵʪʦ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʚʝʨʢʠ ʩʦʦʙ-
ʱʝʥʠʡ ʚ ʩʝʢʮʠʷʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ (ʧʦʜʨʦʙʥʝʝ ʩʤ. 
ʧ. A.2 ʥʘ ʩʪʨ. 135). ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ 
ʬʘʡʣʝ ʛʨʫʧʧʳ ʥʝ ʦʧʨʝʜʝʣʝʥʦ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʟʥʘʯʝʥʠʝ ʵʪʦʛʦ ʧʘʨʘ-
ʤʝʪʨʘ, ʟʘʜʘʥʥʦʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ Defauit ï de-
fault.conf. 

5.2.  Ⱥɛɜɑɐɑɗɑəɔɑ ɛɚɗɔɞɔɖɔ 

ɛɜɚɎɑɜɖɔ ɛɚɣɞɚɎɧɡ 

ɝɚɚɍɥɑəɔɕ 

ɸʥʪʠʚʠʨʫʩ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʚʝʨʷʪʴ ʩʦʦʙʱʝʥʠʷ ʦʜʥʠʤ ʠʟ 
ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

 ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ ï ʟʘʛʦʣʦʚʦʢ ʠ ʪʝʣʦ ʩʦʦʙʱʝʥʠʷ ʧʨʦʚʝʨʷʶʪʩʷ ʮʝ-
ʣʠʢʦʤ; 

 ʢʦʤʙʠʥʠʨʦʚʘʥʥʦ ï ʩʦʦʙʱʝʥʠʝ ʩʥʘʯʘʣʘ ʧʨʦʚʝʨʷʝʪʩʷ ʢʘʢ ʝʜʠʥʳʡ 
ʦʙʲʝʢʪ, ʟʘʪʝʤ ʧʨʦʠʟʚʦʜʠʪʩʷ ʨʘʟʙʦʨ ʩʦʦʙʱʝʥʠʷ ʥʘ ʦʙʲʝʢʪʳ: ʪʝʣʦ 
ʩʦʦʙʱʝʥʠʷ, ʚʣʦʞʝʥʠʷ ʠ ʧʨʦʯʝʝ, ʢʘʞʜʳʡ ʠʟ ʥʠʭ ʧʨʦʚʝʨʷʝʪʩʷ ʦʪ-
ʜʝʣʴʥʦ. ʕʪʦʪ ʩʧʦʩʦʙ ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʦʝ ʢʘʯʝʩʪʚʦ ʧʨʦ-
ʚʝʨʢʠ ʠ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ ʜʝʡʩʪʚʠʷ ʥʘʜ ʩʦʦʙʱʝʥʠʝʤ ʚʳʙʨʘʥʦ ʜʝʡʩʪʚʠʝ, ʧʨʠʤʝʥʠʤʦʝ 
ʢ ʯʘʩʪʠ ʩʦʦʙʱʝʥʠʷ (ʩʤ. ʧ. 5.4 ʥʘ ʩʪʨ. 51), ʪʦ ʩʦʦʙʱʝʥʠʝ ʧʨʦʚʝʨʷʝʪʩʷ ʧʦ ʯʘʩ-
ʪʤ̫ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʚʳʙʨʘʥʥʦʛʦ ʩʧʦʩʦʙʘ ʧʨʦʚʝʨʢʠ. 

ʉʧʦʩʦʙ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ ʦʧʨʝʜʝʣʷʝʪʩʷ ʧʦʣʠʪʠʢʦʡ ʠ ʟʘʜʘʝʪʩʷ ʚ 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ ʧʘʨʘʤʝʪʨʦʤ ScanPolicy ʚ ʩʝʢʮʠʠ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.settings]. 
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ʏʪʦʙʳ ʩʦʦʙʱʝʥʠʷ ʧʨʦʚʝʨʷʣʠʩʴ ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ, 

ʧʨʠʩʚʦʡʪʝ ʧʘʨʘʤʝʪʨʫ ScanPolicy ʟʥʘʯʝʥʠʝ message. 

ʏʪʦʙʳ ʩʦʦʙʱʝʥʠʷ ʧʨʦʚʝʨʷʣʠʩʴ ʢʦʤʙʠʥʠʨʦʚʘʥʥʦ, 

ʧʨʠʩʚʦʡʪʝ ʧʘʨʘʤʝʪʨʫ ScanPolicy ʟʥʘʯʝʥʠʝ combined. 

5.3.  ȼɑɒɔɘ ɛɜɚɎɑɜɖɔ ɝɚɚɍɥɑəɔɕ 

ʉʣʝʜʫʶʱʠʡ ʰʘʛ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ï ʚʳʙʦʨ ʨʝʞʠʤʘ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ. 
ɸʥʪʠʚʠʨʫʩ ʦʩʫʱʝʩʪʚʣʷʝʪ ʧʨʦʚʝʨʢʫ ʧʦʯʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʚ ʩʣʝʜʫʶʱʠʭ ʨʝ-
ʞʠʤʘʭ: 

 ʧʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ; 

 ʬʠʣʴʪʨʘʮʠʷ ʚʣʦʞʝʥʠʡ. 

ʈʝʞʠʤ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ ʜʣʷ ʛʨʫʧʧʳ ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ Check ʚ 
ʩʝʢʮʠʠ [kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.settings] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 
ʬʘʡʣʘ ʛʨʫʧʧʳ ʠ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ: 

 anti-virus ï ʚʳʧʦʣʥʷʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʡ; 

 content-filter ï ʚʳʧʦʣʥʷʪʴ ʬʠʣʴʪʨʘʮʠʶ ʧʦ ʠʤʝʥʠ, ʪʠʧʫ ʠ ʨʘʟʤʝʨʫ 
ʚʣʦʞʝʥʠʡ; 

 all ï ʚʳʧʦʣʥʷʪʴ ʠ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ, ʠ ʬʠʣʴʪʨʘʮʠʶ ʚʣʦʞʝʥʠʡ; 

 none ï ʦʪʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʦʙʱʝʥʠʡ. 

ɽʩʣʠ ʚʢʣʶʯʝʥʘ ʠ ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʡ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ, ʠ ʬʠʣʴʪʨʘʮʠʷ, ʪʦ 
ʧʨʦʚʝʨʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʩʣʝʜʫʶʱʝʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ: 

1. ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʷ ʢʘʢ ʝʜʠʥʦʛʦ ʦʙʲʝʢʪʘ; 

2. ʬʠʣʴʪʨʘʮʠʷ ʚʣʦʞʝʥʠʡ; 

3. ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʷ çʧʦ ʯʘʩʪʷʤè (ʝʩʣʠ ʚʳʙʨʘʥ ʢʦʤʙʠʥʠʨʦʚʘʥʥʳʡ 
ʩʧʦʩʦʙ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʡ ScanPolicy=combined). 

5.3.1.  ȬəɞɔɎɔɜɟɝəɌɫ ɛɜɚɎɑɜɖɌ 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʡ ʚʳʧʦʣʥʷʝʪʩʷ, ʝʩʣʠ ʜʣʷ ʧʘʨʘʤʝʪʨʘ 
Check ʟʘʜʘʥʦ ʟʥʘʯʝʥʠʝ anti-virus ʠʣʠ all (ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʛʨʫʧʧʳ, 
ʩʝʢʮʠʷ [kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.settings]). 

ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʧʨʠʣʦʞʝʥʠʝ ʧʨʠʩʚʘʠʚʘʝʪ ʩʦʦʙʱʝ-
ʥʠʶ ʠʣʠ ʚʭʦʜʷʱʝʤʫ ʚ ʝʛʦ ʩʦʩʪʘʚ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ: 
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 clean ï ʩʦʦʙʱʝʥʠʝ ʥʝ ʩʦʜʝʨʞʠʪ ʫʛʨʦʟ; 

 infected ï ʩʦʦʙʱʝʥʠʝ (ʠʣʠ ʝʛʦ ʯʘʩʪʴ) ʩʦʜʝʨʞʠʪ ʚʨʝʜʦʥʦʩʥʳʝ ʦʙʲ-
ʝʢʪʳ; 

 suspicious ï ʩʦʦʙʱʝʥʠʝ (ʠʣʠ ʝʛʦ ʯʘʩʪʴ) ʩʦʜʝʨʞʠʪ ʧʦʜʦʟʨʠʪʝʣʴʥʳʡ 
ʦʙʲʝʢʪ (ʪʘʢʦʡ ʩʪʘʪʫʩ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʪʦʣʴʢʦ ʝʩʣʠ ʚʢʣʶʯʝʥ ʵʚʨʠʩʪʠ-
ʯʝʩʢʠʡ ʘʥʘʣʠʟʘʪʦʨ); 

 protected ï ʩʦʦʙʱʝʥʠʝ (ʠʣʠ ʝʛʦ ʯʘʩʪʴ) ʟʘʱʠʱʝʥʦ ʧʘʨʦʣʝʤ ʠʣʠ ʟʘ-
ʰʠʬʨʦʚʘʥʦ; 

 error ï ʩʦʦʙʱʝʥʠʝ (ʠʣʠ ʝʛʦ ʯʘʩʪʴ) ʧʦʚʨʝʞʜʝʥʦ ʠʣʠ ʧʨʦʮʝʩʩ ʧʨʦʚʝʨ-
ʢʠ ʟʘʚʝʨh ʠʣʩʷ ʩ ʦʰʠʙʢʦʡ. 

ʅʘ ʦʩʥʦʚʘʥʠʠ ʧʨʠʩʚʦʝʥʥʦʛʦ ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʪʘʪʫʩʘ ʚʳʧʦʣʥʷʝʪʩʷ ʜʘʣʴʥʝʡʰʘʷ 
ʦʙʨʘʙʦʪʢʘ ʩʦʦʙʱʝʥʠʡ ʠ ʠʭ ʦʙʲʝʢʪʦʚ (ʩʤ. ʧ. 5.4 ʥʘ ʩʪʨ. 51). 

ɼʣʷ ʟʘʨʘʞʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ (infected), ʚ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟʳ ʠʟ 
ʟʘʜʘʥʥʦʛʦ ʥʘʙʦʨʘ, ʤʦʞʝʪ ʙʳʪʴ ʥʘʩʪʨʦʝʥ ʦʪʜʝʣʴʥʳʡ ʧʦʨʷʜʦʢ ʦʙʨʘʙʦʪʢʠ 
(ʧʘʨʘʤʝʪʨ VirusNameAction, ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʛʨʫʧʧʳ, ʩʝʢʮʠʷ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.actions]). ʀʤʷ ʦʙʥʘʨʫʞʝʥʥʦʡ ʫʛʨʦʟʳ 
ʚʦʟʚʨʘʱʘʝʪʩʷ ɸʥʪʠʚʠʨʫʩʦʤ ʚ ʬʦʨʤʘʪʝ, ʧʨʠʥʷʪʦʤ çʃʘʙʦʨʘʪʦʨʠʝʡ 
ʂʘʩʧʝʨʩʢʦʛʦè. ɼʘʥʥʳʡ ʬʦʨʤʘʪ ʧʨʝʜʩʪʘʚʣʝʥ ʥʘ ʩʘʡʪʝ www.viruslist.com. 
ʉʧʠʩʦʢ ʫʛʨʦʟ, ʧʦʜʣʝʞʘʱʠʭ ʦʩʦʙʦʡ ʦʙʨʘʙʦʪʢʝ, ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ 
VirusNameList ʚ ʩʝʢʮʠʠ [kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.contentfiltering]. 
ɼʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʚʘʪʴ ʠʤʝʥʘ ʫʛʨʦʟ ʚ ʩʪʨʦʢʦʚʦʤ ʬʦʨʤʘʪʝ 
ʠʣʠ ʚ ʬʦʨʤʘʪʝ ʨʝʛʫʣʷʨʥʳʭ ʚʳʨʘʞʝʥʠʡ (ʩʪʘʥʜʘʨʪʘ POSIX). 

ʇʘʨʘʤʝʪʨʳ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʤʦʛʫʪ ʙʳʪʴ ʠʟʤʝʥʝʥʳ ʩ ʮʝʣʴʶ 
ʧʦʚʳʰʝʥʠʷ ʢʘʯʝʩʪʚʘ ʠʣʠ ʩʢʦʨʦʩʪʠ ʧʨʦʚʝʨʢʠ. ʇʘʨʘʤʝʪʨʳ ʘʥʪʠʚʠʨʫʩʥʦʡ 
ʧʨʦʚʝʨʢʠ ʥʘʭʦʜʷʪʩʷ ʚ ʩʝʢʮʠʠ [kav4lms:group.<ʠʤʷ_ʛʨʫʧʧʳ>.settings] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ. ʕʪʠ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʶʪ: 

 ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʦʚʝʨʢʠ ʘʨʭʠʚʦʚ (ʧʘʨʘʤʝʪʨ ScanArchives); 

 ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʦʚʝʨʢʠ ʫʧʘʢʦʚʘʥʥʳʭ ʬʘʡʣʦʚ (ʧʘʨʘʤʝʪʨ Scan-
Packed); 

 ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʠʤʝʥʝʥʠʷ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ (ʧʘʨʘʤʝʪʨ 
UseCodeAnalyzer); 

ʇʨʠʤʝʯʘʥʠʝ 

ʋʩʪʘʥʦʚʢʘ ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʚ ʟʥʘʯʝʥʠʝ yes ʚʢʣʶʯʘʝʪ ʚʦʟʤʦʞ-
ʥʦʩʪʴ ʧʨʠʩʚʦʝʥʠʷ ʩʦʦʙʱʝʥʠʶ ʩʪʘʪʫʩʘ suspicious. ɺ ʧʨʦʪʠʚʥʦʤ 
ʩʣʫʯʘʝ ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʥʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ. 

 ʤʘʢʩʠʤʘʣʴʥʦʝ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʩʦʦʙʱʝʥʠʷ ʠʣʠ ʯʘʩʪʠ ʩʦʦʙʱʝʥʠʷ 
(ʧʘʨʘʤʝʪʨ MaxScanTime). ɺ ʩʣʫʯʘʝ ʧʨʝʚʳʰʝʥʠʷ ʜʘʥʥʦʛʦ ʦʛʨʘʥʠ-

http://www.viruslist.com/
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ʯʝʥʠʷ ʧʨʦʚʝʨʢʘ ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʧʨʠʩʚʦʝʥʠʝʤ ʩʦʦʙʱʝʥʠʶ ʩʪʘʪʫʩʘ 
error; 

 ʨʝʞʠʤ ʧʝʨʝʢʦʜʠʨʦʚʘʥʠʷ MIME-ʦʙʲʝʢʪʦʚ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ RFC-
ʩʪʘʥʜʘʨʪʘʤ, ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʚʨʠʩʪʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ (ʧʘʨʘ-
ʤʝʪʨ MIMEEncodingHeuristics); 

 ʪʠʧ ʠʩʧʦʣʴʟʫʝʤʳʭ ʧʨʠʣʦʞʝʥʠʝʤ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ (ʧʘʨʘʤʝʪʨ 
UseAVBasesSet). 

5.3.2.  ɀɔɗɨɞɜɌɢɔɫ ɛɚɣɞɧ 

ʌʠʣʴʪʨʘʮʠʷ ʩʦʦʙʱʝʥʠʡ ʚʳʧʦʣʥʷʝʪʩʷ, ʝʩʣʠ ʜʣʷ ʧʘʨʘʤʝʪʨʘ Check ʟʘʜʘʥʦ 
ʟʥʘʯʝʥʠʝ content-filter ʠʣʠ all (ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʛʨʫʧʧʳ, ʩʝʢʮʠʷ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.settings]). 

ɺ ʢʘʯʝʩʪʚʝ ʢʨʠʪʝʨʠʝʚ ʬʠʣʴʪʨʘʮʠʠ ʚ ɸʥʪʠʚʠʨʫʩʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ: 

 MIME-ʪʠʧ ʚʣʦʞʝʥʠʡ (ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʟʘʛʦʣʦʚʢʘʤ ñContent-Typeò); 

ɺʥʠʤʘʥʠʝ! 

ʉʫʱʝʩʪʚʫʶʪ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʪʠʧ ʩʦʜʝʨʞʠʤʦʛʦ ʚʣʦʞʝʥʠʷ ʦʪʣʠʯʘʝʪʩʷ 
ʦʪ ʫʢʘʟʘʥʥʦʛʦ ʚ ʟʘʛʦʣʦʚʢʝ ʩʦʦʙʱʝʥʠʷ. ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʥʝ 
ʧʨʦʚʝʨʷʝʪ ʩʦʦʪʚʝʪʩʪʚʠʝ ʟʘʛʦʣʦʚʢʘ ʩʦʦʙʱʝʥʠʷ ʩʦʜʝʨʞʠʤʦʤʫ ʚʣʦ-
ʞʝʥʠʷ. 

 ʠʤʷ ʚʣʦʞʝʥʠʷ (ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʠʤʝʥʘʤ ʠ ʨʘʩʰʠʨʝʥʠʷʤ ʚʣʦʞʝʥʠʡ); 

 ʨʘʟʤʝʨ ʚʣʦʞʝʥʠʷ (ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʨʘʟʤʝʨʘʤ ʯʘʩʪʝʡ ʩʦʦʙʱʝʥʠʷ, 
ʨʘʟʤʝʨ ʫʯʠʪʳʚʘʝʪʩʷ ʧʦʩʣʝ ʨʘʩʧʘʢʦʚʢʠ ʚʣʦʞʝʥʠʷ). 

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʦʜʥʦʚʨʝʤʝʥʥʦ ʚʳʙʨʘʥʳ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʬʠʣʴʪʨʘʮʠʷ ʩʦʦʙ-
ʱʝʥʠʡ, ʪʦ ʬʠʣʴʪʨʘʮʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʜʦ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ. 

ʂʨʠʪʝʨʠʠ ʬʠʣʴʪʨʘʮʠʠ ʟʘʜʘʶʪʩʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʛʨʫʧʧʳ ʚ ʩʝʢ-
ʮʠʠ [kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.contentfiltering]. 

ɼʣʷ ʢʘʞʜʦʛʦ ʢʨʠʪʝʨʠʷ ʬʠʣʴʪʨʘʮʠʠ ʤʦʞʥʦ ʟʘʜʘʪʴ ʜʚʘ ʧʨʘʚʠʣʘ: 

 ʧʨʘʚʠʣʦ ʚʢʣʶʯʝʥʠʷ ï ʫʢʘʟʳʚʘʝʪ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʧʦʜʣʝʞʘʪ 
ʬʠʣʴʪʨʘʮʠʠ, ʠ ʟʘʜʘʶʪʩʷ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ: 

 IncludeMime ï ʩʧʠʩʦʢ MIME-ʪʠʧʦʚ; 

 IncludeName ï ʩʧʠʩʦʢ ʠʤʝʥ ʠʣʠ ʨʘʩʰʠʨʝʥʠʡ ʚʣʦʞʝʥʠʡ; 

 IncludeSize ï ʩʧʠʩʦʢ ʨʘʟʤʝʨʦʚ ʦʙʲʝʢʪʦʚ. 
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 ʧʨʘʚʠʣʦ ʠʩʢʣʶʯʝʥʠʷ ï ʫʢʘʟʳʚʘʝʪ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʥʝ ʧʦʜʣʝʞʘʪ 
ʬʠʣʴʪʨʘʮʠʠ, ʠ ʟʘʜʘʶʪʩʷ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ: 

 ExcludeMime ï ʩʧʠʩʦʢ MIME-ʪʠʧʦʚ; 

 ExcludeName ï ʩʧʠʩʦʢ ʠʤʝʥ ʠʣʠ ʨʘʩʰʠʨʝʥʠʡ ʚʣʦʞʝʥʠʡ; 

 ExcludeSize ï ʩʧʠʩʦʢ ʨʘʟʤʝʨʦʚ ʦʙʲʝʢʪʦʚ. 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʟʘʜʘʥʦ ʧʨʘʚʠʣʦ ʠʩʢʣʶʯʝʥʠʷ, ʘ ʧʨʘʚʠʣʦ ʚʢʣʶʯʝʥʠʷ ʥʝ ʟʘʜʘʥʦ, ʪʦ ʚʩʝ 
ʦʙʲʝʢʪʳ, ʥʝ ʧʦʧʘʜʘʶʱʠʝ ʧʦʜ ʜʝʡʩʪʚʠʝ ʧʨʘʚʠʣʘ ʠʩʢʣʶʯʝʥʠʷ, ʧʦʜʣʝʞʘʪ 
ʬʠʣʴʪʨʘʮʠʠ. 

ɽʩʣʠ ʦʙʘ ʧʨʘʚʠʣʘ ʥʝ ʟʘʜʘʥʳ, ʪʦ ʬʠʣʴʪʨʘʮʠʷ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ, ʜʘʞʝ ʝʩʣʠ 
ʧʘʨʘʤʝʪʨʫ Check ʧʨʠʩʚʦʝʥʦ ʟʥʘʯʝʥʠʝ content-filter ʠʣʠ all. 

ʇʨʘʚʠʣʘ ʜʣʷ MIME-ʪʠʧʦʚ ʠ ʠʤʝʥ ʚʣʦʞʝʥʠʡ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ: 

 ʩʪʨʦʢʠ; 

 ʚʳʨʘʞʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʩʠʤʚʦʣʳ ʦʙʦʙʱʝʥʠʷ (ʩʠʥʪʘʢʩʠʩ UNIX); 

 ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ (ʩʠʥʪʘʢʩʠʩ POSIX). 

ɺʥʠʤʘʥʠʝ! 

ʈʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ ʥʝʯʫʚʩʪʚʠʪʝʣʴʥʳ ʢ ʨʝʛʠʩʪʨʫ ʠ ʜʦʣʞʥʳ ʥʘʯʠʥʘʪʴʩʷ ʩ 
ʧʨʝʬʠʢʩʘ çre:è. 

ʇʨʘʚʠʣʘ ʜʣʷ ʨʘʟʤʝʨʘ ʦʙʲʝʢʪʦʚ ʤʦʛʫʪ ʟʘʜʘʚʘʪʴʩʷ ʚ ʚʠʜʝ: 

 ʢʦʣʠʯʝʩʪʚʘ ʙʘʡʪ; 

 ʯʠʩʣʘ ʩ ʫʢʘʟʘʪʝʣʝʤ ʝʜʠʥʠʮ ʠʟʤʝʨʝʥʠʷ (çKBè ʠʣʠ çMBè); 

 ʫʢʘʟʘʥʥʳʭ ʚʳʰʝ ʪʠʧʦʚ ʩʦ ʟʥʘʢʘʤʠ ʩʨʘʚʥʝʥʠʷ.  

5.4.  ȰɑɕɝɞɎɔɫ əɌɐ ɚɍɦɑɖɞɌɘɔ 

ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʠ ʬʠʣʴʪʨʘʮʠʠ ɸʥʪʠʚʠʨʫʩ ʚʳʧʦʣʥʷ-
ʝʪ ʜʝʡʩʪʚʠʷ ʥʘʜ ʩʦʦʙʱʝʥʠʷʤʠ ʠ ʚʭʦʜʷʱʠʤʠ ʚ ʠʭ ʩʦʩʪʘʚ ʦʙʲʝʢʪʘʤʠ. ʏʘʩʪʴ 
ʜʝʡʩʪʚʠʡ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʤʝʥʝʥʘ ʪʦʣʴʢʦ ʢʦ ʚʩʝʤʫ ʩʦʦʙɦ ʝʥʠʶ ʢʘʢ ʢ ʝʜʠʥʦʤʫ 
ʦʙʲʝʢʪʫ, ʘ ʯʘʩʪʴ ʜʝʡʩʪʚʠʡ ʪʦʣʴʢʦ ʢ ʩʦʩʪʘʚʥʳʤ ʯʘʩʪʷʤ ʩʦʦʙʱʝʥʠʷ. ɼʣʷ ʧʘ-
ʨʘʤʝʪʨʦʚ, ʦʧʨʝʜʝʣʷʶʱʠʭ ʜʝʡʩʪʚʠʷ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ, ʤʦʛʫʪ ʙʳʪʴ 
ʫʩʪʘʥʦʚʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ: 

 warn: ʩʦʦʙʱʝʥʠʝ ʧʦʣʥʦʩʪʴʶ ʟʘʤʝʥʷʝʪʩʷ ʪʝʢʩʪʦʤ, ʧʨʝʜʫʧʨʝʞʜʘʶ-
ʱʠʤ ʦ ʥʘʣʠʯʠʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʦʙʲʝʢʪʘ; 



 ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ 5.6 ʜʣʷ Linux Mail Server 52 

 drop: ʩʦʦʙʱʝʥʠʝ ʫʜʘʣʷʝʪʩʷ ʙʝʟ ʧʝʨʝʜʘʯʠ ʘʜʨʝʩʘʪʫ; 

 reject: ʩʦʦʙʱʝʥʠʝ ʥʝ ʜʦʩʪʘʚʣʷʝʪʩʷ (ʝʩʣʠ ʧʨʠʣʦʞʝʥʠʝ ʠʥʪʝʛʨʠʨʫʝʪ-
ʩʷ ʩ Postfix (ʠʥʪʝʛʨʘʮʠʷ ʧʦʩʣʝ ʧʝʨʝʜʘʯʠ ʚ ʦʯʝʨʝʜʴ) ʠʣʠ Exim, ʪʦ 
ʚʤʝʩʪʦ ʜʘʥʥʦʛʦ ʜʝʡʩʪʚʠʷ ʚʳʧʦʣʥʷʝʪʩʷ bounce). ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʠ-
ʤʝʥʝʥʠʷ ʜʘʥʥʦʛʦ ʜʝʡʩʪʚʠʷ ʦʪʧʨʘʚʠʪʝʣʴ ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ, ʟʘ-
ʜʘʥʥʦʝ ʧʘʨʘʤʝʪʨʦʤ RejectReply. 

 skip: ʩʦʦʙʱʝʥʠʝ ʠʣʠ ʦʙʲʝʢʪ ʩʦʦʙʱʝʥʠʷ ʧʨʦʧʫʩʢʘʝʪʩʷ ʙʝʟ ʠʟʤʝʥʝ-
ʥʠʡ, ʨʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʟʘʧʠʩʳʚʘʝʪʩʷ ʚ ʞʫʨʥʘʣ ʧʨʠʣʦʞʝʥʠʷ; 

 cure (ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ ʢ 
ʦʙʲʝʢʪʘʤ ʩʦʦʙʱʝʥʠʷ): ʧʨʠʣʦʞʝʥʠʝ ʧʳʪʘʝʪʩʷ ʚʳʣʝʯʠʪʴ ʟʘʨʘʞʝʥʥʳʡ 
ʦʙʲʝʢʪ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʥʝʚʦʟʤʦʞʥʦ, ʢ ʦʙʲʝʢʪʫ ʧʨʠʤʝʥʷʝʪʩʷ ʜʝʡʩʪ-
ʚʠʝ delete. 

 rename (ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʬʠʣʴʪʨʘʮʠʠ ʢ ʦʙʲʝʢ-
ʪʘʤ ʩʦʦʙʱʝʥʠʷ): ʢ ʠʤʝʥʠ ʚʣʦʞʝʥʠʷ ʜʦʙʘʚʣʷʝʪʩʷ ʟʥʘʯʝʥʠʝ ʧʘʨʘ-
ʤʝʪʨʘ RenameTo. ɽʩʣʠ ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʟʘʜʘʝʪ ʨʘʩʰʠʨʝʥʠʝ (ʥʘʧʨʠ-

ʤʝʨ, . vir ), ʪʦ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʜʦʙʘʚʣʷʝʪʩʷ ʢ ʠʤʝʥʠ ʚʣʦʞʝʥʠʷ. 
ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ ʟʘʤʝʥʷʝʪ ʠʤʷ ʚʣʦʞʝʥʠʷ. 

 delete: ʦʙʲʝʢʪ ʩʦʦʙʱʝʥʠʷ ʫʜʘʣʷʝʪʩʷ ʠ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʘʨʘʤʝʪʨʘ 
UsePlaceholderNotice ï yes, ʟʘʤʝʥʷʝʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝʤ. ʊʝʢʩʪ 
ʫʚʝʜʦʤʣʝʥʠʷ ʙʝʨʝʪʩʷ ʠʟ ʬʘʡʣʘ ʰʘʙʣʦʥʘ ʩ ʠʤʝʥʝʤ part_<action>. 

ɺʥʠʤʘʥʠʝ! 

ɺʩʣʝʜʩʪʚʠʝ ʪʦʛʦ, ʯʪʦ ʬʠʣʴʪʨʘʮʠʷ ʧʨʦʠʩʭʦʜʠʪ ʜʦ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ, 
ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʷ ʧʦ ʯʘʩʪʷʤ ʤʦʞʝʪ ʥʝ ʧʦʢʘʟʘʪʴ ʥʘʣʠʯʠʷ ʫʛʨʦʟʳ, ʚ ʪʦ 
ʚʨʝʤʷ ʢʘʢ ʧʨʦʚʝʨʢʘ ʩʦʦʙʱʝʥʠʷ ʢʘʢ ʝʜʠʥʦʛʦ ʦʙʲʝʢʪʘ ʟʘʚʝʨʰʘʝʪʩʷ ʩ ʧʨʠ-
ʩʚʦʝʥʠʝʤ ʩʪʘʪʫʩʘ infected. ʊʘʢʦʡ ʩʣʫʯʘʡ ʚʦʟʤʦʞʝʥ, ʝʩʣʠ ʢ ʯʘʩʪʠ ʩʦʦʙʱʝʥʠʷ 
ʙʳʣʦ ʧʨʠʤʝʥʝʥʦ ʜʝʡʩʪʚʠʝ delete ʧʦʩʣʝ ʬʠʣʴʪʨʘʮʠʠ.  

ɼʝʡʩʪʚʠʷ, ʧʨʠʤʝʥʷʝʤʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʠ, ʟʘʜʘʶʪʩʷ 
ʧʘʨʘʤʝʪʨʘʤʠ InfectedAction, SuspiciousAction, ProtectedAction, ErrorAc-
tion ʠ VirusNameAction. ɼʝʡʩʪʚʠʷ, ʧʨʠʤʝʥʷʝʤʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʠʣʴʪʨʘʮʠʠ, 
ʟʘʜʘʶʪʩʷ ʧʘʨʘʤʝʪʨʘʤʠ FilteredMimeAction, FilteredNameAction ʠ Filtered-
SizeAction. 

ɼʘʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʥʘʭʦʜʷʪʩʷ ʚ ʩʝʢʮʠʠ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.actions] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ. 



ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʧʦʯʪʳ 53 

5.5.   ȻɜɑɐɟɝɞɌəɚɎɗɑəəɧɑ ɛɜɚɠɔɗɔ 

ɓɌɥɔɞɧ 

ɺ ʧʦʩʪʘʚʢʫ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ ʚʭʦʜʷʪ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʥʬʠʛʫʨʘ-
ʮʠʦʥʥʳʝ ʧʨʦʬʠʣʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʨʘʟʣʠʯʥʳʝ ʫʨʦʚʥʠ ʟʘɦ ʠʪʳ ʧʦʯʪʳ: 

 ʨʝʢʦʤʝʥʜʫʝʤʳʡ: ʭʨʘʥʠʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ default_recommended (ʩʤ. 
ʧ. 5.5.1 ʥʘ ʩʪʨ. 53); 

 ʤʘʢʩʠʤʘʣʴʥʘʷ ʟʘʱʠʪʘ: ʭʨʘʥʠʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ 
high_overall_security (ʩʤ. ʧ. 5.5.2 ʥʘ ʩʪʨ. 54); 

 ʤʘʢʩʠʤʘʣʴʥʘʷ ʩʢʦʨʦʩʪʴ: ʭʨʘʥʠʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ high_scan_speed 
(ʩʤ. ʧ. 5.5.3 ʥʘ ʩʪʨ. 55). 

ʂʘʞʜʳʡ ʧʨʦʬʠʣʴ ʩʦʩʪʦʠʪ ʠʟ ʜʚʫʭ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ: kav4lms.conf 
ʠ default.conf (ʥʘʭʦʜʷʱʠʡʩʷ ʚ ʧʦʜʜʠʨʝʢʪʦʨʠʠ groups.d). ʇʨʦʬʠʣʠ ʭʨʘʥʷʪʩʷ ʚ 
ʧʦʜʜʠʨʝʢʪʦʨʠʷʭ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʥʘʟʚʘʥʠʶ ʧʨʦʬʠʣʝʡ, ʜʠʨʝʢʪʦʨʠʠ 
/etc/opt/kaspersky/kav4lms/profiles. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʦʬʠʣʝʡ ʣʠʙʦ ʚʳʧʦʣʥʠʪʴ 
ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʟʘʱʠʪʳ ʧʦʯʪʳ ʚʨʫʯʥʫʶ, ʯʝʨʝʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʝ 
ʬʘʡʣʳ ʧʨʠʣʦʞʝʥʠʷ. 

ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʨʦʬʠʣʷ: 

1. ʉʦʟʜʘʡʪʝ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʭ ʬʘʡʣʦʚ ʧʨʠʣʦʞʝʥʠʷ 
(kav4lms.conf ʠ groups.d/default.conf). 

2. ʉʢʦʧʠʨʫʡʪʝ ʩʦʜʝʨʞʠʤʦʝ ʥʫʞʥʦʡ ʜʠʨʝʢʪʦʨʠʠ ʚ ʜʠʨʝʢʪʦʨʠʶ 
/etc/opt/kaspresky/kav4lms. 

3. ʇʝʨʝʟʘʛʨʫʟʠʪʝ ʧʨʠʣʦʞʝʥʠʝ ʩ ʥʦʚʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʨʘʙʦʪʳ ʩ ʧʦʤʦ-
ʱʴʶ ʩʣʝʜʫʶʱʝʡ ʢʦʤʘʥʜʳ: 

/etc/init.d/kav4lms reload  

5.5.1.  ȼɑɖɚɘɑəɐɟɑɘɧɕ ɛɜɚɠɔɗɨ ɓɌɥɔɞɧ 

ɼʘʥʥʳʡ ʧʨʦʬʠʣʴ ʩʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨʳ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʢʦʤʧʨʦʤʠʩʩ ʤʝʞ-
ʜʫ ʫʨʦʚʥʝʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʠ ʩʢʦʨʦʩʪʴʶ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʳ. ʍʘʨʘʢʪʝ-
ʨʠʩʪʠʢʘ ʧʨʦʬʠʣʷ: 

 ʂ ʧʦʯʪʦʚʳʤ ʩʦʦʙʱʝʥʠʷʤ ʧʨʠʤʝʥʷʝʪʩʷ ʧʦʣʠʪʠʢʘ ʧʨʦʚʝʨʢʠ message: 
ʢʘʞʜʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ. 

 ʇʨʠ ʧʨʦʚʝʨʢʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʘʩʰʠʨʝʥʥʳʡ ʥʘʙʦʨ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. 
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 ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ MIME-ʦʙʲʝʢʪʦʚ ʨʘ-
ʚʝʥ 10. 

 ɼʣʷ ʢʘʞʜʦʛʦ ʩʦʦʙʱʝʥʠʷ, ʧʦʜʚʝʨʛʘʶʱʝʛʦʩʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʝ, 
ʩʦʟʜʘʝʪʩʷ ʨʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʬʘʡʣ. 

 ʇʨʦʚʦʜʠʪʩʷ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

 ɺʢʣʶʯʝʥ ʨʝʞʠʤ ʬʠʣʴʪʨʘʮʠʠ ʚʣʦʞʝʥʠʡ ʧʦ MIME-ʪʠʧʘʤ. ʇʨʠʣʦʞʝʥʠʝ 
ʫʜʘʣʷʝʪ ʠʟ ʩʦʦʙʱʝʥʠʡ ʩʩʳʣʢʠ ʥʘ ʚʥʝʰʥʠʝ ʦʙʲʝʢʪʳ 
(message/external-body type) ʠ ʚʣʦʞʝʥʠʷ ʩ ʨʘʩʰʠʨʝʥʠʷʤʠ .pif, .com, 
.bat ʠ .exe. 

 ʉʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʤ ʙʳʣʠ ʧʨʠʩʚʦʝʥʳ ʩʪʘʪʫʩʳ suspicious, protected, 
error, ʘ ʪʘʢʞʝ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʝ ʧʦ ʠʤʝʥʠ ʠ MIME-ʪʠʧʫ ʚʣʦʞʝʥʠʷ, ʟʘ-
ʤʝʥʷʶʪʩʷ ʫʚʝʜʦʤʣʝʥʠʷʤʠ. ɺ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟʳ ʠʟ ʟʘʜʘʥʥʦ-
ʛʦ ʥʘʙʦʨʘ, ʩʦʦʙʱʝʥʠʷ ʫʜʘʣʷʶʪʩʷ. 

 ɺ ʟʘʛʦʣʦʚʦʢ ʠ ʪʝʣʦ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʜʦʙʘʚʣʷʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ 
ʨʝʟʫʣʴʪʘʪʘʭ ʝʛʦ ʦʙʨʘʙʦʪʢʠ. 

 ʇʦʣʫʯʘʪʝʣʷʤ ʜʦʩʪʘʚʣʷʶʪʩʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʡ. 
ʋʚʝʜʦʤʣʝʥʠʝ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. 

 ɺ ʦʪʯʝʪ ʦ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚʩʝ ʩʦʦʙʱʝʥʠʷ, ʢʨʦʤʝ 
ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 ʉʪʘʪʠʩʪʠʢʘ ʩʦʙʠʨʘʝʪʩʷ ʧʦ ʚʩʝʤ ʘʩʧʝʢʪʘʤ ʘʢʪʠʚʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ. 

5.5.2.  Ȼɜɚɠɔɗɨ ɘɌɖɝɔɘɌɗɨəɚɕ ɓɌɥɔɞɧ 

ɼʘʥʥʳʡ ʧʨʦʬʠʣʴ ʩʦʜʝʨʞʠʪ ʧʘʨʘʤʝʪʨʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʤʘʢʩʠʤʘʣʴʥʫʶ 
ʟʘɦ ʠʪʫ ʧʦʯʪʦʚʦʛʦ ʪʨʘʬʠʢʘ. ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʧʨʦʬʠʣʷ: 

 ʇʨʠʣʦʞʝʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʧʦʣʠʪʠʢʦʡ ʪʠʧʘ combined: ʢʘʞʜʦʝ ʩʦʦʙʱʝʥʠʝ ʩʥʘʯʘʣʘ ʧʨʦʚʝʨʷʝʪʩʷ 
ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ, ʘ ʟʘʪʝʤ ï ʧʦ ʯʘʩʪʷʤ, ʥʝ ʩʤʦʪʨʷ ʥʘ ʩʪʘʪʫʩ ʧʝʨʚʦ-
ʥʘʯʘʣʴʥʦʡ ʧʨʦʚʝʨʢʠ. 

 ʉʦʦʙʱʝʥʠʷ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ RFC-ʩʪʘʥʜʘʨʪʘʤ ʨʘʟʙʠʨʘʶʪʩʷ ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʚʨʠʩʪʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ, ʠ ʚ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʡ ʧʝ-
ʨʝʢʦʜʠʨʦʚʢʠ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʧʨʦʚʝʨʢʫ. 

 ʇʨʠ ʧʨʦʚʝʨʢʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʘʩʰʠʨʝʥʥʳʡ ʥʘʙʦʨ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. 

 ɺʢʣʶʯʝʥ ʨʝʞʠʤ ʬʠʣʴʪʨʘʮʠʠ ʚʣʦʞʝʥʠʡ ʧʦ MIME-ʪʠʧʘʤ. ʇʨʠʣʦʞʝʥʠʝ 
ʫʜʘʣʷʝʪ ʠʟ ʩʦʦʙʱʝʥʠʡ ʩʩʳʣʢʠ ʥʘ ʚʥʝʰʥʠʝ ʦʙʲʝʢʪʳ 
(message/external-body type) ʠ ʚʣʦʞʝʥʠʷ ʩ ʨʘʩʰʠʨʝʥʠʷʤʠ .pif, .com, 
.bat ʠ .exe. 



ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʧʦʯʪʳ 55 

 ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʳʡ ʫʨʦʚʝʥʴ ʚʣʦʞʝʥʥʦʩʪʠ ʩʦʦʙʱʝʥʠʷ ʥʝʦʛʨʘ-
ʥʠʯʝʥ. 

 ɼʣʷ ʢʘʞʜʦʛʦ ʩʦʦʙʱʝʥʠʷ, ʧʦʜʚʝʨʛʘʶʱʝʛʦʩʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʚʝʨʢʝ 
ʠʣʠ ʬʠʣʴʪʨʘʮʠʠ, ʩʦʟʜʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʬʘʡʣ. 

 ʇʨʦʚʦʜʠʪʩʷ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

 ʉʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʤ ʙʳʣʠ ʧʨʠʩʚʦʝʥʳ ʩʪʘʪʫʩʳ suspicious, protected, ʘ 
ʪʘʢʞʝ ʦʪʬʠʣʴʪʨʦʚʘʥʥʳʝ ʧʦ ʠʤʝʥʠ ʠ MIME-ʪʠʧʫ ʚʣʦʞʝʥʠʷ, ʫʜʘʣʷ ʪʁ-
ʩʷ. ɺ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟʳ, ʠʟ ʟʘʜʘʥʥʦʛʦ ʩʧʠʩʢʘ, ʩʦʦʙʱʝʥʠʷ 
ʫʜʘʣʷʶʪʩʷ ʙʝʟ ʜʦʩʪʘʚʢʠ ʘʜʨʝʩʘʪʘʤ. 

 ɽʩʣʠ ʧʨʠ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʷ ʚʦʟʥʠʢʘʝʪ ʦʰʠʙʢʘ, ʪʦ ʩʦʜʝʨʞʠʤʦʝ ʩʦ-
ʦʙʱʝʥʠʷ ʟʘʤʝʥʷʝʪʩʷ ʫʚʝʜʦʤʣʝʥʠʝʤ. 

 ʇʦʣʫʯʘʪʝʣʷʤ ʜʦʩʪʘʚʣʷʶʪʩʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʡ. 
ʋʚʝʜʦʤʣʝʥʠʝ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. 

 ɺ ʦʪʯʝʪ ʦ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʧʠʩʳʚʘʶʪʩʷ ʚʩʝ ʩʦʦʙʱʝʥʠʷ, ʢʨʦʤʝ 
ʦʪʣʘʜʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

 ʉʪʘʪʠʩʪʠʢʘ ʥʝ ʩʦʭʨʘʥʷʝʪʩʷ. 

5.5.3.  Ȼɜɚɠɔɗɨ ɘɌɖɝɔɘɌɗɨəɚɕ ɝɖɚɜɚɝɞɔ 

ɼʘʥʥʳʡ ʧʨʦʬʠʣʴ ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʘʢʩʠʤʘʣʴʥʫʶ ʩʢʦʨʦʩʪʴ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦ-
ʚʝʨʢʠ. ʍʘʨʘʢʪʝʨʠʩʪʠʢʘ ʧʨʦʬʠʣʷ: 

 ʂ ʧʦʯʪʦʚʳʤ ʩʦʦʙʱʝʥʠʷʤ ʧʨʠʤʝʥʷʝʪʩʷ ʧʦʣʠʪʠʢʘ ʧʨʦʚʝʨʢʠ message: 
ʢʘʞʜʦʝ ʩʦʦʙʱʝʥʠʝ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʢʘʢ ʝʜʠʥʳʡ ʦʙʲʝʢʪ. 

 ʌʠʣʴʪʨʘʮʠʷ ʩʦʦʙʱʝʥʠʡ ʦʪʢʣʶʯʝʥʘ. 

 ʇʨʠ ʧʨʦʚʝʨʢʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʨʘʩʰʠʨʝʥʥʳʡ ʥʘʙʦʨ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. 

 ʈʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʩʦʟʜʘʝʪʩʷ ʧʨʠ ʩʦʚʝʨʰʝʥʠʠ ʜʝʡʩʪʚʠʡ: drop ʠ warn. 
ʀʥʬʦʨʤʘʮʠʦʥʥʳʡ ʬʘʡʣ ʥʝ ʩʦʟʜʘʝʪʩʷ. 

 ʉʦʦʙʱʝʥʠʷ, ʢʦʪʦʨʳʤ ʙʳʣʠ ʧʨʠʩʚʦʝʥʳ ʩʪʘʪʫʩʳ infected, suspicious, 
protected, error, ʟʘʤʝʥʷʶʪʩʷ ʫʚʝʜʦʤʣʝʥʠʷʤʠ. ɺ ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ 
ʫʛʨʦʟʳ ʠʟ ʟʘʜʘʥʥʦʛʦ ʩʧʠʩʢʘ, ʩʦʦʙʱʝʥʠʷ ʫʜʘʣʷʶʪʩʷ. 

 ɺ ʟʘʛʦʣʦʚʦʢ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʜʦʙʘʚʣʷʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʨʝ-
ʟʫʣʴʪʘʪʘʭ ʝʛʦ ʦʙʨʘʙʦʪʢʠ. 

 ʇʦʣʫʯʘʪʝʣʷʤ ʜʦʩʪʘʚʣʷʶʪʩʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʧʨʦʚʝʨʢʝ ʩʦʦʙʱʝʥʠʡ. 
ʋʚʝʜʦʤʣʝʥʠʝ ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʝ ʧʨʦʠʟʚʦʜʠʪʩʷ. 
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 ɺ ʦʪʯʝʪ ʦ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʧʠʩʳʚʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙʦ ʚʩʝʭ 
ʘʩʧʝʢʪʘʭ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ; ʫʨʦʚʝʥʴ ʜʝʪʘʣʠʟʘʮʠʠ: ʢʨʠ-
ʪʠʯʝʩʢʠʝ ʠ ʧʨʦʯʠʝ ʦʰʠʙʢʠ, ʘ ʪʘʢʞʝ ʚʘʞʥʳʝ ʩʦʦʙʱʝʥʠʷ ʠʥʬʦʨʤʘʮʠ-
ʦʥʥʦʛʦ ʭʘʨʘʢʪʝʨʘ. 

 ʇʨʦʚʦʜʠʪʩʷ ʩʙʦʨ ʩʪʘʪʠʩʪʠʢʠ ʦʙ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟʘʭ. 

 ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʟʘʧʨʦʩʦʚ ʢ ʮʝʥʪʨʘʣʴʥʦʡ ʩʣʫʞʙʝ ʧʨʠʣʦʞʝʥʠʷ 
ʫʜʚʦʝʥʦ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʨʝʢʦʤʝʥʜʫʝʤʳʤ ʧʨʦʬʠʣʝʤ ʠ ʧʨʦʬʠʣʝʤ 
ʤʘʢʩʠʤʘʣʴʥʦʡ ʟʘʱʠʪʳ. ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʟʘʧʨʦ-
ʩʦʚ ʜʣʷ ʧʨʦʚʝʨʢʠ ʥʝʦʛʨʘʥʠʯʝʥʥʦ. 

5.6.  ȼɑɓɑɜɎəɚɑ ɖɚɛɔɜɚɎɌəɔɑ 

ɝɚɚɍɥɑəɔɕ 

ʇʨʠʣʦʞʝʥʠʝ ʧʦʟʚʦʣʷʝʪ ʩʦʭʨʘʥʷʪʴ ʨʝʟʝʨʚʥʫʶ ʢʦʧʠʶ ʩʦʦʙʱʝʥʠʷ ʧʝʨʝʜ ʝʛʦ 
ʦʙʨʘʙʦʪʢʦʡ. ʇʘʨʘʤʝʪʨʳ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʥʘʭʦʜʷʪʩʷ ʚ ʩʝʢʮʠʠ 
[kav4lms:groups.<ʠʤʷ_ʛʨʫʧʧʳ>.backup] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧ-
ʧʳ. 

ʈʝʞʠʤ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ Policy, ʢʦʪʦʨʳʡ ʤʦ-
ʞʝʪ ʧʨʠʥʠʤʘʪʴ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ: 

 message ï ʩʦʟʜʘʝʪʩʷ ʪʦʣʴʢʦ ʢʦʧʠʷ ʩʦʦʙʱʝʥʠʷ; 

 info ï ʚʤʝʩʪʝ ʩ ʢʦʧʠʝʡ ʩʦʦʙʱʝʥʠʷ ʩʦʟʜʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ 
ʬʘʡʣ. ʕʪʦʪ ʬʘʡʣ ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ: 

 IP-ʘʜʨʝʩ ʠʣʠ ʠʤʷ ʢʣʠʝʥʪʘ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ; 

 IP-ʘʜʨʝʩ ʠʣʠ ʠʤʷ ʩʝʨʚʝʨʘ ʧʦʯʪʦʚʦʡ ʩʠʩʪʝʤʳ; 

 ʦʪʧʨʘʚʠʪʝʣʴ ʩʦʦʙʱʝʥʠʷ; 

 ʘʜʨʝʩ ʩʝʨʚʝʨʘ, ʦʙʨʘʙʦʪʘʚʰʝʛʦ ʩʦʦʙʱʝʥʠʝ; 

 ʥʘʟʚʘʥʠʝ ʛʨʫʧʧʳ, ʧʨʘʚʠʣʘ ʢʦʪʦʨʦʡ ʧʨʠʤʝʥʝʥʳ ʜʣʷ ʦʙʨʘʙʦʪʢʠ 
ʩʦʦʙʱʝʥʠʷ; 

 ʩʧʠʩʦʢ ʧʦʣʫʯʘʪʝʣʝʡ ʩʦʦʙʱʝʥʠʷ; 

 ʧʨʠʯʠʥʘ ʩʦʟʜʘʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ (ʣʝʯʝʥʠʝ, ʫʜʘʣʝʥʠʝ, ʦʪʢʣʦ-
ʥʝʥʠʝ, ʬʠʣʴʪʨʘʮʠʷ ʩʦʦʙʱʝʥʠʷ); 

 ʧʫʪʴ ʢ ʬʘʡʣʫ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʷ; 

 ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʣʦʞʝʥʠʠ (ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʧʨʦʮʝʩʩʘ ʠ ʧʦʪʦʢʘ). 

 none ï ʨʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʥʝ ʩʦʟʜʘʝʪʩʷ. 
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ʇʘʨʘʤʝʪʨ Options ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʨʠʯʠʥʫ ʩʦʟʜʘʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ: 

 cured ï ʚ ʩʣʫʯʘʝ ʣʝʯʝʥʠʷ ʯʘʩʪʠ ʠʩʭʦʜʥʦʛʦ ʩʦʦʙʱʝʥʠʷ; 

 deleted ï ʚ ʩʣʫʯʘʝ ʫʜʘʣʝʥʠʷ ʯʘʩʪʠ ʩʦʦʙʱʝʥʠʷ; 

 rejected ï ʚ ʩʣʫʯʘʝ ʦʪʢʘʟʘ ʚ ʜʦʩʪʘʚʢʝ ʩʦʦʙʱʝʥʠʷ; 

 dropped ï ʚ ʩʣʫʯʘʝ ʫʜʘʣʝʥʠʷ ʩʦʦʙʱʝʥʠʷ ʙʝʟ ʧʝʨʝʜʘʯʠ ʘʜʨʝʩʘʪʫ; 

 warning ï ʚ ʩʣʫʯʘʝ ʟʘʤʝʥʳ ʩʦʦʙʱʝʥʠʷ ʫʚʝʜʦʤʣʝʥʠʝʤ; 

 renamed ï ʚ ʩʣʫʯʘʝ ʧʝʨʝʠʤʝʥʦʚʘʥʠʷ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʚʣʦʞʝʥʠʷ; 

 all ï ʚʦ ʚʩʝʭ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʩʣʫʯʘʷʭ. 

ɺ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ Options ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʦ ʢʘʢ ʦʜʥʦ ʟʥʘ-
ʯʝʥʠʝ, ʪʘʢ ʠ ʩʧʠʩʦʢ ʟʥʘʯʝʥʠʡ, ʨʘʟʜʝʣʝʥʥʳʭ ʟʘʧʷʪʦʡ. 

ʈʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩʦʦʙʱʝʥʠʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʬʘʡʣʳ ʭʨʘʥʷʪʩʷ ʚ ʜʠʨʝʢ-
ʪʦʨʠʠ, ʟʘʜʘʥʥʦʡ ʧʘʨʘʤʝʪʨʦʤ Destination. 

5.7.  ȿɎɑɐɚɘɗɑəɔɫ 

ʋʚʝʜʦʤʣʝʥʠʝ ï ʵʪʦ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʦʧʠʩʘʥʠʝ ʦʙʨʘʙʦ-
ʪʘʥʥʦʛʦ ʧʠʩʴʤʘ, ʦʪʧʨʘʚʣʷʝʤʦʝ ʧʦʣʫʯʘʪʝʣʶ, ʦʪʧʨʘʚʠʪʝʣʶ ʠʣʠ ʘʜʤʠʥʠʩʪʨʘ-
ʪʦʨʫ ʩʝʨʚʝʨʘ. 

ʇʦʤʠʤʦ ʦʧʠʩʘʥʠʷ ʩʘʤʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʫʚʝʜʦʤʣʝʥʠʝ ʩʦʜʝʨʞʠʪ 
ʪʘʢʞʝ ʦʧʠʩʘʥʠʝ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʦ ʪʝʤ ʠʣʠ ʠʥʳʤ ʧʨʠʯʠʥʘʤ ʫʜʘʣʝ-
ʥʳ ʠʟ ʩʦʦʙʱʝʥʠʷ. 

ʇʨʝʜʫʩʤʦʪʨʝʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʚʩʪʘʚʢʠ ʠʩʭʦʜʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʚ 
ʫʚʝʜʦʤʣʝʥʠʝ. ʆʜʥʘʢʦ ʵʪʦ ʚʦʟʤʦʞʥʦ ʪʦʣʴʢʦ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʫʯʘʪʝʣʷ. 
ɼʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʦʪʧʨʘʚʠʪʝʣʷ ʩʦʟʜʘʶʪʩʷ ʥʦʚʳʝ ʧʦʯʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ, 
ʩʦʜʝʨʞʘʱʠʝ ʪʦʣʴʢʦ ʪʝʢʩʪ ʫʚʝʜʦʤʣʝʥʠʷ.  

5.7.1.  ȹɌɝɞɜɚɕɖɌ ɟɎɑɐɚɘɗɑəɔɕ 

ʇʘʨʘʤʝʪʨʳ ʫʚʝʜʦʤʣʝʥʠʡ ʥʘʭʦʜʷʪʩʷ: 

 ʚ ʩʝʢʮʠʠ [kav4lms:server.notifications] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ 
ʧʨʠʣʦʞʝʥʠʷ kav4lms.conf; 

 ʚ ʩʝʢʮʠʠ [kav4lms:group.<ʠʤʷ_ʛʨʫʧʧʳ>.notifications] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ. 

ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʡ ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʜʚʘ ʵʪʘʧʘ. 
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ʐʘʛ 1.   ɺʳʙʦʨ ʘʜʨʝʩʘʪʘ ʫʚʝʜʦʤʣʝʥʠʷ 

ʋʚʝʜʦʤʣʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʳ: 

 ʦʪʧʨʘʚʠʪʝʣʶ ʩʦʦʙʱʝʥʠʷ (ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ NotifySender ʢʦʥ-
ʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ); 

 ʧʦʣʫʯʘʪʝʣʷʤ ʩʦʦʙʱʝʥʠʷ (ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ NotifyRecipients 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʛʨʫʧʧʳ); 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʟʘʜʘʝʪʩʷ ʧʘʨʘ-
ʤʝʪʨʦʤ NotifyAdmin ʚ ʧʘʨʘʤʝʪʨʘʭ ʛʨʫʧʧʳ). ʉʧʠʩʦʢ ʧʦʯʪʦʚʳʭ ʘʜʨʝ-
ʩʦʚ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʝʪʩʷ ʧʘ-
ʨʘʤʝʪʨʦʤ AdminAdresses ʚ ʧʘʨʘʤʝʪʨʘʭ ʛʨʫʧʧʳ; 

 ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ (ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ 
ProductNotify ʚ ʬʘʡʣʝ kav4lms.conf). ʉʧʠʩʦʢ ʧʦʯʪʦʚʳʭ ʘʜʨʝʩʦʚ 
ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʝʪʩʷ ʧʘʨʘʤʝʪʨʦʤ 
ProductAdmins ʚ ʬʘʡʣʝ kav4lms.conf. 

ʋʚʝʜʦʤʣʝʥʠʷ ʜʦʩʪʘʚʣʷʶʪʩʷ ʫʢʘʟʘʥʥʳʤ ʢʘʪʝʛʦʨʠʷʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʠ ʫʩ-
ʪʘʥʦʚʢʝ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʚ ʣʶʙʦʝ ʟʥʘʯʝʥʠʝ, ʢʨʦʤʝ none.  

ʐʘʛ 2.   ɺʳʙʦʨ ʪʝʤʳ ʫʚʝʜʦʤʣʝʥʠʷ 

ʆʪʧʨʘʚʠʪʝʣʝʡ, ʧʦʣʫʯʘʪʝʣʝʡ ʩʦʦʙʱʝʥʠʡ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʠʥʬʦʨʤʘʮʠʦʥ-
ʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʥʦ ʫʚʝʜʦʤʣʷʪʴ: 

 ʦ ʚʳʧʦʣʥʝʥʠʠ ʥʘʜ ʩʦʦʙʱʝʥʠʝʤ ʜʝʡʩʪʚʠʷ (ʩʤ. ʧ. 5.4 ʥʘ ʩʪʨ. 51), ʟʘ-
ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘʤʠ InfectedAction, ProtectedAction, 
ErrorAction. ʆʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʷ ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘ-
ʥʦʚʢʦʡ ʧʘʨʘʤʝʪʨʘ, ʦʧʨʝʜʝʣʷʶʱʝʛʦ ʘʜʨʝʩʘʪʘ ʫʚʝʜʦʤʣʝʥʠʷ (ʩʤ. ʰʘʛ 
1), ʚ ʟʥʘʯʝʥʠʷ infected, protected, error; 

 ʦ ʚʳʧʦʣʥʝʥʠʠ ʧʨʘʚʠʣʘ ʬʠʣʴʪʨʘʮʠʠ (ʩʤ. ʧ. 5.4 ʥʘ ʩʪʨ. 51). ʆʪʧʨʘʚʢʘ 
ʫʚʝʜʦʤʣʝʥʠʷ ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘʥʦʚʢʦʡ ʧʘʨʘʤʝʪʨʘ, ʦʧʨʝ-
ʜʝʣʷʶʱʝʛʦ ʘʜʨʝʩʘʪʘ ʫʚʝʜʦʤʣʝʥʠʷ (ʩʤ. ʰʘʛ 1), ʚ ʟʥʘʯʝʥʠʝ filtered; 

 ʦʙʦ ʚʩʝʭ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʩʦʙʳʪʠʷʭ. ʆʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʷ 
ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘʥʦʚʢʦʡ ʧʘʨʘʤʝʪʨʘ, ʦʧʨʝʜʝʣʷʶʱʝʛʦ ʘʜ-
ʨʝʩʘʪʘ ʫʚʝʜʦʤʣʝʥʠʷ (ʩʤ. ʰʘʛ 1), ʚ ʟʥʘʯʝʥʠʝ all. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʥʦ ʫʚʝʜʦʤʣʷʪʴ: 

 ʦ ʧʦʣʫʯʝʥʠʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. ʆʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʷ 
ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘʥʦʚʢʦʡ ʧʘʨʘʤʝʪʨʘ ProductNotify ʚ ʟʥʘ-
ʯʝʥʠʝ update; 



ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʧʦʯʪʳ 59 

 ʦ ʢʨʠʪʠʯʝʩʢʦʡ ʦʰʠʙʢʝ ʚ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝʥʠʷ. ʆʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝ-
ʥʠʷ ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘʥʦʚʢʦʡ ʧʘʨʘʤʝʪʨʘ ProductNotify ʚ 
ʟʥʘʯʝʥʠʝ fault; 

 ʦ ʩʦʙʳʪʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʢʣʶʯʦʤ ʠ ʣʠʮʝʥʟʠʦʥʥʳʤ ʦʛʨʘʥʠʯʝʥʠʝʤ. 
ʆʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʷ ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘʥʦʚʢʦʡ ʧʘʨʘ-
ʤʝʪʨʘ ProductNotify ʚ ʟʥʘʯʝʥʠʝ license; 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʣʠʮʝʥʟʠʠ ʙʳʚʘʶʪ ʜʚʫʭ ʪʠʧʦʚ: 

 ʠʩʪʝʯʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ. ʇʝʨʚʳʡ ʨʘʟ ʦʪʧʨʘʚʣʷʶʪʩʷ ʟʘ 
14 ʜʥʝʡ ʜʦ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ, ʟʘʪʝʤ  ʝʞʝʜʥʝʚʥʦ 
ʜʦ ʠʩʪʝʯʝʥʠʷ ʫʢʘʟʘʥʥʦʛʦ ʧʝʨʠʦʜʘ. ʅʘ ʩʣʝʜʫʶʱʠʡ ʜʝʥʴ ʧʦʩʣʝ 
ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʦʪʧʨʘʚʣʷʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶ-
ʱʝʝ ʫʚʝʜʦʤʣʝʥʠʝ; 

 ʧʨʝʚʳʰʝʥʠʝ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʦʛʨʘʥʠʯʝʥʠʷ. ʆʪʧʨʘʚʣʷʶʪʩʷ ʧʨʠ 
ʧʨʝʚʳʰʝʥʠʠ ʯʠʩʣʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʦʙʲʝʤʘ ʪʨʘʬʠʢʘ, ʫʢʘ-
ʟʘʥʥʳʭ ʚ ʫʩʣʦʚʠʷʭ ʧʨʠʦʙʨʝʪʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʧʨʝʚʳʰʝʥʠʠ ʣʠʮʝʥʟʠʦʥʥʳʭ ʦʛʨʘʥʠʯʝʥʠʡ - ʠʩʢʣʶ-
ʯʠʪʝʣʴʥʦ ʚʘʞʥʳʡ ʪʠʧ ʫʚʝʜʦʤʣʝʥʠʡ. ɽʩʣʠ ʦʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʡ 
ʦʪʢʣʶʯʝʥʘ, ʪʦ ʪʘʢʠʝ ʫʚʝʜʦʤʣʝʥʠʷ ʙʫʜʫʪ ʟʘʧʠʩʘʥʳ ʚ ʞʫʨʥʘʣ ʧʨʠ-
ʣʦʞʝʥʠʷ. 

 ʦʙʦ ʚʩʝʭ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʩʦʙʳʪʠʷʭ. ʆʪʧʨʘʚʢʘ ʫʚʝʜʦʤʣʝʥʠʷ 
ʪʘʢʦʛʦ ʪʠʧʘ ʚʢʣʶʯʘʝʪʩʷ ʫʩʪʘʥʦʚʢʦʡ ʧʘʨʘʤʝʪʨʘ ProductNotify ʚ ʟʥʘ-
ʯʝʥʠʝ all. 

5.7.2.  ɄɌɍɗɚəɧ ɟɎɑɐɚɘɗɑəɔɕ 

ɺ ʧʨʦʮʝʩʩʝ ʬʦʨʤʠʨʦʚʘʥʠʷ ʫʚʝʜʦʤʣʝʥʠʡ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʰʘʙʣʦ-
ʥʳ (ʭʨʘʥʷʪʩʷ ʚ ʜʠʨʝʢʪʦʨʠʠ, ʦʧʨʝʜʝʣʝʥʥʦʤ ʧʘʨʘʤʝʪʨʦʤ Templates ʢʦʥʬʠʛʫ-
ʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ): 

 ʐʘʙʣʦʥ ʫʚʝʜʦʤʣʝʥʠʡ ʜʣʷ ʦʧʠʩʘʥʠʷ ʫʜʘʣʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ï 
ʪʝʢʩʪ, ʢʦʪʦʨʳʡ ʚʩʪʨʘʠʚʘʝʪʩʷ ʚ ʠʩʭʦʜʥʦʝ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ ʚ ʪʦʤ 
ʩʣʫʯʘʝ, ʝʩʣʠ ʢʘʢʘʷ-ʣʠʙʦ ʝʛʦ ʯʘʩʪʴ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʦʙ-
ʨʘʙʦʪʢʠ ʠʣʠ ʬʠʣʴʪʨʘʮʠʠ ʙʳʣʘ ʫʜʘʣʝʥʘ. ɼʘʥʥʳʡ ʪʝʢʩʪ ʤʦʞʝʪ ʩʦ-
ʜʝʨʞʘʪʴ ʤʘʢʨʦʩʳ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʝ ʧʨʠʯʠʥʳ, ʧʦ ʢʦʪʦʨʳʤ ʦʙʲʝʢʪ 
ʙʳʣ ʫʜʘʣʝʥ. ʇʨʝʜʫʩʤʦʪʨʝʥʳ ʩʣʝʜʫʶʱʠʝ ʰʘʙʣʦʥʳ: 

 part_infected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʚ ʠʩʭʦʜʥʦʤ ʧʦʯʪʦʚʦʤ ʩʦʦʙ-
ʱʝʥʠʠ ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʙʳʣ ʫʜʘʣʝʥ ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʝʫʜʘʚʰʝʡʩʷ 
ʧʦʧʳʪʢʠ ʝʛʦ ʣʝʯʝʥʠʷ; 
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 part_filtered ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʚ ʠʩʭʦʜʥʦʤ ʧʦʯʪʦʚʦʤ ʩʦʦʙ-
ʱʝʥʠʠ MIME-ʦʙʲʝʢʪ, ʫʜʘʣʝʥʥʳʡ ʚ ʨʝʟʫʣʴʪʘʪʝ ʬʠʣʴʪʨʘʮʠʠ 
ʦʙʲʝʢʪʦʚ MIME-ʪʠʧʘ; 

 part_suspicious ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʚ ʠʩʭʦʜʥʦʤ ʧʦʯʪʦʚʦʤ ʩʦ-
ʦʙʱʝʥʠʠ ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʙʳʣ ʦʧʦʟʥʘʥ ʧʨʠʣʦʞʝʥʠʝʤ ʢʘʢ ʧʦ-
ʜʦʟʨʠʪʝʣʴʥʳʡ ʠ ʫʜʘʣʝʥ; 

 part_filtered ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʚ ʠʩʭʦʜʥʦʤ ʧʦʯʪʦʚʦʤ ʩʦʦʙ-
ʱʝʥʠʠ ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʙʳʣ ʧʝʨʝʠʤʝʥʦʚʘʥ ʚ ʨʝʟʫʣʴʪʘʪʝ 
ʬʠʣʴʪʨʘʮʠʠ; 

 part_protected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʚ ʠʩʭʦʜʥʦʤ ʧʦʯʪʦʚʦʤ ʩʦ-
ʦʙʱʝʥʠʠ ʟʘʱʠʱʝʥʥʳʡ ʦʙʲʝʢʪ, ʢʦʪʦʨʳʡ ʥʝ ʫʜʘʣʦʩʴ ʧʨʦʚʝʨʠʪʴ 
ʥʘ ʚʠʨʫʩʳ, ʠ, ʢʘʢ ʩʣʝʜʩʪʚʠʝ, ʦʥ ʙʳʣ ʫʜʘʣʝʥ; 

 part_error ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʚ ʠʩʭʦʜʥʦʤ ʧʦʯʪʦʚʦʤ ʩʦʦʙʱʝ-
ʥʠʠ ʦʙʲʝʢʪ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙ-
ʢʘ, ʠ ʝʛʦ ʧʨʠʰʣʦʩʴ ʫʜʘʣʠʪʴ. 

 ʐʘʙʣʦʥ ʩʪʘʥʜʘʨʪʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ ï ʪʝʢʩʪ, ʝʜʠʥʳʡ ʜʣʷ ʦʪʧʨʘ-
ʚʠʪʝʣʷ, ʧʦʣʫʯʘʪʝʣʷ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʜʣʷ ʦʪʧʨʘʚʢʠ ʢʦʪʦʨʦʛʦ ʠʩ-
ʧʦʣʴʟʫʝʪʩʷ ʬʠʣʴʪʨ ʠʣʠ ʩʨʝʜʩʪʚʘ SMTP. ʊʝʢʩʪ ʰʘʙʣʦʥʘ ʤʦʞʝʪ ʩʦ-
ʜʝʨʞʘʪʴ ʤʘʢʨʦʩʳ, ʜʝʪʘʣʠʟʠʨʫʶʱʠʝ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʚʳ-
ʧʦʣʥʝʥʳ ʥʘʜ ʠʩʭʦʜʥʳʤ ʧʦʯʪʦʚʳʤ ʩʦʦʙʱʝʥʠʝʤ. ʇʨʝʜʫʩʤʦʪʨʝʥʳ 
ʩʣʝʜʫʶʱʠʝ ʰʘʙʣʦʥʳ: 

 notify_common ï ʪʝʢʩʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 
ʫʚʝʜʦʤʣʝʥʠʡ ʧʦʣʫʯʘʪʝʣʷ, ʦʪʧʨʘʚʠʪʝʣʷ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ 
ʦ ʚʳʧʦʣʥʝʥʥʳʭ ʥʘʜ ʧʦʯʪʦʚʳʤ ʩʦʦʙʱʝʥʠʝʤ ʜʝʡʩʪʚʠ̫ ʭ; 

 notify_infected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʟʘʨʘʞʝʥʥʦʝ ʧʦʯʪʦʚʦʝ 
ʩʦʦʙʱʝʥʠʝ; 

 notify_suspicious ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ, 
ʩʦʜʝʨʞʘʱʝʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ; 

 notify_filtered ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ, 
ʧʦʜʚʝʨʛʥʫʪʦʝ ʬʠʣʴʪʨʘʮʠʠ; 

 notify_error ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦ-
ʚʝʨʢʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ; 

 notify_protected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʟʘʱʠʱʝʥʥʦʝ 
ʦʪ ʧʨʦʚʝʨʢʠ; 

 disclaimer ï ʪʝʢʩʪ, ʜʦʙʘʚʣʷʝʤʳʡ ʚ ʣʶʙʦʝ ʧʨʦʚʝʨʷʝʤʦʝ ʠʣʠ 
ʩʦʟʜʘʚʘʝʤʦʝ ʚ ʧʨʦʮʝʩʩʝ ʘʥʪʠʚʠʨʫʩʥʦʡ ʦʙʨʘʙʦʪʢʠ ʧʠʩʴʤʦ. 
ʇʦ ʫʤʦʣʯʘʥʠʶ ʰʘʙʣʦʥ ʩʦʜʝʨʞʠʪ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ 
ʧʠʩʴʤʦ ʙʳʣʦ ʧʨʦʚʝʨʝʥʦ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩʧʝʨʩʢʦʛʦ.  

 ʐʘʙʣʦʥ ʨʘʩʰʠʨʝʥʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ ï ʪʝʢʩʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ 
ʫʚʝʜʦʤʣʝʥʠʷ ʢʦʥʢʨʝʪʥʦʛʦ ʣʠʮʘ, ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʦʛʦ ʚ ʧʦʣʫʯʝʥʠʠ 
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ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʥʪʠʚʠʨʫʩʥʦʡ ʦʙʨʘʙʦʪʢʝ ʠʩʭʦʜʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʦ-
ʦʙʱʝʥʠʷ. ʈʘʟʨʘʙʦʪʘʥʳ ʦʪʜʝʣʴʥʳʝ ʰʘʙʣʦʥʳ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦʪ-
ʧʨʘʚʠʪʝʣʷ, ʧʦʣʫʯʘʪʝʣʷ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʘ-
ʢʠʭ ʰʘʙʣʦʥʦʚ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʜʣʷ ʧʘʨʘʤʝʪʨʘ UseCustomTem-
plates ʟʥʘʯʝʥʠʝ yes. ʇʨʝʜʫʩʤʦʪʨʝʥʳ ʩʣʝʜʫʶʱʠʝ ʰʘʙʣʦʥʳ: 

 ʫʚʝʜʦʤʣʝʥʠʷ ʦʪʧʨʘʚʠʪʝʣʷ: 

o notify_sender_common ï ʪʝʢʩʪ ʫʚʝʜʦʤʣʝʥʠʷ ʦʪʧʨʘʚʠʪʝʣʷ 
ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʦ ʚʳʧʦʣʥʝʥʥʳʭ ʥʘʜ ʠʩʭʦʜʥʳʤ ʧʠʩʴ-
ʤʦʤ ʜʝʡʩʪʚʠʷʭ; 

o notify_sender_infected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʟʘʨʘʞʝʥʥʦʝ 
ʧʦʯʪʦʚʦʝ ʩʦʦʙɦ ʝʥʠʝ; 

o notify_sender_suspicious ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦ-
ʦʙʱʝʥʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ; 

o notify_sender_filtered ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦʦʙ-
ʱʝʥʠʝ, ʧʦʜʚʝʨʛʥʫʪʦʝ ʬʠʣʴʪʨʘʮʠʠ; 

o notify_sender_error ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʚ ʨʝʟʫʣʴ-
ʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ; 

o notify_sender_protected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʟʘ-
ʱʠʱʝʥʥʦʝ ʦʪ ʧʨʦʚʝʨʢʠ. 

 ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʫʯʘʪʝʣʝʡ: 

o notify_recipients_common ï ʪʝʢʩʪ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʫʯʘʪʝʣʷ 
ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʦ ʚʳʧʦʣʥʝʥʥʳʭ ʥʘʜ ʠʩʭʦʜʥʳʤ ʧʠʩʴ-
ʤʦʤ ʜʝʡʩʪʚʠʷʭ; 

o notify_recipients_infected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʟʘʨʘʞʝʥʥʦʝ 
ʧʦʯʪʦʚʦʝ ʩʦʦʙʱʝʥʠʝ; 

o notify_recipients_suspicious ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ 
ʩʦʦʙʱʝʥʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ; 

o notify_recipients_filtered ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦ-
ʦʙʱʝʥʠʝ, ʧʦʜʚʝʨʛʥʫʪʦʝ ʬʠʣʴʪʨʘʮʠʠ; 

o notify_recipients_error ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʚ ʨʝ-
ʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ; 

o notify_recipient_protected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʟʘ-
ʱʠʱʝʥʥʦʝ ʦʪ ʧʨʦʚʝʨʢʠ. 

 ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ: 

o notify_admin_common ï ʪʝʢʩʪ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦ-
ʨʘ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʦ ʚʳʧʦʣʥʝʥʥʳʭ ʥʘʜ ʠʩʭʦʜʥʳʤ 
ʧʠʩʴʤʦʤ ʜʝʡʩʪʚʠʷʭ; 
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o notify_admin_infected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʟʘʨʘʞʝʥʥʦʝ 
ʧʦʯʪʦʚʦʝ ʩʦʦʙɦ ʝʥʠʝ; 

o notify_admin_suspicious ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦ-
ʦʙʱʝʥʠʝ, ʩʦʜʝʨʞʘʱʝʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʦʙʲʝʢʪʳ; 

o notify_admin_filtered ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʦʯʪʦʚʦʝ ʩʦʦʙ-
ʱʝʥʠʝ, ʧʦʜʚʝʨʛʥʫʪʦʝ ʬʠʣʴʪʨʘʮʠʠ; 

o notify_admin_error ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʚ ʨʝʟʫʣʴ-
ʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ; 

o notify_admin_protected ï ʪʝʢʩʪ, ʟʘʤʝʥʷʶʱʠʡ ʧʠʩʴʤʦ, ʟʘʱʠ-
ʱʝʥʥʦʝ ʦʪ ʧʨʦʚʝʨʢʠ. 

 ʐʘʙʣʦʥ ʩʧʝʮʠʘʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ï ʪʝʢʩʪ, 
ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʬʦʨʤʠʨʦʚʘʥʠʷ ʩʧʝʮʠʘʣʴʥʳʭ ʫʚʝʜʦʤʣʝʥʠʡ ʦʙ 
ʠʩʢʣʶʯʠʪʝʣʴʥʳʭ ʩʦʙʳʪʠʷʭ, ʪʨʝʙʫʶʱʠʭ ʦʪʜʝʣʴʥʦʛʦ ʚʥʠʤʘʥʠʷ ʘʜʤʠ-
ʥʠʩʪʨʘʪʦʨʘ. ʇʨʝʜʫʩʤʦʪʨʝʥʳ ʩʣʝʜʫʶʱʠʝ ʰʘʙʣʦʥʳ: 

 product_update ï ʪʝʢʩʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠ-
ʥʠʩʪʨʘʪʦʨʘ ʦ ʧʦʣʫʯʝʥʠʠ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʧʨʠʣʦʞʝ-
ʥʠʷ; 

 product_fault ï ʪʝʢʩʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠ-
ʩʪʨʘʪʦʨʘ ʦ ʪʦʤ, ʯʪʦ ʚʦ ʚʨʝʤʷ ʨʘʙʦʪʳ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ 
ʚʦʟʥʠʢʣʘ ʢʨʠʪʠʯʝʩʢʘʷ ʦʰʠʙʢʘ; 

 product_license ï ʪʝʢʩʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠ-
ʥʠʩʪʨʘʪʦʨʘ ʦʙ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʣʶʯʘ ʠʣʠ ʦ ʥʘʨʫʰʝ-
ʥʠʠ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ɺʦ ʚʨʝʤʷ ʟʘʧʫʩʢʘ ʧʨʠʣʦʞʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʥʘʣʠʯʠʷ ʚʩʝʭ ʧʝʨʝ-
ʯʠʩʣʝʥʥʳʭ ʚʳʰʝ ʰʘʙʣʦʥʦʚ. ɽʩʣʠ ʭʦʪʷ ʙʳ ʦʜʥʦʛʦ ʠʭ ʥʠʭ ʥʝ ʙʫʜʝʪ, ʧʨʠʣʦʞʝ-
ʥʠʝ ʚʦʟʚʨʘʱʘʝʪ ʦʰʠʙʢʫ. 

ʊʘʢʞʝ ʧʨʦʠʟʚʦʜʠʪʩʷ ʧʨʦʚʝʨʢʘ ʨʘʟʤʝʨʘ ʢʘʞʜʦʛʦ ʰʘʙʣʦʥʘ, ʢʦʪʦʨʳʡ ʥʝ ʜʦʣ-
ʞʝʥ ʧʨʝʚʳʰʘʪʴ 8 ʂɹ. 

5.7.3.  ȽɚɓɐɌəɔɑ ɝɚɍɝɞɎɑəəɧɡ ɤɌɍɗɚəɚɎ 

ɟɎɑɐɚɘɗɑəɔɕ 

ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʩʦʙʩʪʚʝʥʥʳʝ 
ʰʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ ʜʣʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʧʦʣʫʯʘʪʝʣʝʡ ʠ ʦʪʧʨʘʚʠʪʝʣʝʡ 
ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʧʝʮʠʘʣʴʥʦʛʦ ʷʟʳʢʘ ʫʚʝʜʦʤʣʝʥʠʡ. 
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ʗʟʳʢ ʫʚʝʜʦʤʣʝʥʠʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʤʘʢʨʦʩʦʚ ʠ ʫʧʨʘʚʣʷʶʱʠʭ 
ʢʦʥʩʪʨʫʢʮʠʡ. 

ʈʘʩʩʤʦʪʨʠʤ ʧʦʜʨʦʙʥʝʝ ʚʩʝ ʩʦʩʪʘʚʣʷʶʱʠʝ ʷʟʳʢʘ, ʝʛʦ ʩʠʥʪʘʢʩʠʩ ʠ ʨʷʜ ʧʨʠ-
ʤʝʨʦʚ.  

ɺʥʠʤʘʥʠʝ! 

ʇʝʨʚʘʷ ʩʪʨʦʢʘ ʰʘʙʣʦʥʘ ʥʝ ʜʦʣʞʥʘ ʩʦʜʝʨʞʘʪʴ ʩʠʤʚʦʣʘ ç:è, ʪʘʢ ʢʘʢ ʚ ʪʘʢʦʤ 
ʩʣʫʯʘʝ ʦʥʘ ʙʫʜʝʪ ʠʥʪʝʨʧʨʝʪʠʨʦʚʘʪʴʩʷ ʢʘʢ ʟʘʛʦʣʦʚʦʢ. ɼʣʷ ʠʟʙʝʞʘʥʠʷ ʪʘʢʠʭ 
ʩʠʪʫʘʮʠʡ ʩʣʝʜʫʝʪ ʥʘʯʠʥʘʪʴ ʰʘʙʣʦʥ ʧʝʨʝʚʦʜʦʤ ʩʪʨʦʢʠ (ʥʘʞʘʪʠʝʤ ʢʣʘʚʠʰʠ 
Enter). 

5.7.3.1.  ȸɌɖɜɚɝɧ 

ʄʘʢʨʦʩ ï ʵʪʦ ʵʣʝʤʝʥʪ ʧʦʜʩʪʘʥʦʚʢʠ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʰʘʙʣʦʥʘʭ ʧʦʯʪʦʚʳʭ 
ʫʚʝʜʦʤʣʝʥʠʡ. ɺ ʬʦʨʤʠʨʫʝʤʦʤ ʥʘ ʦʩʥʦʚʝ ʰʘʙʣʦʥʘ ʪʝʢʩʪʝ ʤʘʢʨʦʩ ʟʘʤʝʥʷʝʪ-
ʩʷ ʥʘ ʥʝʢʦʪʦʨʦʝ ʟʥʘʯʝʥʠʝ.  

ʉʠʥʪʘʢʩʠʩ ʤʘʢʨʦʩʘ: %ʠʤʷ_ʤʘʢʨʦʩʘ% 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʚʢʣʶʯʠʪʴ ʩʠʤʚʦʣ % ʚ ʠʤʷ ʤʘʢʨʦʩʘ, ʪʘʢʦʡ ʩʠʤʚʦʣ ʜʦʣʞʝʥ 
ʙʳʪʴ ʵʢʨʘʥʠʨʦʚʘʥ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67). 

ʄʘʢʨʦʩ ʤʦʞʝʪ ʠʤʝʪʴ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
%ʠʤʷ_ʤʘʢʨʦʩʘ% ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦʩʣʝʜʥʝʝ ʠʟ ʫʢʘʟʘʥʥʳʭ ʟʥʘʯʝʥʠʡ. 

ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʟʥʘʯʝʥʠʡ ʤʘʢʨʦʩʘ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʠʪʝʨʘʮʠʦʥʥʳʝ ʢʦʥʩʪʨʫʢʮʠʠ. 

5.7.3.2.  ȴɞɑɜɌɢɔɚəəɧɑ ɖɚəɝɞɜɟɖɢɔɔ 

ʀʪʝʨʘʮʠʦʥʥʘʷ ʢʦʥʩʪʨʫʢʮʠʷ ï ʵʪʦ ʦʩʥʦʚʥʦʡ ʵʣʝʤʝʥʪ ʷʟʳʢʘ ʫʚʝʜʦʤʣʝʥʠʡ, ʩ 
ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʪʦʨʦʛʦ ʬʦʨʤʠʨʫʶʪʩʷ ʰʘʙʣʦʥʳ ʫʚʝʜʦʤʣʝʥʠʡ. 

ʉʠʥʪʘʢʩʠʩ ʢʦʥʩʪʨʫʢʮʠʠ: 

<FOR INAME IOP IVALUE>BODY< /FOR> 

ʛʜʝ: 

<FOR ï ʥʘʯʘʣʦ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʥʩʪʨʫʢʮʠʠ. ʉʠʤʚʦʣ <, ʥʝ ʷʚʣʷʶʱʠʡʩʷ 
ʥʘʯʘʣʦʤ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʥʩʪʨʫʢʮʠʠ, ʜʦʣʞʝʥ ʙʳʪʴ ʵʢʨʘʥʠʨʦʚʘʥ 
(ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67). 

INAME ï ʠʤʷ ʢʦʥʩʪʨʫʢʮʠʠ ʬʦʨʤʘʪʘ 1*(nchar)*(nchar); ʤʘʢʩʠʤʘʣʴʥʘʷ 
ʜʣʠʥʘ ʠʤʝʥʠ ʩʦʩʪʘʚʣʷʝʪ 64 ʙʘʡʪʘ. 

IOP ï ʦʧʝʨʘʮʠʷ ʩʨʘʚʥʝʥʠʷ ʬʦʨʤʘʪʘ ==, |, !=; ʜʣʠʥʘ 2 ʙʘʡʪʘ. 
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IVALUE ï ʟʥʘʯʝʥʠʝ ʢʦʥʩʪʨʫʢʮʠʠ ʬʦʨʤʘʪʘ 1*(vchar)*(vchar), ʤʘʢʩʠʤʘʣʴ-

ʥʘʷ ʜʣʠʥʘ ʩʦʩʪʘʚʣʷʝʪ 4096 ʙʘʡʪ. ɿʥʘʯʝʥʠʝ ʠʪʝʨʘʮʠʦʥʥʦʡ ʢʦʥʩʪʨʫʢ-
ʮʠʠ ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʦ ʙʳʪʴ ʚʳʜʝʣʝʥʦ ʢʘʚʳʯʢʘʤʠ. ɺ ʩʣʫʯʘʝ 
ʩʨʘʚʥʝʥʠʷ ʟʥʘʯʝʥʠʷ ʢʦʥʩʪʨʫʢʮʠʠ ʩʦ ʟʥʘʯʝʥʠʝʤ, ʠʤʝʶʱʠʤ ʢʘʚʳʯʢʫ, 
ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʢʨʘʥʠʨʫʶʱʠʡ (escape) ʩʠʤʚʦʣ (ʧʦʜʨʦʙ-
ʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67). ʅʘʧʨʠʤʝʨ: 

<FOR _macro _name_parent _ == " \ " _value _1\ " " > 

> ï ʢʦʥʝʮ ʦʧʨʝʜʝʣʝʥʠʷ ʠʪʝʨʘʮʠʦʥʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ, ʥʘʯʘʣʦ ʦʧʨʝʜʝʣʝʥʠʷ 

ʪʝʣʘ ʠʪʝʨʘʪʦʨʘ. ʉʠʤʚʦʣ >, ʥʝ ʷʚʣʷʶʱʠʡʩʷ ʢʦʥʮʦʤ ʦʧʨʝʜʝʣʝʥʠʷ 

ʢʦʥʩʪʨʫʢʮʠʠ, ʜʦʣʞʝʥ ʙʳʪʴ ʵʢʨʘʥʠʨʦʚʘʥ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ 
ʩʪʨ. 67). 

BODY ï ʪʝʣʦ ʠʪʝʨʘʪʦʨʘ ʬʦʨʤʘʪʘ *(char). 

</ FOR> ï ʢʦʥʝʮ ʦʧʨʝʜʝʣʝʥʠʷ ʪʝʣʘ ʠʪʝʨʘʪʦʨʘ. ʉʠʤʚʦʣ <, ʥʝ ʷʚʣʷʶʱʠʡ-

ʩʷ ʢʦʥʮʦʤ ʦʧʨʝʜʝʣʝʥʠʷ ʪʝʣʘ ʠʪʝʨʘʪʦʨʘ, ʜʦʣʞʝʥ ʙʳʪʴ ʵʢʨʘʥʠʨʦʚʘʥ 
(ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67). 

é ï ʨʘʟʜʝʣʠʪʝʣʴ ʬʦʨʤʘʪʘ *( )*(\t) 

nchar  ï ʩʠʤʚʦʣʳ ʠʟ ʥʘʙʦʨʘ a-z, A-Z, 0-9, -, _ 

vchar  ï ʩʠʤʚʦʣʳ ʠʟ ʥʘʙʦʨʘ nchar, *, ? 

char  ï ʩʠʤʚʦʣʳ ʠʟ ʥʘʙʦʨʘ ʟʥʘʯʝʥʠʡ 32 ï 255 

ʇʨʠʤʝʨ ʠʪʝʨʘʮʠʦʥʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ: 

<FOR _macro _name_ == "*">%_ macro _name_%</ FOR>  

ʇʨʠ ʚʳʧʦʣʥʝʥʠʠ ʜʘʥʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ ʧʨʝʧʨʦʮʝʩʩʦʨ ʨʘʟʜʝʣʷʝʪ ʝʝ ʥʘ ʩʣʝ-
ʜʫʶʱʠʝ ʫʩʣʦʚʥʳʝ ʢʦʥʩʪʨʫʢʮʠʠ: 

<FOR _macro_name_ == " _value_1" >%_macro_name_%</FOR> 

<FOR _macro_name_ == " _value_2" >%_macro_name_%</FOR> 

<FOR _macro_ name_ == " _value_3" >%_macro_name_%</FOR> 

<FOR _macro_name_ == " _value_N" >%_macro_name_%</FOR> 

ʕʪʠ ʫʩʣʦʚʥʳʝ ʢʦʥʩʪʨʫʢʮʠʠ ʚʧrʦʣʥʷʶʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʠʪʝʨʘʮʠʦʥʥʳʝ ʢʦʥʩʪʨʫʢʮʠʠ ʧʦʟʚʦʣʷʶʪ ʚʳʜʝʣʷʪʴ ʢʘʢ ʢʦʥ-
ʢʨʝʪʥʦʝ ʟʥʘʯʝʥʠʝ ʤʘʢʨʦʩʘ, ʪʘʢ ʠ ʛʨʫʧʧʫ ʟʥʘʯʝʥʠʡ.  

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʤʘʢʨʦʩ %FILTERNAME% ʠʤʝʝʪ ʟʥʘʯʝʥʠʷ KAVFilter 1, KAV-

Filter 2, KAVFi l ter 3, SimpleFilter , ʪʦʛʜʘ: 

ʢʦʥʩʪʨʫʢʮʠʷ: 

<FOR FILTERNAME == "KAVFilter1">%FILTERNAME%< /FOR> 

ʙʫʜʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʚ ʪʝʢʩʪ:  

KAVFilter 1 
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ʢʦʥʩʪʨʫʢʮʠʷ: 

<FOR FILTERNAME ` = " KAVFilter?" >%FILTERNAME%, </FOR> 

ʙʫʜʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʚ ʪʝʢʩʪ: 

KAVFilter1, KAVFilter2, KAVFilter3  

 

ʢʦʥʩʪʨʫʢʮʠʷ: 

<FOR FILTERNAME != "KAVFilter2">%FILTERNAME%, < /FOR> 

ʙʫʜʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʚ ʪʝʢʩʪ: 

KAVFilter1, KAVFilter3, SimpleFilter  

 

ʢʦʥʩʪʨʫʢʮʠʷ: 

<FOR FILTERNAME != " KAV*" >%FILTERNAME%, </FOR> 

ʙʫʜʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʚ ʪʝʢʩʪ: 

SimpleFilter ,  

5.7.3.3.  ȯɜɌəɔɢɧ Ɏɔɐɔɘɚɝɞɔ ɔɞɑɜɌɢɔɚəəɚɕ 

ɖɚəɝɞɜɟɖɢɔɔ 

ʃʶʙʘʷ ʠʪʝʨʘʮʠʦʥʥʘʷ ʢʦʥʩʪʨʫʢʮʠʷ ʤʦʞʝʪ ʠʤʝʪʴ ʚʣʦʞʝʥʥʳʝ ʤʘʢʨʦʩʳ, ʯʴʝ 
ʟʥʘʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʦ ʪʦʣʴʢʦ ʚ ʛʨʘʥʠʮʝ ʚʠʜʠʤʦʩʪʠ ʜʘʥʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ. 
ʀʪʝʨʘʮʠʦʥʥʳʝ ʢʦʥʩʪʨʫʢʮʠʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʝ ʪʦʣʴʢʦ ʜʣʷ ʚʳʚʦʜʘ 
ʢʦʥʢʨʝʪʥʳʭ ʟʥʘʯʝʥʠʡ ʤʘʢʨʦʩʘ, ʥʦ ʠ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʛʨʘʥʠʮ ʚʠʜʠʤʦʩʪʠ 
ʚʣʦʞʝʥʥʳʭ ʤʘʢʨʦʩʦʚ. 

ɻʨʘʥʠʮʳ ʚʠʜʠʤʦʩʪʠ ʚʣʦʞʝʥʥʦʛʦ ʤʘʢʨʦʩʘ ʟʘʜʘʶʪʩʷ ʦʪʢʨʳʚʘʶʱʠʤ ʠ ʟʘʢʨʳ-
ʚʘʶʱʠʤ ʪʝʛʦʤ ʫʩʣʦʚʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ: 

<FOR _macro_ name_parent_ == 

" _value_1 " >%_macro_name_child_% </FOR> 

ʇʨʠ ʵʪʦʤ ʦʙʣʘʩʪʴ ʜʝʡʩʪʚʠʷ ʤʘʢʨʦʩʘ %_macro_name_parent_% ʨʘʩʧʨʦʩʪʨʘ-
ʥʷʝʪʩʷ ʥʘ ʚʩʝ ʚʣʦʞʝʥʥʳʝ ʫʨʦʚʥʠ (ʧʦʧʘʜʘʶʱʠʝ ʤʝʞʜʫ ʫʢʘʟʘʥʥʳʤʠ ʪʝʛʘʤʠ), 
ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʤʘʢʨʦʩʘ ʥʝ ʧʝʨʝʢʨʳʪʦ. 
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5.7.3.4.  Ȼɑɜɑɘɑəəɧɑ 

ʇʝʨʝʤʝʥʥʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʙʦʣʴʰʝʡ ʛʠʙʢʦʩʪʠ ʧʨʠ ʩʦʩʪʘʚ-
ʣʝʥʠʠ ʰʘʙʣʦʥʦʚ.  

ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ ʚ ʟʘʜʘʥʥʦʡ ʦʙʣʘʩʪʠ ʚʠʜʠʤʦʩʪʠ ʧʨʝʜʫʩʤʦʪʨʝ-
ʥʘ ʩʣʝʜʫʶʱʘʷ ʢʦʥʩʪʨʫʢʮʠʷ:  

<DEF _var_name _ = "_ const_value_ "/ > 

ɺ ʜʘʣʴʥʝʡʰʝʤ ʵʪʘ ʧʝʨʝʤʝʥʥʘʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʢʘʢ ʦʙʳʯʥʳʡ ʤʘʢ-
ʨʦʩ ʙʝʟʦ ʚʩʷʢʠʭ ʦʛʨʘʥʠʯʝʥʠʡ. 

ʉʠʥʪʘʢʩʠʩ ʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ: 

<DEF VNAME VOP VVALUE/>  

ʛʜʝ: 

<DEF ï ʥʘʯʘʣʦ ʢʦʥʩʪʨʫʢʮʠʠ ʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ. ʉʠʤʚʦʣ <, ʥʝ 
ʷʚʣʷʶʱʠʡʩʷ ʥʘʯʘʣʦʤ ʦʧʨʝʜʝʣʝʥʠʷ, ʜʦʣʞʝʥ ʙʳʪʴ ʵʢʨʘʥʠʨʦʚʘʥ 
(ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67); 

VNAME ï ʠʤʷ ʧʝʨʝʤʝʥʥʦʡ ʬʦʨʤʘʪʘ 1*(nchar)*(nchar); ʤʘʢʩʠʤʘʣʴʥʘʷ 
ʜʣʠʥʘ ʩʦʩʪʘʚʣʷʝʪ 64 ʙʘʡʪʘ; 

VOP ï ʦʧʝʨʘʮʠʷ ʧʨʠʩʚʘʠʚʘʥʠʷ ʬʦʨʤʘʪʘ =, ʜʣʠʥʘ 1 ʙʘʡʪ; 

VVALUE ï ʟʥʘʯʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ ʬʦʨʤʘʪʘ 1*(vchar)*(vchar); ʤʘʢʩʠʤʘʣʴ-
ʥʘʷ ʜʣʠʥʘ ʩʦʩʪʘʚʣʷʝʪ 4096 ʙʘʡʪ. ɿʥʘʯʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ ʦʙʷʟʘʪʝʣʴ-
ʥʦ ʜʦʣʞʥʦ ʙʳʪʴ ʚʳʜʝʣʝʥʦ ʢʘʚʳʯʢʘʤʠ. ɺ ʩʣʫʯʘʝ ʩʨʘʚʥʝʥʠʷ ʩʦ ʟʥʘ-
ʯʝʥʠʝʤ, ʠʤʝʶʱʠʤ ʢʘʚʳʯʢʫ, ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʢʨʘʥʠʨʫʶ-
ʱʠʡ (escape) ʩʠʤʚʦʣ (ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67). ʇʨʠʤʝʨ 
ʢʦʥʩʪʨʫʢʮʠʠ ʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ: 

<DEF _value _name_ = " \ " _value _1\ " "/ > 

> ï ʢʦʥʝʮ ʢʦʥʩʪʨʫʢʮʠʠ ʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ. ʉʠʤʚʦʣ >, ʥʝ ʷʚʣʷʶ-

ʱʠʡʩʷ ʢʦʥʮʦʤ ʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ, ʜʦʣʞʝʥ ʙʳʪʴ ʵʢʨʘʥʠʨʦʚʘʥ 
(ʧʦʜʨʦʙʥʝʝ ʩʤ. ʧ. 5.7.3.5 ʥʘ ʩʪʨ. 67). ʂʦʥʩʪʨʫʢʮʠʷ DEF ʥʝ ʠʤʝʝʪ ʪʝ-
ʣʘ, ʢʘʢ ʢʦʥʩʪʨʫʢʮʠʷ FOR, ʧʦʵʪʦʤʫ ʟʘʢʨʳʚʘʶʱʘʷ ʩʢʦʙʢʘ ʝʝ ʪʝʛʘ 
ʜʦʣʞʥʘ ʫʚʝʜʦʤʣʷʪʴ ʧʘʨʩʝʨ ʦʙ ʦʪʩʫʪʩʪʚʠʠ ʟʘʢʨʳʚʘʶʱʝʛʦ ʪʝʛʘ.  

é ï ʨʘʟʜʝʣʠʪʝʣʴ ʬʦʨʤʘʪʘ *( )*(\t) 

nchar  ï ʩʠʤʚʦʣʳ ʠʟ ʥʘʙʦʨʘ a-z, A-Z, 0-9, -, _ 

vchar  ï ʩʠʤʚʦʣʳ ʠʟ ʥʘʙʦʨʘ nchar, *, ? 

ɺ ʩʣʫʯʘʝ ʧʝʨʝʦʧʨʝʜʝʣʝʥʠʷ ʧʝʨʝʤʝʥʥʦʡ ʚ ʛʨʘʥʠʮʘʭ ʝʝ ʦʙʣʘʩʪʠ ʚʠʜʠʤʦʩʪʠ 
ʧʦʜʩʪʘʥʦʚʢʘ ʥʦʚʦʛʦ ʟʥʘʯʝʥʠʷ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʧʦʩʣʝ ʢʘʞʜʦʛʦ ʧʝʨʝʦʧ-
ʨʝʜʝʣʝʥʠʷ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʦʥʩʪʨʫʢʮʠʷ:  



ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʧʦʯʪʳ 67 

<DEF __NAME__= " ʀʄʗ_1"/ >ʉʝʡʯʘʩ ʤʳ ʫʚʠʜʠʤ ʧʝʨʚʦʝ ʟʥʘ-

ʯʝʥʠʝ: %__NAME__%.  

<DEF __NAME__= " ʀʄʗ_2"/ >ʉʝʡʯʘʩ ʤʳ ʫʚʠʜʠʤ ʚʪʦʨʦʝ ʟʥʘ-

ʯʝʥʠʝ: %__NAME__%.  

ʙʫʜʝʪ ʧʨʝʦʙʨʘʟʦʚʘʥʘ ʚ ʩʣʝʜʫʶʱʠʡ ʪʝʢʩʪ: 

ʉʝʡʯʘʩ ʤʳ ʫʚʠʜʠʤ ʧʝʨʚʦʝ ʟʥʘʯʝʥʠʝ: ʀʄʗ_1. 

ʉʝʡʯʘʩ ʤʳ ʫʚʠʜʠʤ ʚʪʦʨʦʝ ʟʥʘʯʝʥʠʝ: ʀʄʗ_2. 

ʇʝʨʝʤʝʥʥʘʷ ʤʦʞʝʪ ʠʤʝʪʴ ʤʘʢʨʦʩ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ.  

<DEF _var_name _ = ñ%_macro_name_%ò/> 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʧʨʝʧʨʦʮʝʩʩʦʨ ʩʥʘʯʘʣʘ ʟʘʤʝʥʠʪ ʧʝʨʝʤʝʥʥʫʶ ʥʘ ʤʘʢʨʦʩ, ʘ 
ʟʘʪʝʤ ï ʥʘ ʝʛʦ ʟʥʘʯʝʥʠʝ.  

5.7.3.5.  ȽɔəɞɌɖɝɔɝ ɫɓɧɖɌ 

ʉʣʫʞʝʙʥʳʝ ʩʠʤʚʦʣʳ 

% ʧʨʠʟʥʘʢ ʤʘʢʨʦʩʘ. ʄʘʢʨʦʩ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʤʝʞʜʫ ʜʚʫʤʷ ʟʥʘʢʘʤʠ 

ç%è. ʇʨʠʤʝʨ: %VIRUSNAME% 

< ʦʪʢʨʳʚʘʶʱʘʷ ʩʢʦʙʢʘ ʪʝʛʘ.  

ʇʨʠʤʝʨ: <FOR FILTERNAME == " KAVFilter 1">  

> ʟʘʢʨʳʚʘʶʱʘʷ ʩʢʦʙʢʘ ʪʝʛʘ.  

ʇʨʠʤʝʨ: <FOR FILTERNAME == " KAVFilter 1">  

</ ʦʪʢʨʳʚʘʶʱʘʷ ʩʢʦʙʢʘ ʟʘʢʨʳʚʘʶʱʝʛʦ ʪʝʛʘ.  

ʇʨʠʤʝʨ: </ FOR> 

/> ʟʘʢʨʳʚʘʶʱʘʷ ʩʢʦʙʢʘ ʪʝʛʘ ʢʦʥʩʪʨʫʢʮʠʠ ʙʝʟ ʪʝʣʘ.  

ʇʨʠʤʝʨ: <DEF __NAME __= "ʀʄʗ_1"/> 

\ escape-ʩʠʤʚʦʣ. ʆʪʤʝʥʷʝʪ ʜʝʡʩʪʚʠʝ ʩʣʝʜʫʶʱʝʡ ʟʘ ʥʠʤ ʣʝʢʩʝʤʳ. 

ʇʨʠʤʝʨ: \ %VIRUSNAME\ % 

== ʩʨʘʚʥʝʥʠʝ: ʩʦʚʧʘʜʝʥʠʝ ʧʦ ʤʘʩʢʝ ʠʣʠ ʟʥʘʯʝʥʠʶ. 

ʇʨʠʤʝʨ: <FOR FILTERNAME == "KAVFilter1">  

ʇʨʠʤʝʨ: <FOR FILTERNAME == "KAVFilter*">  

!= ʩʨʘʚʥʝʥʠʝ: ʥʝʩʦʚʧʘʜʝʥʠʝ ʧʦ ʤʘʩʢʝ ʠʣʠ ʟʥʘʯʝʥʠʶ. 

ʇʨʠʤʝʨ: <FOR FILTERNAME != "KAVFilter1">   
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ʇʨʠʤʝʨ: <FOR FILTERNAME != "KAVFilter*">  

* ɺʩʝ ʚʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ ʥʝʦʛʨʘʥʠʯʝʥʥʦʛʦ ʨʘʟʤʝʨʘ. ʀʩʧʦʣʴʟʫ-
ʝʪʩʷ ʪʦʣʴʢʦ ʚʥʫʪʨʠ ʪʝʛʦʚ ʧʨʠ ʩʨʘʚʥʝʥʠʠ ʩ ʰʘʙʣʦʥʘʤʠ.  

ʇʨʠʤʝʨ: <FOR FILTERNAME == "KAV*">  

? ɺʩʝ ʚʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ ʨʘʟʤʝʨʦʤ ʚ ʦʜʠʥ ʩʠʤʚʦʣ. ʀʩʧʦʣʴʟʫʝʪ-
ʩʷ ʪʦʣʴʢʦ ʚʥʫʪʨʠ ʪʝʛʦʚ ʧʨʠ ʩʨʘʚʥʝʥʠʠ ʩ ʰʘʙʣʦʥʘʤʠ.  

ʇʨʠʤʝʨ: <FOR FILTERNAME == "KAVFilter?">   

# ʂʦʤʤʝʥʪʘʨʠʡ, ʧʘʨʩʝʨ ʠʛʥʦʨʠʨʫʝʪ ʚʩʝ ʩʠʤʚʦʣʳ, ʥʘʯʠʥʘʷ ʩ # ʜʦ 
ʢʦʥʮʘ ʩʪʨʦʢʠ. 

ʉʣʫʞʝʙʥʳʝ ʩʣʦʚʘ 

FOR ʆʧʨʝʜʝʣʝʥʠʝ ʠʪʝʨʘʮʠʦʥʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ.  

ʇʨʠʤʝʨ: <FOR FILTERNAME = " KAVFilter 1">  

DEF ʆʧʨʝʜʝʣʝʥʠʝ ʧʝʨʝʤʝʥʥʦʡ (ʢʦʥʩʪʨʫʢʮʠʷ ʙʝʟ ʟʘʢʨʳʚʘʶʱʝʛʦ ʪʝ-

ʛʘ). ʇʨʠʤʝʨ: <DEF __NAME__= "ʀʄʗ_1"/> 

ʇʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ ʤʘʢʨʦʩʳ 

%CRLF% ʄʘʢʨʦʩ ʧʝʨʝʚʦʜʘ ʩʪʨʦʢʠ  

%TAB% ʄʘʢʨʦʩ ʪʘʙʫʣʷʪʦʨʘ 

ɺʩʷ ʦʙʨʘʙʦʪʢʘ ʚʝʜʝʪʩʷ ʚʥʫʪʨʠ ʛʣʦʙʘʣʴʥʦʡ ʩʝʢʮʠʠ, ʥʝ ʦʧʨʝʜʝʣʝʥʥʦʡ ʥʠʢʘ-
ʢʦʡ ʢʦʥʩʪʨʫʢʮʠʝʡ ʣʠʙʦ ʚʥʫʪʨʠ ʫʩʣʦʚʥʦʡ ʢʦʥʩʪʨʫʢʮʠʠ   
<FOR KAV_LANGUAGE == "5.0"> ... </FOR> 

Escape-ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ 

ɺ ʷʟʳʢʝ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ:  

 ɼʣʷ ʚʳʚʦʜʘ ʚ ʪʝʢʩʪ ʰʘʙʣʦʥʘ ʩʠʤʚʦʣʘ ç\ è ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ç\ \ è. 

 ʉʪʨʦʢʘ, ʦʢʘʥʯʠʚʘʶʱʘʷʩʷ escape-ʩʠʤʚʦʣʦʤ ç\ è, ʧʨʦʜʦʣʞʘʝʪʩʷ ʥʘ 

ʩʣʝʜʫʶʱʝʡ ʩʪʨʦʢʝ. ʇʨʠ ʵʪʦʤ escape-ʩʠʤʚʦʣ ʚʳʚʦʜʠʪʩʷ ʥʘ ʵʢʨʘʥ 
ʢʘʢ ʩʠʤʚʦʣ ʧʝʨʝʚʦʜʘ ʩʪʨʦʢʠ. ʇʨʠ ʦʙʨʘʙʦʪʢʝ ʪʘʢʘʷ ʩʪʨʦʢʘ ʦʙʲʝʜʠ-
ʥʷʝʪʩʷ ʩʦ ʩʣʝʜʫʶʱʝʡ ʩʪʨʦʢʦʡ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʨʘʟʙʦʨʱʠʢʦʤ ʧʨʝʜ-
ʧʨʠʥʷʪʳ ʜʨʫʛʠʝ ʜʝʡʩʪʚʠʷ ʧʦ ʦʙʨʘʙʦʪʢʝ ʰʘʙʣʦʥʘ. ɼʝʡʩʪʚʠʝ ʪʘʢʦʛʦ 
escape-ʩʠʤʚʦʣʘ ʩʦʭʨʘʥʷʝʪʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʩʪʨʝʪʠʣʩʷ ʣʠ ʦʥ 
ʚʥʫʪʨʠ ʠʣʠ ʩʥʘʨʫʞʠ ʪʝʛʘ. 
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ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʧʦʤʝʩʪʠʪʴ ʩʠʤʚʦʣ ç\ è ʚ ʢʦʥʝʮ ʩʪʨʦʢʠ ʪʘʢ, ʯʪʦʙʳ ʦʥ 

ʥʝ ʧʨʠʥʠʤʘʣ ʟʥʘʯʝʥʠʝ ʧʨʦʜʦʣʞʝʥʠʷ ʩʪʨʦʢʠ, ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦ-

ʚʘʪʝʣʥɹʦʩʪʴ ç\ \ ô. 

 ɼʣʷ ʚʳʚʦʜʘ ʚ ʪʝʢʩʪ ʰʘʙʣʦʥʘ ʩʠʤʚʦʣʘ ç%è ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ç\ %è. 

 ɼʣʷ ʚʳʚʦʜʘ ʚ ʪʝʢʩʪ ʰʘʙʣʦʥʘ ʩʠʤʚʦʣʘ ç/ è ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ç\ / è. 

 ɼʣʷ ʚʳʚʦʜʘ ʚ ʪʝʢʩʪ ʰʘʙʣʦʥʘ ʩʠʤʚʦʣʘ ç<è ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ç\ <è. 

 ɼʣʷ ʚʳʚʦʜʘ ʚ ʪʝʢʩʪ ʰʘʙʣʦʥʘ ʩʠʤʚʦʣʘ ç>ç ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ç\ >ç. 

 ɼʣʷ ʚʳʚʦʜʘ ʚ ʪʝʢʩʪ ʰʘʙʣʦʥʘ ʩʠʤʚʦʣʘ ç#è ʠʩʧʦʣʴʟʫʡʪʝ ʧʦʩʣʝʜʦʚʘ-

ʪʝʣʴʥʦʩʪʴ ç\ #è. 

ʇʨʠʤʝʯʘʥʠʝ 

ʗʟʳʢ ʤʘʢʨʦʩʦʚ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. ʂʦʣʠʯʝʩʪʚʦ ʧʨʦʙʝʣʦʚ ʠʣʠ ʩʠʤʚʦ-
ʣʦʚ ʪʘʙʫʣʷʮʠʠ (ʘ ʪʘʢʞʝ ʠʭ ʥʘʣʠʯʠʝ ʣʠʙʦ ʦʪʩʫʪʩʪʚʠʝ) ʤʝʞʜʫ ʣʝʢʩʝʤʘʤʠ ʷʟʳ-
ʢʘ ʥʠʢʘʢ ʥʝ ʦʛʦʚʘʨʠʚʘʝʪʩʷ. ʉʣʫʞʝʙʥʳʝ ʩʣʦʚʘ ʜʦʣʞʥʳ ʚʳʜʝʣʷʪʴʩʷ ʧʨʦʙʝ-
ʣʘʤʠ ʠʣʠ ʩʠʤʚʦʣʘʤʠ ʪʘʙʫʣʷʮʠʠ ʣʠʙʦ ʩʣʫʞʝʙʥʳʤʠ ʩʠʤʚʦʣʘʤʠ ʷʟʳʢʘ. 

5.7.3.6.  ȸɌɖɜɚɝɧ ɟɎɑɐɚɘɗɑəɔɕ Ɏ ɝɚɝɞɌɎɑ 

ɛɜɔɗɚɒɑəɔɫ 

ɺ ʧʦʩʪʘʚʢʫ ʧʨʠʣʦʞʝʥʠʷ ʚʭʦʜʠʪ ʨʷʜ ʤʘʢʨʦʩʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ-
ʩʷ ʢʘʢ ʚ ʰʘʙʣʦʥʘʭ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦ ʧʦʯʪʦʚʦʤʫ ʩʦʦʙʱʝʥʠʶ ʚ ʮʝʣʦʤ, ʪʘʢ ʠ ʚ 
ʰʘʙʣʦʥʘʭ ʧʦ ʫʜʘʣʝʥʥʳʤ ʯʘʩʪʷʤ ʧʠʩʝʤ. ʆʥʠ ʧʦʟʚʦʣʷʶʪ ʥʘʧʦʣʥʷʪʴ ʪʝʢʩʪ 
ʫʚʝʜʦʤʣʝʥʠʡ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʠʩʭʦʜʥʦʤ ʧʠʩʴʤʝ ʠʣʠ ʦʙʲ-
ʝʢʪʝ, ʘ ʪʘʢʞʝ ʦ ʜʝʡʩʪʚʠʷʭ, ʚʧrʦʣʥʝʥʥʳʭ ʥʘʜ ʥʠʤʠ. 

ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʤʘʢʨʦʩʳ ʚ ʫʚʝʜʦʤʣʝʥʠʷʭ 
ʧʦ ʧʦʯʪʦʚʦʤʫ ʩʦʦʙʱʝʥʠʶ ʚ ʮʝʣʦʤ: 

%VERSION% ï ʥʦʤʝʨ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʝʨʩʠʠ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ, ʩ 
ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʙʳʣʦ ʧʨʦʚʝʨʝʥʦ ʩʦʦʙʱʝʥʠʝ. 

%PRODUCT% ï ʧʦʣʥʦʝ ʠʤʷ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ. 

%CLIENT % ï ʫʜʘʣʝʥʥʳʡ IP-ʘʜʨʝʩ ʧʦʯʪʦʚʦʛʦ ʢʣʠʝʥʪʘ. 

%SERVER% ï ʠʤ ̫ʩʝʨʚʝʨʘ, ʛʜʝ ʫʩʪʘʥʦʚʣʝʥʘ ʮʝʥʪʨʘʣʴʥʘʷ ʩʣʫʞʙʘ ʧʨʠ-
ʣʦʞʝʥʠʷ. 
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%SENDER% ï ʘʜʨʝʩ ʦʪʧʨʘʚʠʪʝʣʷ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

%RECIPIENTS% ï ʘʜʨʝʩ ʧʦʣʫʯʘʪʝʣʷ. 

%HEADERS% ï ʟʘʛʦʣʦʚʦʢ ʩʦʦʙʱʝʥʠʷ. 

%MSGID% ï ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

%SUBJECT% ï ʪʝʤʘ (ʧʦʣʝ Subject) ʠʩʭʦʜʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙɦ ʝʥʠʷ. 

%DATE% ï ʜʘʪʘ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

%TIME% ï ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ. 

%BK_ACTION% ï ʜʝʡʩʪʚʠʝ ʥʘʜ ʧʦʯʪʦʚʳʤ ʩʦʦʙʱʝʥʠʝʤ, ʚ ʨʝʟʫʣʴʪʘʪʝ 
ʢʦʪʦʨʦʛʦ ʙʳʣʘ ʩʦʟʜʘʥʘ ʨʝʟʝʨʚʥʘʷ ʢʦʧʠʷ (ʝʩʣʠ ʪʘʢʦʚʘʷ ʙʳʣʘ ʩʦʟʜʘ-
ʥʘ). 

%BK_LOCATION% ï ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʢʘʪʘʣʦʛʫ ʭʨʘʥʝʥʠʷ ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ 
ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ (ʝʩʣʠ ʪʘʢʦʚʘʷ ʙʳʣʘ ʩʦʟʜʘʥʘ). 

%ACTION_LIST% ï ʩʧʠʩʦʢ, ʩʦʜʝʨʞʘʱʠʡ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʠʩʴʤʝ ʠ ʝʛʦ 
ʦʪʜʝʣʴʥʳʭ ʯʘʩʪʷʭ, ʘ ʪʘʢʞʝ ʥʘʙʦʨ ʜʝʡʩʪʚʠʡ, ʚʳʧʦʣʥʝʥʥʳʭ ʥʘʜ ʧʦʯ-
ʪʦʚʳʤ ʩʦʦʙʱʝʥʠʝʤ. ɼʣʷ ʢʘʞʜʦʡ ʦʙʨʘʙʦʪʘʥʥʦʡ ʯʘʩʪʠ ʧʠʩʴʤʘ ʠʥ-
ʬʦʨʤʘʮʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ ʚ ʚʠʜʝ: 

<ʩʪʘʪʫʩ> <ʜʝʡʩʪʚʠʝ> <ʠʥʬʦʨʤʘʮʠʷ>. 

ɺ ʫʚʝʜʦʤʣʝʥʠʷʭ ʧʦ ʫʜʘʣʝʥʥʳʤ ʯʘʩʪʷʤ ʧʦʯʪʦʚʦʛʦ ʩʦʦʙʱʝʥʠʷ ʤʦʞʝʪ ʠʩʧʦʣʴ-
ʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʡ ʤʘʢʨʦʩ: 

%INFO% ï ʠʥʬʦʨʤʘʮʠʷ, ʠʤʝʶʱʘʷ ʦʪʥʦʰʝʥʠʝ ʢ ʚʳʧʦʣʥʝʥʥʳʤ ʜʝʡʩʪʚʠ-
ʷʤ:  

 ʩʧʠʩʦʢ ʦʙʥʘʨʫʞʝʥʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ï ʜʣʷ ʟʘʨʘ-
ʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ; 

 ʧʦʷʩʥʷʶʱʘʷ ʩʪʨʦʢʘ ʢ ʢʦʜʫ ʦʰʠʙʢʠ ï ʜʣʷ ʦʙʲʝʢʪʦʚ, ʚ ʨʝ-
ʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʢʦʪʦʨʳʭ ʚʦʟʥʠʢʣʘ ʦʰʠʙʢʘ; 

 MIME-ʪʠʧ ʠʣʠ ʠʤʷ ʚʣʦʞʝʥʠʷ ï ʜʣʷ ʦʙʲʝʢʪʦʚ, ʧʦʜʚʝʨʛʥʫʪʳʭ 
ʬʠʣʴʪʨʘʮʠʠ. 

ʄʘʢʨʦʩʳ ʥʫʞʥʦ ʫʢʘʟʘʪʴ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʪʝʢʩʪʝ ʰʘʙʣʦʥʦʚ ʫʚʝʜʦʤʣʝʥʠʡ. 

 



 

ȯȷȬȮȬ 6. ȬȹȾȴȮȴȼȿȽȹȬɋ 

ȳȬɅȴȾȬ ɀȬȵȷȺȮɇɁ 

ȽȴȽȾȱȸ 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʢʦʤʧʴʶʪʝʨʘ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦ-
ʤʦʱʴʶ ʢʦʤʧʦʥʝʥʪʘ kav4lms-kavscanner, ʢʦʪʦʨʳʡ ʚʳʧʦʣʥʷʝʪ ʧʨʦʚʝʨʢʫ ʠ 
ʧʨʦʠʟʚʦʜʠʪ ʦʙʨʘʙʦʪʢʫ ʟʘʨʘʞʝʥʥʳʭ ʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʦʙʲʝʢʪʦʚ ʚ ʩʦʦʪʚʝʪ-
ʩʪʚʠʠ ʩ ʥʘʩʪʨʦʡʢʘʤʠ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ kav4lms-kavscanner ʩʛʨʫʧʧʠʨʦʚʘʥʳ ʚ ʩʝʢʮʠʷʭ 
[scanner.*] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ. 

ɺʥʠʤʘʥʠʝ! 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʧʫʩʢ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ ʪʦʣʴʢʦ 
ʧʦʣʴʟʦʚʘʪʝʣʠ root ʠ kluser. 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʚʘʪʴ ʧʨʦʚʝʨʢʫ ʢʘʢ ʚʩʝʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʪʘʢ ʠ ʦʪʜʝʣʴʥʦ-
ʛʦ ʢʘʪʘʣʦʛʘ ʠʣʠ ʦʙʲʝʢʪʘ. ɺʝʩʴ ʥʘʙʦʨ ʧʘʨʘʤʝʪʨʦʚ ʟʘʱʠʪʳ ʤʦʞʥʦ ʨʘʟʜʝʣʠʪʴ 
ʥʘ ʛʨʫʧʧʳ, ʦʧʨʝʜʝʣʷʶʱʠʝ: 

 ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ (ʩʤ. ʧ. 6.1 ʥʘ ʩʪʨ. 72); 

 ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʠ ʣʝʯʝʥʠʷ ʦʙʲʝʢʪʦʚ (ʩʤ. ʧ. 6.2 ʥʘ ʩʪʨ. 73); 

 ʜʝʡʩʪʚʠʷ ʥʘʜ ʦʙʲʝʢʪʘʤʠ (ʩʤ. ʧ. 6.3 ʥʘ ʩʪʨ. 74). 

ʇʨʦʮʝʩʩ ʧʨʦʚʝʨʢʠ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʚʘʰʝʛʦ ʢʦʤʧʴʶʪʝʨʘ ʤʦʞʝʪ ʙʳʪʴ ʟʘʧʫ-
ʱʝʥ: 

 ʨʘʟʦʚʦ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. ʧ. 6.4 ʥʘ ʩʪʨ. 75); 

 ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʧʨʠ ʧʦʤʦʱʠ ʧʨʦʛʨʘʤʤʳ cron (ʩʤ. ʧ. 6.5 ʥʘ ʩʪʨ. 76). 

ɺʥʠʤʘʥʠʝ! 

ʇʨʦʮʝʩʩ ʧʨʦʚʝʨʢʠ ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ ʚʩʝʛʦ ʢʦʤʧʴʶʪʝʨʘ ï ʦʯʝʥʴ ʨʝʩʫʨ-
ʩʦʝʤʢʘʷ ʧʨʦʮʝʜʫʨʘ. ʉʣʝʜʫʝʪ ʧʦʤʥʠʪʴ, ʯʪʦ ʧʨʠ ʝʝ ʟʘʧʫʩʢʝ ʩʢʦʨʦʩʪʴ ʨʘʙʦʪʳ 
ʙʫʜʝʪ ʟʘʤʝʜʣʝʥʘ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʧʫʩʢʘʪʴ ʢʘʢʠʝ-ʣʠʙʦ 
ʨʝʩʫʨʩʦʝʤʢʠʝ ʧʨʠʣʦʞʝʥʠʷ ʧʘʨʘʣʣʝʣʴʥʦ ʩ ʧʨʦʚʝʨʢʦʡ. ɺʦ ʠʟʙʝʞʘʥʠʝ ʪʘʢʠʭ 
ʧʨʦʙʣʝʤ ʨʝʢʦʤʝʥʜʫʝʤ ʚʘʤ ʧʨʦʚʝʨʷʪʴ ʦʪʜʝʣʴʥʳʝ ʢʘʪʘʣʦʛʠ. 
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6.1.  ȺɍɗɌɝɞɨ ɛɜɚɎɑɜɖɔ 

ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʤʦʞʥʦ ʫʩʣʦʚʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ ʜʚʝ ʯʘʩʪʠ: 

 ʧʫʪʴ ʧʨʦʚʝʨʢʠ ï ʩʧʠʩʦʢ ʢʘʪʘʣʦʛʦʚ ʠ ʦʙʲʝʢʪʦʚ, ʚ ʢʦʪʦʨʳʭ ʧʨʦʠʟʚʦ-
ʜʠʪʩʷ ʧʦʠʩʢ ʚʠʨʫʩʦʚ;  

 ʦʙʲʝʢʪʳ ʧʨʦʚʝʨʢʠ ï ʥʘʙʦʨ ʪʠʧʦʚ ʦʙʲʝʢʪʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʦʚʝ-
ʨʷʪʴʩʷ ʥʘ ʧʨʝʜʤʝʪ ʥʘʣʠʯʠʷ ʚʠʨʫʩʦʚ (ʘʨʭʠʚʳ ʠ ʪ.ʜ.). 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʚʝʨʷʶʪʩʷ ʚʩʝ ʦʙʲʝʢʪʳ ʜʦʩʪʫʧʥʳʭ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ, ʥʘ-
ʯʠʥʘʷ ʩ ʪʝʢʫʱʝʡ ʜʠʨʝʢʪʦʨʠʠ. 

ʇʨʠʤʝʯʘʥʠʝ 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʚʩʝʭ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ ʢʦʤʧʴʶʪʝʨʘ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʡʪʠ ʚ 
ʢʦʨʥʝʚʦʡ ʢʘʪʘʣʦʛ ʠʣʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʫʢʘʟʘʪʴ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ /. 

ɺʳ ʤʦʞʝʪʝ ʧʝʨʝʦʧʨʝʜʝʣʠʪʴ ʧʫʪʴ ʧʨʦʚʝʨʢʠ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

 ʇʝʨʝʯʠʩʣʠʪʴ ʯʝʨʝʟ ʧʨʦʙʝʣ ʜʠʨʝʢʪʦʨʠʠ ʠ ʬʘʡʣʳ ʩ ʘʙʩʦʣʶʪʥʳʤʠ ʠʣʠ 
ʦʪʥʦʩʠʪʝʣʴʥʳʤʠ (ʦʪʥʦʩʠʪʝʣʴʥʦ ʪʝʢʫʱʝʛʦ ʢʘʪʘʣʦʛʘ) ʧʫʪʷʤʠ ʢ ʥʠʤ ʥʝ-
ʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʦʥʝʥʪʘ. 

 ɿʘʜʘʪʴ ʧʫʪʠ ʧʨʦʚʝʨʢʠ ʚ ʪʝʢʩʪʦʚʦʤ ʬʘʡʣʝ ʠ ʫʢʘʟʘʪʴ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘ-
ʥʠʝ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʧʦʩʨʝʜʩʪʚʦʤ ʢʣʶʯʘ -@ <ʠʤʷ_ʬʘʡʣʘ>. ʂʘʞ-
ʜʳʡ ʦʙʲʝʢʪ ʚ ʪʘʢʦʤ ʬʘʡʣʝ ʧʨʠʚʦʜʠʪʩʷ ʩ ʥʦʚʦʡ ʩʪʨʦʢʠ ʩ ʘʙʩʦʣʶʪʥʳʤ 
ʧʫʪʝʤ ʢ ʥʝʤʫ. 

ɺʥʠʤʘʥʠʝ! 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʙʫʜʝʪ ʫʢʘʟʘʥ ʠ ʧʫʪʴ ʧʨʦʚʝʨʢʠ ʠ ʪʝʢʩʪʦʚʳʡ 
ʬʘʡʣ ʩʦ ʩʧʠʩʢʦʤ ʦʙʲʝʢʪʦʚ ʧʨʦʚʝʨʢʠ, ʪʦ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ ʦʙʣʘʩʪʴ, 
ʫʢʘʟʘʥʥʘʷ ʚ ʬʘʡʣʝ. ʇʫʪʴ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʙʫʜʝʪ ʧʨʦʠʛʥʦʨʠʨʦʚʘʥ. 

 ʆʪʢʣʶʯʠʪʴ ʨʝʢʫʨʩʠʚʥʫʶ ʧʨʦʚʝʨʢʫ ʜʠʨʝʢʪʦʨʠʡ (ʩʝʢʮʠʷ 
[scanner.options], ʧʘʨʘʤʝʪʨ Recursion ʠʣʠ ʢʣʶʯ -r). 

 ʉʦʟʜʘʪʴ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʠ ʫʢʘʟʘʪʴ ʝʛʦ ʠʩ-
ʧʦʣʴʟʦʚʘʥʠʝ ʧʦʩʨʝʜʩʪʚʦʤ ʢʣʶʯʘ -ʩ (-ʉ) <ʠʤʷ_ʬʘʡʣʘ> ʧʨʠ ʟʘʧʫʩʢʝ 
ʢʦʤʧʦʥʝʥʪʘ. 

ɺʥʠʤʘʥʠʝ! 

ɼʣʠʥʘ ʧʫʪʠ ʢ ʧʨʦʚʝʨʷʝʤʦʤʫ ʦʙʲʝʢʪʫ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 4096 ʙʘʡʪ. ʆʙʲ-
ʝʢʪʳ, ʨʘʩʧʦʣʦʞʝʥʥʳʝ ʥʘ ʙʦʣʝʝ ʛʣʫʙʦʢʦʤ ʫʨʦʚʥʝ ʚʣʦʞʝʥʥʦʩʪʠ ʧʨʦʚʝʨʷʪʴʩʷ 
ʥʝ ʙʫʜʫʪ. 
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ʆʙʲʝʢʪʳ ʧʨʦʚʝʨʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʪʘʢʞʝ ʟʘʜʘʶʪʩʷ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ 
ʬʘʡʣʝ kav4lms.conf (ʩʝʢʮʠʷ [scanner.options]) ʠ ʤʦʛʫʪ ʙʳʪʴ 
ʧʝʨʝʦʧʨʝʜʝʣʝʥʳ: 

 ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʜʘʥʥʦʤ ʬʘʡʣʝ; 

 ʢʣʶʯʘʤʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʦʥʝʥʪʘ; 

 ʧʫʪʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ.  

6.2.  ȼɑɒɔɘ ɛɜɚɎɑɜɖɔ ɔ ɗɑɣɑəɔɫ 

ɚɍɦɑɖɞɚɎ 

ʅʘʩʪʨʦʡʢʘ ʜʘʥʥʦʛʦ ʨʝʞʠʤʘ ʷʚʣʷʝʪʩʷ ʦʯʝʥʴ ʚʘʞʥʳʤ ʧʘʨʘʤʝʪʨʦʤ ʧʨʦʚʝʨʢʠ, 
ʧʦʩʢʦʣʴʢʫ ʦʧʨʝʜʝʣʷʝʪ, ʙʫʜʝʪ ʣʠ ʚʳʧʦʣʥʷʪʴʩʷ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ, 
ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʨʝʞʠʤ ʣʝʯʝʥʠʷ ʦʪʢʣʶʯʝʥ, ʯʪʦ ʧʨʝʜʧʦʣʘʛʘʝʪ ʪʦʣʴʢʦ ʧʨʦʚʝʨʢʫ 
ʦʙʲʝʢʪʦʚ ʠ ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʧʦʜʦʟʨʠ-
ʪʝʣʴʥʳʭ ʠʣʠ ʧʦʚʨʝʞʜʝʥʥʳʭ ʬʘʡʣʦʚ ʧʫʪʝʤ ʚʳʚʦʜʘ ʩʦʦʙʱʝʥʠʡ ʥʘ ʢʦʥʩʦʣʴ ʠ 
ʚ ʦʪʯʝʪ.  

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʥʘ ʧʨʠʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ ʢʘʞʜʦʤʫ ʦʙʲʝʢʪʫ ʧʨʠʩʚʘʠ-
ʚʘʝʪʩʷ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʪʫʩʦʚ: 

 ʩlean ï ʚʠʨʫʩʦʚ ʥʝ ʦʙʥʘʨʫʞʝʥʦ (ʦʙʲʝʢʪ ʥʝ ʟʘʨʘʞʝʥ); 

 infected ï ʦʙʲʝʢʪ ʟʘʨʘʞʝʥ; 

 warning ï ʢʦʜ ʦʙʲʝʢʪʘ ʧʦʭʦʞ ʥʘ ʢʦʜ ʠʟʚʝʩʪʥʦʛʦ ʚʠʨʫʩʘ; 

 suspicious ï ʦʙʲʝʢʪ ʧʦʜʦʟʨʝʚʘʝʪʩʷ ʥʘ ʟʘʨʘʞʝʥʠʝ ʥʝʠʟʚʝʩʪʥʳʤ ʚʠ-
ʨʫʩʦʤ (ʥʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ, ʝʩʣʠ ʧʘʨʘʤʝʪʨʫ UseCodeAnalyzer ʧʨʠ-
ʩʚʦʝʥʦ ʟʥʘʯʝʥʠʝ no); 

 corrupted ï ʦʙʲʝʢʪ ʧʦʚʨʝʞʜʝʥ; 

 protected ï ʦʙʲʝʢʪ ʧʨʦʚʝʨʠʪʴ ʥʝʚʦʟʤʦʞʥʦ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʦʥ ʟʘ-
ʰʠʬʨʦʚʘʥ (ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ); 

 error ï ʧʨʠ ʧʨʦʚʝʨʢʝ ʦʙʲʝʢʪʘ ʧʨʦʠʟʦʰʣʘ ʦʰʠʙʢʘ. 

ʇʨʠ ʚʢʣʶʯʝʥʥʦʤ ʨʝʞʠʤʝ ʣʝʯʝʥʠʷ (ʩʝʢʮʠʷ [scanner.options], ʧʘʨʘʤʝʪʨ 
Cure=yes), ʥʘ ʣʝʯʝʥʠʝ ʦʪʧʨʘʚʣʷʶʪʩʷ ʦʙʲʝʢʪʳ ʪʦʣʴʢʦ ʩʦ ʩʪʘʪʫʩʦʤ infected. 
ɺ ʨʝʟʫʣʴʪʘʪʝ ʣʝʯʝʥʠʷ ʦʙʲʝʢʪʫ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʪʫʩʦʚ: 

 cured ï ʦʙʲʝʢʪ ʙʳʣ ʫʩʧʝʰʥʦ ʚʳʣʝʯʝʥ; 
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 curefailed ï ʦʙʲʝʢʪ ʚʳʣʝʯʠʪʴ ʥʝ ʫʜʘʣʦʩʴ. ʌʘʡʣ ʩ ʪʘʢʠʤ ʩʪʘʪʫʩʦʤ 
ʙʫʜʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʧʦ ʧʨʘʚʠʣʘʤ, ʟʘʜʘʥʥʳʤ ʜʣʷ ʟʘʨʘʞʝʥʥʳʭ 
ʦʙʲʝʢʪʦʚ. 

6.3.  ȰɑɕɝɞɎɔɫ əɌɐ ɚɍɦɑɖɞɌɘɔ 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʩʪʘʪʫʩʘ ʦʙʲʝʢʪʘ ʢ ʥʝʤʫ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʪʝ ʠʣʠ ʠʥʳʝ 
ʜʝʡʩʪʚʠʷ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʳʧʦʣʥʷʝʪʩʷ ʪʦʣʴʢʦ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ 
ʦʙʲʝʢʪʦʚ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʩʪʘʪʫʩʦʤ. ʆʜʥʘʢʦ ʜʣʷ ʦʙʲʝʢʪʦʚ ʩʦ ʩʪʘʪʫʩʘʤʠ 
infected, suspicious, warning, error, protected ʠ corrupted ʤʦʞʥʦ ʥʘʩʪʨʦ-
ʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʨʷʜʘ ʜʝʡʩʪʚʠʡ, ʪʘʢʠʭ ʢʘʢ: 

 ʧʝʨʝʤʝʱʝʥʠʝ ʚ ʥʝʢʦʪʦʨʳʡ ʢʘʪʘʣʦʛ ï ʧʝʨʝʥʦʩ ʦʙʲʝʢʪʦʚ ʦʧʨʝʜʝ-
ʣʝʥʥʦʛʦ ʩʪʘʪʫʩʘ ʚ ʥʝʢʦʪʦʨʳʡ ʢʘʪʘʣʦʛ (ʚʦʟʤʦʞʝʥ ʧʨʦʩʪʦʡ ʠ ʨʝʢʫʨ-
ʩʠʚʥʳʡ ʧʝʨʝʥʦʩ); 

 ʫʜʘʣʝʥʠʝ ʦʙʲʝʢʪʘ ʠʟ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ; 

 ʚʳʧʦʣʥʝʥʠʝ ʥʝʢʦʪʦʨʦʡ ʢʦʤʘʥʜʳ ï ʦʙʨʘʙʦʪʢʘ ʬʘʡʣʦʚ ʧʦʩʨʝʜʩʪʚʦʤ 
ʩʪʘʥʜʘʨʪʥʳʭ ʢʦʤʘʥʜ Unix, ʩʢʨʠʧʪ-ʬʘʡʣʦʚ ʠ ʪ.ʜ. 

ʉʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʨʘʟʣʠʯʘʝʪ ʦʙʲʝʢʪ ʧʨʦʩʪʦʡ 
(ʬʘʡʣ) ʠ ʦʙʲʝʢʪ-ʢʦʥʪʝʡʥʝʨ (ʩʦʩʪʦʷʱʠʡ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʦʙʲʝʢʪʦʚ, ʥʘʧʨʠʤʝʨ 
ʘʨʭʠʚ). ɼʝʡʩʪʚʠʷ, ʚʳʧʦʣʥʷʝʤʳʝ ʥʘʜ ʪʘʢʠʤʠ ʦʙʲʝʢʪʘʤʠ, ʪʘʢʞʝ ʨʘʟʣʠʯʘʶʪʩʷ; 
ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʦʥʠ ʨʘʟʥʝʩʝʥʳ ʧʦ ʦʪʜʝʣʴʥʳʤ ʩʝʢʮʠʷʤ. ɼʣʷ 
ʧʨʦʩʪʦʛʦ ʦʙʲʝʢʪʘ ï ʩʝʢʮʠʷ [scanner.object], ʜʣʷ ʢʦʥʪʝʡʥʝʨʘ ï 
[scanner.container]. 

ɺʥʠʤʘʥʠʝ! 

ɼʝʡʩʪʚʠʷ ʩ ʩʘʤʦʨʘʩʧʘʢʦʚʳʚʘʶʱʠʤʠʩʷ ʘʨʭʠʚʘʤʠ ʥʝʦʜʥʦʟʥʘʯʥʳ: ʝʩʣʠ ʟʘʨʘ-
ʞʝʥ ʩʘʤ ʘʨʭʠʚ, ʪʦ ʦʥ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʧʨʦʩʪʦʡ ʦʙʲʝʢʪ, ʘ ʝʩʣʠ ʦʙʲʝʢʪʳ 
ʚʥʫʪʨʠ ʘʨʭʠʚʘ ï ʢʘʢ ʢʦʥʪʝʡʥʝʨ. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ ʠ ʜʝʡʩʪʚʠʷ ʥʘʜ ʘʨʭʠʚʦʤ ʚ 
ʪʘʢʠʭ ʩʣʫʯʘʷʭ ʦʧʨʝʜʝʣʷʶʪʩʷ ʧʘʨʘʤʝʪʨʘʤʠ ʨʘʟʥʳʭ ʩʝʢʮʠʡ ʢʦʥʬʠʛʫʨʘʮʠʦʥ-
ʥʦʛʦ ʬʘʡʣʘ! 

ɺʳʙʨʘʪʴ ʜʝʡʩʪʚʠʝ ʥʘʜ ʪʝʤ ʠʣʠ ʠʥʳʤ ʦʙʲʝʢʪʦʤ ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦ-
ʙʘʤʠ: 

 ɿʘʜʘʪʴ ʠʭ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ kav4lms.conf, ʝʩʣʠ ʠʭ 
ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʢ ʜʝʡʩʪʚʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʝʢʮʠʠ 
[scanner.object] ʠ [scanner.container]). 

 ʋʢʘʟʘʪʴ ʜʝʡʩʪʚʠʷ ʚ ʘʣʴʪʝʨʥʘʪʠʚʥʦʤ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʠ ʠʩ-
ʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʦʥʝʥʪʘ. 



ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ 75 

ʇʨʠʤʝʯʘʥʠʝ 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʦʥʝʥʪʘ ʥʝ ʫʢʘʟʳʚʘʝʪʩʷ 
ʢʘʢʦʡ-ʣʠʙʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʪʦ ʧʘʨʘʤʝʪʨʳ ʬʫʥʢʮʠʦʥʠʨʦ-
ʚʘʥʠʷ ʙʝʨʫʪʩʷ ʠʟ ʬʘʡʣʘ kav4lms.conf. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʛʦ ʬʘʡ-
ʣʘ ʧʨʠ ʟʘʧʫʩʢʝ ʩʧʝʮʠʘʣʥɹʦ ʥʝ ʫʢʘʟʳʚʘʝʪʩʷ! 

 ɿʘʜʘʪʴ ʠʭ ʥʘ ʪʝʢʫʱʠʡ ʩʝʘʥʩ ʨʘʙʦʪʳ ʧʦʩʨʝʜʩʪʚʦʤ ʢʣʶʯʝʡ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʦʥʝʥʪʘ kav4lms-kavscanner. 

ʉʠʥʪʘʢʩʠʩ ʜʝʡʩʪʚʠʡ ʢʘʢ ʜʣʷ ʧʨʦʩʪʳʭ ʦʙʲʝʢʪʦʚ, ʪʘʢ ʠ ʜʣʷ ʦʙʲʝʢʪʦʚ-
ʢʦʥʪʝʡʥʝʨʦʚ ʦʜʠʥʘʢʦʚ (ʩʝʢʮʠʠ [scanner.object] ʠ [scanner.container]). 

6.4.  ȻɜɚɎɑɜɖɌ ɐɔɜɑɖɞɚɜɔɔ ɛɚ 

ɞɜɑɍɚɎɌəɔɪ 

ʆʜʥʦʡ ʠʟ ʩʘʤʳʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʟʘʜʘʯ, ʨʝʰʘʝʤʳʭ ʧʦʩʨʝʜʩʪʚʦʤ ɸʥʪʠʚʠ-
ʨʫʩʘ ʂʘʩʧʝʨʩʢʦʛʦ, ʷʚʣʷʝʪʩʷ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʚʝʨʢʘ ʠ ʣʝʯʝʥʠʝ ʦʪʜʝʣʴʥʦʡ 
ʜʠʨʝʢʪʦʨʠʠ. 

ʇʨʠʤʝʨ: ʚʳʧʦʣʥʠʪʴ ʧʨʦʚʝʨʢʫ ʩʦʛʣʘʩʥʦ ʩʣʝʜʫʶʱʠʤ ʫʩʣʦʚʠʷʤ: 

1. ɿʘʧʫʩʪʠʪʴ ʧʨʦʚʝʨʢʫ ʜʠʨʝʢʪʦʨʠʠ /tmp ʩ ʘʚʪʦʤʘʪʠʯʝʩʢʠʤ ʣʝʯʝʥʠʝʤ 
ʚʩʝʭ ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. ɺʩʝ ʦʙʲʝʢʪʳ, ʚʳʣʝʯʠʪʴ 
ʢʦʪʦʨʳʝ ʥʝ ʫʜʘʣʦʩʴ, ï ʫʜʘʣʠʪʴ.  

2. ɺ ʵʪʦʡ ʞʝ ʜʠʨʝʢʪʦʨʠʠ ʩʦʟʜʘʪʴ ʬʘʡʣʳ infected.lst, suspicion.lst,  
corrupted.lst ʠ warning.lst, ʚ ʢʦʪʦʨʳʭ ʩʦʭʨʘʥʠʪʴ ʠʤʝʥʘ ʚʩʝʭ ʦʙʥʘʨʫ-
ʞʝʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʦʚʝʨʢʠ ʟʘʨʘʞʝʥʥʳʭ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʠʣʠ 
ʧʦʚʨʝʞʜʝʥʥʳʭ ʦʙʝ̡ʢʪʦʚ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

3. ʈʝʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʘ (ʜʘʪʫ ʟʘʧʫʩʢʘ, ʠʥʬʦʨʤʘʮʠʶ ʦʙʦ 
ʚʩʝʭ ʬʘʡʣʘʭ, ʢʨʦʤʝ ʥʝʟʘʨʘʞʝʥʥʳʭ) ʚʳʚʦʜʠʪʴ ʚ ʬʘʡʣ-ʦʪʯʝʪ 
kav4lms-kavscanner-ʪʝʢʫʱʘʷ_ʜʘʪʘ-pid.log, ʢʦʪʦʨʳʡ ʩʦʭʨʘʥʠʪʴ ʚ ʪʦʡ 
ʞʝ ʜʠʨʝʢʪʦʨʠʠ: 

ɼʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# / opt / kaspersky / kav 4lms / bin / kav 4lms - kavscanner  - \  

rlq  - pi / tmp/ infected . lst  - ps / tmp / suspicion . lst  - \  

pc / tmp / corrupted . lst  - pw/ tmp / warning . lst  - o / tmp/ \  

kav 4lms - kavscanner - ` date  "+%Y- %m- %d- $$"`. log  - i 3 \  

- ePASBMe - j 3 - mCn / tmp 
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6.5.  ȻɜɚɎɑɜɖɌ ɛɚ ɜɌɝɛɔɝɌəɔɪ 

ɿʘʧʫʩʢ ʧʨʦʛʨʘʤʤ ʧʦ ʨʘʩʧʠʩʘʥʠʶ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʟʘʜʘʯ ɸʥʪʠʚʠʨʫʩʘ ʂʘʩʧʝʨ-
ʩʢʦʛʦ, ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ cron. 

ʇʨʠʤʝʨ: ʢʘʞʜʳʡ ʜʝʥʴ ʚ 0 ʯʘʩʦʚ 00 ʤʠʥʫʪ ʟʘʧʫʩʢʘʪʴ ʧʨʦʚʝʨʢʫ ʥʘ ʧʨʠʩʫʪ-
ʩʪʚʠʝ ʚʠʨʫʩʦʚ ʜʠʨʝʢʪʦʨʠʠ /home; ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ, 
ʟʘʜʘʥʥʳʝ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ /etc/kav/scanhome.conf.  

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʦʟʜʘʡʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ /etc/kav/scanhome.conf, ʛʜʝ ʫʢʘ-
ʞʠʪʝ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ. 

2. ʆʪʨʝʜʘʢʪʠʨʫʡʪʝ ʬʘʡʣ, ʟʘʜʘʶʱʠʡ ʧʨʘʚʠʣʘ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʘ cron 
(crontab -e), ʚʚʝʜʷ ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

0 0 * * *  /opt/kaspersky/kav4lms /bin/ kav4lms - \  

kavscanner  - c /etc/kav/scanhome.conf /home  

6.6.  ȺɞɛɜɌɎɖɌ ɟɎɑɐɚɘɗɑəɔɕ 

ɌɐɘɔəɔɝɞɜɌɞɚɜɟ 

ʉ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʪʘʥʜʘʨʪʥʳʭ ʩʨʝʜʩʪʚ Unix ʚʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤ-
ʣʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ ʚ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤʘʭ ʢʦʤʧʴʶʪʝʨʘ 
ʟʘʨʘʞʝʥʥʳʭ, ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʠ ʧʦʚʨʝʞʜʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. 

ʇʨʠʤʝʨ: ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʚ 
ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤʘʭ ʟʘʨʘʞʝʥʥʳʭ ʬʘʡʣʦʚ ʠ ʘʨʭʠʚʦʚ ʧʨʠ ʢʘʞʜʦʡ ʧʨʦʚʝʨʢʝ 
ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʷʝʤʦʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʢʦʥʬʠʛʫʨʘ-
ʮʠʦʥʥʦʛʦ ʬʘʡʣʘ kav4lms.conf. 

ɺʥʠʤʘʥʠʝ! 

ʇʨʠʚʝʜʝʥ ʧʨʠʤʝʨ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Linux! 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ɿʘʜʘʡʪʝ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʧʨʦʩʪʳʭ ʦʙʲʝʢʪʦʚ ʠ ʢʦʥ-
ʪʝʡʥʝʨʦʚ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ kav4lms.conf: 

[scanner.object]  

OnInfected=exec echo %FULLPATH%/%FILENAME% is \  

infected by %VIRUSNAME% |  

mail - s kav4lms - kavscanner  admin@localhost  

[scanner.container]  
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OnInfected=exec echo archive %FULLPATH%/%FILENAME% \  

is infected, vir uses list is in the attached file \  

%LIST% | mail - s kav4lms - kavscanner  - a %LIST% \  

admin@localhost  

ɺʥʠʤʘʥʠʝ! 

ʇʝʨʝʜ ʟʘʧʫʩʢʦʤ ʧʨʠʤʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʝʦʙʭʦʜʠʤʦ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʫʪʠʣʠʪʘ 
mail ʨʘʩʧʦʣʦʞʝʥʘ ʧʦ ʩʪʘʥʜʘʨʪʥʦʤʫ ʧʫʪʠ ʫʩʪʘʥʦʚʢʠ ʜʘʥʥʦʡ ʫʪʠʣʠʪʳ ʚ ʦʧʝ-
ʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ. 

mailto:admin@localhost.com


 

ȯȷȬȮȬ 7. ȺȭȹȺȮȷȱȹȴȱ ȭȬȳ 

ȬȹȾȴȮȴȼȿȽȬ 

ʅʝʦʪʲʝʤʣʝʤʳʤ ʬʘʢʪʦʨʦʤ ʧʦʣʥʦʮʝʥʥʦʡ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ ʷʚʣʷʝʪʩʷ 
ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ, ʧʨʦʚʦʜʠʤʦʝ ʢʦʤʧʦʥʝʥʪʦʤ kav4lms-keepup2date 
ʧʨʠʣʦʞʝʥʠʷ. ʀʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ, ʠʩʧʦʣʴʟʫʝʤʳʭ ɸʥʪʠʚʠʨʫʩʦʤ ʂʘʩ-
ʧʝʨʩʢʦʛʦ ʚ ʧʨʦʮʝʩʩʝ ʧʦʠʩʢʘ ʠ ʣʝʯʝʥʠʷ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʷʚʣʷʶʪʩʷ ʩʝʨ-
ʚʝʨʳ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʅʘʧʨʠʤʝʨ, ʪʘʢʠʝ ʢʘʢ: 

http://downloads1.kaspersky-labs.com/ 

http://downloads2.kaspersky-labs.com/ 

ftp://downloads1.kaspersky-labs.com/ ʠ ʜʨʫʛʠʝ. 

ʉʧʠʩʦʢ ʘʜʨʝʩʦʚ, ʩ ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʢʦʧʠʨʦʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ, ʧʨʠʚʝʜʝʥ ʚ ʬʘʡ-
ʣʝ /var/opt/kaspersky/kav4lms/bases/updcfg.xml, ʚʢʣʶʯʝʥʥʦʤ ʚ ʜʠʩʪʨʠʙʫʪʠʚ 
ʧʨʠʣʦʞʝʥʠʷ. ɼʣʷ ʧʨʦʩʤʦʪʨʘ ʩʧʠʩʢʘ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ ʚʚʝʜʠʪʝ ʚ ʢʦ-
ʤʘʥʜʥʦʡ ʩʪʨʦʢʝ: 

# / opt / kaspersky / kav 4lms / bin / kav 4lms - keepup 2date  - s 

ɺ ʧʨʦʮʝʩʩʝ ʦʙʥʦʚʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪ kav4lms-keepup2date ʦʙʨʘʱʘʝʪʩʷ ʢ 
ʜʘʥʥʦʤʫ ʩʧʠʩʢʫ, ʚʳʙʠʨʘʝʪ ʘʜʨʝʩ ʠ ʧʳʪʘʝʪʩʷ ʩʢʦʧʠʨʦʚʘʪʴ ʩ ʩʝʨʚʝʨʘ ʙʘʟʳ 
ʘʥʪʠʚʠʨʫʩʘ. C ʧʦʤʦʱʴʶ ʧʘʨʘʤʝʪʨʘ RegionSettings ʚ ʩʝʢʮʠʠ 
[updater.options] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʣʦʞʝʥʠʷ ʤʦʞʥʦ ʟʘʜʘʪʴ 
ʪʝʢʫʱʝʝ ʧʦʣʦʞʝʥʠʝ ʢʦʤʧʴʶʪʝʨʘ (ʚ ʚʠʜʝ ʜʚʫʭʙʫʢʚʝʥʥʦʛʦ ʢʦʜʘ ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʥʜʘʨʪʦʤ ISO 3166-1). ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʢʦʤʧʦʥʝʥʪ kav4lms-
keepup2date ʥʘʯʠʥʘʝʪ ʚʳʙʦʨ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ ʩ ʩʝʨʚʝʨʦʚ, ʧʦʤʝʯʝʥʥʳʭ 
ʚ ʩʧʠʩʢʝ, ʢʘʢ ʧʨʠʥʘʜʣʝʞʘʱʠʭ ʚʳʙʨʘʥʥʦʤʫ ʨʝʛʠʦʥʫ. ɽʩʣʠ ʚʳʧʦʣʥʠʪʴ 
ʦʙʥʦʚʣʝʥʠʝ ʩ ʚʳʙʨʘʥʥʦʛʦ ʘʜʨʝʩʘ ʥʝʚʦʟʤʦʞʥʦ, ʢʦʤʧʦʥʝʥʪ ʦʙʨʘʱʘʝʪʩʷ ʧʦ 
ʩʣʝʜʫʶʱʝʤʫ ʘʜʨʝʩʫ ʠ ʚʥʦʚʴ ʧʳʪʘʝʪʩʷ ʦʙʥʦʚʠʪʴ ʙʘʟʳ. 

ʇʨʠʤʝʯʘʥʠʝ 

ʆʙʥʦʚʣʝʥʠʷ ʜʣʷ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʧʫʙʣʠʢʫʶʪʩʷ ʥʘ ʩʝʨʚʝʨʘʭ ʦʙʥʦʚʣʝʥʠʡ 
çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʢʘʞʜʳʡ ʯʘʩ. 

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʢʦʤʘʥʜʘ, ʫʢʘʟʘʥʥʘʷ ʚ ʢʘʯʝʩʪʚʝ 
ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ PostUpdateCmd ʩʝʢʮʠʠ [updater.options] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʪʘ ʢʦʤʘʥʜʘ ʟʘʧʫʩʪʠʪ 
ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʧʝʨʝʟʘʛʨʫʟʢʫ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ. ʅʝʢʦʨʨʝʢʪʥʦʝ ʠʟʤʝʥʝʥʠʝ 
ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʪʦʤʫ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʣʠʙʦ ʥʝ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʥʦʚʣʝʥʥʳʝ ʙʘʟʳ, ʣʠʙʦ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʥʝʢʦʨʨʝʢʪʥʦ.  
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ʇʨʠʤʝʯʘʥʠʝ 

ɺʩʝ ʧʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ kav4lms-keepup2date ʩʛʨʫʧʧʠʨʦʚʘʥʳ ʚ ʦʧʮʠʷʭ 
[updater.*] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. 

ɽʩʣʠ ʩʪʨʫʢʪʫʨʘ ʚʘʰʝʡ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʜʦʩʪʘʪʦʯʥʦ ʩʣʦʞʥʘʷ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ 
ʢʘʞʜʳʡ ʯʘʩ ʩʢʘʯʠʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ, 
ʨʘʟʤʝʱʘʪʴ ʠʭ ʚ ʥʝʢʦʪʦʨʦʤ ʩʝʪʝʚʦʤ ʢʘʪʘʣʦʛʝ, ʘ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ 
ʩʝʪʠ ʥʘʩʪʨʦʠʪʴ ʢʦʧʠʨʦʚʘʥʠʝ ʙʘʟ ʠʟ ʵʪʦʛʦ ʢʘʪʘʣʦʛʘ. ʇʦʜʨʦʙʥʝʝ ʦ ʩʦʟʜʘʥʠʠ 
ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ ʩʤ. ʧ. 7.3 ʥʘ ʩʪʨ. 81. 

ʆʙʥʦʚʣʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʦʨʛʘʥʠʟʦʚʘʥʦ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤ-
ʤʳ cron (ʩʤ. ʧ. 7.1 ʥʘ ʩʪʨ. 79) ʠʣʠ ʞʝ ʚʳʧʦʣʥʷʪʴʩʷ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʘʜʤʠʥʠ-
ʩʪʨʘʪʦʨʘ, ʟʘʧʫʩʢʘʷʩʴ ʚʨʫʯʥʫʶ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. ʧ. 7.2 ʥʘ ʩʪʨ. 80).  

7.1.  ȬɎɞɚɘɌɞɔɣɑɝɖɚɑ ɚɍəɚɎɗɑəɔɑ 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʩ ʧʦʤʦʱʴʶ 
ʚʥʝʩʝʥʠʷ ʠʟʤʝʥʝʥʠʡ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ.  

ʇʨʠʤʝʨ: ʟʘʜʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʢʘʞʜʳʡ ʯʘʩ. 
ɺ ʩʠʩʪʝʤʥʦʤ ʞʫʨʥʘʣʝ ʬʠʢʩʠʨʦʚʘʪʴ ʪʦʣʴʢʦ ʦʰʠʙʢʠ ʧʨʠ ʨʘʙʦʪʝ ʧʨʠʣʦʞʝ-
ʥʠʷ. ɺʝʩʪʠ ʦʙʱʠʡ ʞʫʨʥʘʣ ʧʦ ʚʩʝʤ ʟʘʧʫʩʢʘʤ ʟʘʜʘʯʠ, ʥʘ ʢʦʥʩʦʣʴ ʥʠʢʘʢʦʡ 
ʠʥʬʦʨʤʘʮʠʠ ʥʝ ʚʳʚʦʜʠʪʴ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʡʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 
ʟʥʘʯʝʥʠʷ ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ, ʥʘʧʨʠʤʝʨ: 

[updater.options]  

KeepSilent=yes  

[updater.report]  

Append=yes  

ReportLevel=1  

2. ʆʪʨʝʜʘʢʪʠʨʫʡʪʝ ʬʘʡʣ, ʟʘʜʘʶʱʠʡ ʧʨʘʚʠʣʘ ʨʘʙʦʪʳ ʧʨʦʮʝʩʩʘ cron 
(crontab -e), ʚʚʝʜʷ ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

0 0 - 23/1 * * * /opt/kaspersky/kav4lms/bin/ kav4lms -

keepup2da te  - e 
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ʇʨʠʤʝʨ: ʥʘʩʪʨʦʠʪʴ ʧʦʣʫʯʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʩ ʩʘʡʪʦʚ-
ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ɸʜʨʝʩ ʩʘʡʪʘ ʦʙʥʦʚ-
ʣʝʥʠʡ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʠʪʴ ʠʟ ʩʧʠʩʢʘ, ʚʢʣʶʯʝʥʥʦʛʦ ʚ ʩʦʩʪʘʚ ʢʦʤ-
ʧʦʥʝʥʪʘ kav4lms-keepup2date. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʇʨʠʩʚʦʡʪʝ ʧʘʨʘʤʝʪʨʫ UseUpdateServerUrl ʩʝʢʮʠʠ [updater.options] 
ʟʥʘʯʝʥʠʝ No. 

ʇʨʠʤʝʨ: ʥʘʩʪʨʦʠʪʴ ʧʦʣʫʯʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʩ ʘʜʨʝʩʘ, ʫʢʘ-
ʟʘʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ. ɽʩʣʠ ʧʨʦʚʝʜʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʩ ʜʘʥʥʦʛʦ ʘʜʨʝ-
ʩʘ ʥʝʚʦʟʤʦʞʥʦ, ʧʨʝʨʚʘʪʴ ʧʨʦʮʝʩʩ ʦʙʥʦʚʣʝʥʠʷ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʇʨʠʩʚʦʠʪʝ ʧʘʨʘʤʝʪʨʘʤ UseUpdateServerUrl ʠ 
UseUpdateServerUrlOnly cʝʢʮʠʠ [updater.options] ʟʥʘʯʝʥʠʝ Yes. ʂʨʦ-
ʤʝ ʪʦʛʦ, ʧʘʨʘʤʝʪʨ UpdateServerUrl ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴ ʘʜʨʝʩ ʩʝʨʚʝʨʘ 
ʦʙʥʦʚʣʝʥʠʡ.  

ʇʨʠʤʝʨ: ʥʘʩʪʨʦʠʪʴ ʧʦʣʫʯʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʩ ʘʜʨʝʩʘ, ʫʢʘ-
ʟʘʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ. ɽʩʣʠ ʧʨʦʚʝʜʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʩ ʜʘʥʥʦʛʦ ʘʜʨʝ-
ʩʘ ʥʝʚʦʟʤʦʞʥʦ, ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʩ ʘʜʨʝʩʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ ʩʧʠʩʢʝ ʚʩʪʨʦʝʥʥʦʛʦ 
ʚ ɸʥʪʠʚʠʨʫʩ ʂʘʩʧʝʨʩʢʦʛʦ ʩʧʠʩʢʘ ʦʙʥʦʚʣʝʥʠʡ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʇʨʠʩʚʦʠʪʝ ʧʘʨʘʤʝʪʨʫ UseUpdateServerUrl ʩʝʢʮʠʠ [updater.options] 
ʟʥʘʯʝʥʠʝ Yes, ʘ ʧʘʨʘʤʝʪʨʫ UseUpdateServerUrlOnly ʟʥʘʯʝʥʠʝ No. 
ʂʨʦʤʝ ʪʦʛʦ, ʧʘʨʘʤʝʪʨ UpdateServerUrl ʜʦʣʞʝʥ ʩʦʜʝʨʞʘʪʴ ʘʜʨʝʩ 
ʩʝʨʚʝʨʘ ʦʙʥʦʚʣʝʥʠʡ. 

7.2.  ȺɍəɚɎɗɑəɔɑ ɛɚ ɞɜɑɍɚɎɌəɔɪ 

ɺ ʣʶʙʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ 
ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ: 

 # /opt/kaspersky/kav4lms/bin/ kav4lms - keepup2date  

ʇʨʠʤʝʨ: ʟʘʧʫʩʪʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ, ʩʦʭʨʘʥʠʚ ʨʝʟʫʣʴʪʘʪʳ 
ʨʘʙʦʪʳ ʚ ʬʘʡʣʝ /tmp/updatesreport.log. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# /opt/kaspersky/kav4lms/bin/ kav4lms - keepup2date  - l \  

/tmp/updatesreport.log  

ɽʩʣʠ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʘʥʪʠʚʠʨʫʩʘ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝ-
ʨʘʭ, ʫʜʦʙʥʝʝ ʚʤʝʩʪʦ ʤʥʦʛʦʢʨʘʪʥʦʛʦ ʧʦʣʫʯʝʥʠʷ ʙʘʟ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ ʧʦʣʫʯʠʪʴ 
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ʙʘʟʳ ʩ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ ʦʜʠʥ ʨʘʟ, ʟʘʧʠʩʘʪʴ ʠʭ ʚ ʥʝʢʦʪʦʨʳʡ ʩʝʪʝʚʦʡ 
ʢʘʪʘʣʦʛ, ʘ ʟʘʪʝʤ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʠʟ ʵʪʦʛʦ ʢʘʪʘʣʦʛʘ.  

ʇʨʠʤʝʨ: ʦʨʛʘʥʠʟʦʚʘʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʠʟ ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ 
ftp://10.10.10.1/home/bases, ʘ ʝʩʣʠ ʵʪʦʪ ʢʘʪʘʣʦʛ ʥʝʜʦʩʪʫʧʝʥ ʠʣʠ ʧʫʩʪ, 
ʧʨʦʚʦʜʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ c ʩʝʨʚʝʨʦʚ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ʈʝ-
ʟʫʣʴʪʘʪʳ ʨʘʙʦʪʳ ʚʳʚʝʩʪʠ ʚ ʬʘʡʣ ʦʪʯʝʪʘ report.txt. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ ʧʨʠʣʦʞʝʥʠʷ ʟʘʜʘʡʪʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 
ʟʥʘʯʝʥʠʷ ʜʣʷ ʧʘʨʘʤʝʪʨʦʚ: 

[updater.options]  

UpdateServerUrl= ftp://10.10.10.1/ home/bases  

UseUpdateServerUrl=yes  

UseUpdateServerUrlOnly=no  

2. ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ: 

# /opt/kaspers ky/kav4lms/bin/ kav4lms - keepup2date  - l \  

/tmp/report.txt  

7.3.  ȺɍəɚɎɗɑəɔɑ ɔɓ ɝɑɞɑɎɚɕ 

ɐɔɜɑɖɞɚɜɔɔ 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʠʟ ʩʝʪʝʚʦʛʦ ʢʘʪʘʣʦʛʘ ʧʨʦʭʦʜʠʣʠ 
ʢʦʨʨʝʢʪʥʦ, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʚ ʵʪʦʤ ʢʘʪʘʣʦʛʝ ʬʘʡʣʦʚʫʶ ʩʪʨʫʢʪʫʨʫ, 
ʘʥʘʣʦʛʠʯʥʫʶ ʩʪʨʫʢʪʫʨʝ ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. 
ʈʘʩʩʤʦʪʨʠʤ ʨʝʘʣʠʟʘʮʠʶ ʵʪʦʡ ʟʘʜʘʯʠ ʧʦʜʨʦʙʥʝʝ.  

ʇʨʠʤʝʨ: ʩʦʟʜʘʪʴ ʩʝʪʝʚʦʡ ʢʘʪʘʣʦʛ, ʦʪʢʫʜʘ ʙʘʟʳ ʘʥʪʠʚʠʨʫʩʘ ʙʫʜʫʪ ʢʦʧʠ-
ʨʦʚʘʪʴʩʷ ʥʘ ʣʦʢʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʩʝʪʠ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʦʟʜʘʡʪʝ ʣʦʢʘʣʴʥʳʡ ʢʘʪʘʣʦʛ. 

2. ɿʘʧʫʩʪʠʪʝ ʢʦʤʧʦʥʝʥʪ kav4lms-keepup2date ʩʣʝʜʫʶʱʠʤ ʦʙʨʘʟʦʤ: 

# /opt/kaspersky/kav4lms/bin / kav4lms - keepup2date  - u 

<dir>  

ʛʜʝ <dir > -  ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʩʦʟʜʘʥʥʦʤʫ ʢʘʪʘʣʦʛʫ. 

3. ʇʨʝʜʦʩʪʘʚʴʪʝ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ ʥʘ ʯʪʝ-
ʥʠʝ ʢ ʜʘʥʥʦʤʫ ʢʘʪʘʣʦʛʫ. 
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ʇʨʠʤʝʨ: ʥʘʩʪʨʦʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʘʥʪʠʚʠʨʫʩʘ ʯʝʨʝʟ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ. 

ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʧʦʩʪʘʚʣʝʥʥʦʡ ʟʘʜʘʯʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʩʝʢʮʠʠ [updater.options] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʩʚʦʡʪʝ 
ʧʘʨʘʤʝʪʨʫ UseProxy ʟʥʘʯʝʥʠʝ Yes.  

2. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʘʨʘʤʝʪʨ ProxyAddress ʚ ʩʝʢʮʠʠ [updater.options] 
ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʩʦʜʝʨʞʠʪ ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. ɸʜʨʝʩ 
ʜʦʣʞʝʥ ʙʳʪʴ ʟʘʜʘʥ ʚ ʬʦʨʤʘʪʝ: 
http://username:password@ip_address:port. ʇʨʠ ʵʪʦʤ ʟʥʘʯʝʥʠʷ 
ip_address ʠ port ʷʚʣʷʶʪʩʷ ʦʙʷʟʘʪʝʣʴʥʳʤʠ, ʘ username ʠ 
password ʟʘʜʘʶʪʩʷ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ.  

ʠʣʠ: 

1. ɺ ʩʝʢʮʠʠ [updater.options] ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʨʠʩʚʦʡʪʝ 
ʧʘʨʘʤʝʪʨʫ UseProxy ʟʥʘʯʝʥʠʝ Yes.  

2. ɿʘʜʘʡʪʝ ʧʝʨʝʤʝʥʥʫʶ ʦʢʨʫʞʝʥʠʷ http_proxy ʚ ʬʦʨʤʘʪʝ 
http://username:password@ip_address:port. ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, 
ʯʪʦ ʧʝʨʝʤʝʥʥʘʷ ʙʫʜʝʪ ʫʯʠʪʳʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ 
ʧʘʨʘʤʝʪʨ UseProxy ʩʝʢʮʠʠ [updater.options] ʦʪʩʫʪʩʪʚʫʝʪ ʠʣʠ 
ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ Yes. 




