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I Mmdeso dzr d3 d fls sy dzd € tscdis Hodgtd bgtRe  HAgQIz' M jvw o dzv j Ismw
fd Is! Rdzls j todzj Is. 1 Od ®ts @Y JoiEift@zundoiggtfs f tetsd fr tSH
tcOB slsj Cde sidettzs 2 f sylsts?2 . 1 0dzduydy fYosuykstsera
ZO COYHBR CBf! ¥ Isjted, O kOS] bts, Ykt ot
dmyf sdzr L Ze¥yl] dfsigH jitazj CIstetsdzdz” = OHted Mde" = S ded G
3 Jjtclse, sBiMfjydeOjls BdzOetsftcdwWisdsy j IsRdztse W
dsmdzr - fosetcORBB. 1 tsdz Lo Olsjdz L Otc Oy-dzdzts 6
HsLtcj o OwW, ttOMmMMmr dzOjls L OOy jdeder § § dMJBO OH
to j slsftcOodzwe s datsor j L OtcOytgjdede dj fifdfAmy @O d¢
LOtOy jdedzr -Rs¥O&Ealzls 5 ftodyddai dei HsMdBBigstcO
fr &2€d SthRBjteyj M2 s tst dfOiddzsR O COsR B O dzd c
Mz yoj MteOHOs s dzj fwis: , O fisHdsodzdls @lddd= HOfy
(074 Y NI Cslsster j LOjdBE tcOLBhdzgls L OOy jdade j W
OB tsdzj dzlsts o .

HjeHdY ofjdid ftedL dzOjlsmw, vyt Jd¥ stekOydw
l s yJj otjdw HdwW dLodzjyjded¥w ftede" dzd duL
Hts ) ls 2 el Hitzd € O d9 o3 Sodzdtfj @istsls dzj e O3 ftoj HY ted W Isqw .
ofMlsOjls osftetsf B JdeW stedBOYdtsdedes? B j L B Ofdzets
gL o Oy dz 2 edewjs Mli@odlsj] fsystse’' 7 Mjte jtess
odgj hdedrn bkcetetst d ftojHislsoateOn jdzdd 1 fdHjBI2 o

11. sys3abh dooees aoas
rabaoaeg R399 23682

Il dz2Ofmlsswh jji otejdw MEh jMmMseokjl tettdRds) ¢ td
fsHo jteedzzls! Mw 90O Cod@3f! s Isjte. 1 tydlsB@a HOC
ndd fte] ydedsjOotslz dzd - .

vyjtoad ( Wor ms)

[ OdzdzO" COlsjEled” ot A R it i3 H

H 15 dzts )

Lijls o Ghdsedsd kwLeddshsd &f§,jtoydsdsds
C ZOMMO B' dzts HOds dMAGHY dL MY shseskEshlsd
frélsjteO &0 SCodkf' “lsjte, dhMysd Lzv mnjlsd,

dde stedgOydisdzede” §| S OdzOdzr . v OCYJ B dAOEAzH OtcW
HOY s HEMisOsyYds o' S 52 jdgE'seshls! ¥ ©OMY o
vittod fsddCOsls dO SCodf! “lsjte, orf ydhdwys
Cof' “Isjtese d ©OMMT &O¥ s 6 i1lsdd QHisj MOC
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9" n OHtjMmMtse YOMmkts dmftsdz L s Isipw HOfadz" | O
Jdzstse . MdAmjdils j dzd 1 Istsets ¢ dzOMMO o toj H s dsts fiydz’
HO® Is OB BYdJ W o2 dz Z0 HdME O MmdmnG-j B ,

h

Ols' mMw ¢ tjifMkteMOd SCd@f! s lsjttO (LO dMms dz y
ldwekfr (Viruses)

l o tORB , SCtlsster j] L OGO OHiss OB Ez8ddEn § 1S
mMets?2 CtH, yYbte' odkzydl' EfttOodzjdedj 4 tod
Clsts ftosmMists] BftjHjdzijdd] HOjls otL dssy dtsml
odj, dizvff s o ifue@ti® dzd §

vteswdzlmM¢C dj] ftosecteOdRRBB ( Troj ans)

l oG BEORE , (Sl | o f sdzdzv v Is ORO dff IOGH O j
Yydodztetse Odzdz’ | fdz LsoaOlsjdzjds Hj2Mlsadw, s
zdets EfMdzse d2 Eddylstsy O0sls ddbi stedOyds do
CLOodMOdzd® e, otstclkzs s CwmsdWdHjdzyd Odz dzlz® d c
CzOMM otjHsdshdy o (e teOBd dajd ¥ dedisy ¢ sty w
dzd BOded d L stsets Ijted3ddzO® (Is. j. daj L @Oy O]
&z j); btsvwdhtd] ftscttORdl’ dj Mfegse dO fr
Codif! s sjter d ©OMYtesmisteOdzw s siyw L dztslz B h dz
dzj L dzsetse ftesetORIRdese s B MY j ugited v A3t s d
By jl ot ddesets tOL HwjorhOls! rlsjosd Bl
Cd.

I ffdjHdij otej dw dzOo[Bls &jj ©OMftshlstod d
fescteOBd, Ystlswhdhd CtBf! sIsjted j HOxkde J,
febhbEOd) i Mdjuk: s odidyn 1§ ¢ bEEedid d
Hedshd | fescteOdd’ MsodjhOsls o MiBj =OtC
stejm dL fjtejudmdzj deder = o7 hj CdzOmMmse.

1 dzd &3O dzd j !

[Odzjj 65 kjChbk (ECSoatHMlso O o C @G
fescteOBds d udtoj?2 o' BEHJ A JMiEsddalstsdl
Ctojlsdzg 2 odH otjHBdEMES? {§tEctORd kb
GHO 1 Isists i &S .

vOCY] hdtsit) ©OM{tehstody ddj ¢ &k uig-czd fd
dzr § ftescteOdBdR

) G¢ tc OwES &ZOdr ( Adwar e)

l toceO®RBdr 2 CH, BJjL ojHGd® A saz (s O6Od
detsy BiMyfjujddy M yjd ¢ HjBsdhstoydd
fcOo ddzs, (EBFEEOBE oMmsesjd o §iobcicOddd
tOMYf esmisteOdve h j jmw B jMYf &ZOdes. { § ¢ &zOKBO
qdzs j ¥ j2Mj. 10UOMmisks HOdd j §f§ePhisd s
dvels Motsjdkz ©OLwOBBYdCE §,jthmsdOd dzs dJ
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dL d3j dz1eOls dzd YD tg O i3 j stle®OLz L j tcO ( MsOtelsar j d
MstcOdzd yr, ktetsodzd BJLBY OMdesmisd d Isz-H. ),
ddB 2 fed LsoOkjdjd oW ds. IChjdoddad jdspe
fsdzdlsdSd BjLtsf OMdesmisd, kKOS d ¢ ftew dgr d3 W

1 slsj dzydOdz: dzts tsf Ofnde" § fteddztsy jdedw ( Ri skwar e

ltesctcOdfsmsi] j yjdedj, SthttEzybtz o tdikidsf)@
wWkdS ydd, dzs iy ils BT Is! dmf sdzt L s Odats L dzt
oM RSO &sdgf sdzj dzsse ot j HisdsMdzs 265-1 615G te
Hiteydls Btejhd f tewh ddgjCCdtslststcr 7= Emdsotsw 7 dzO
CteOdisdz dz0 St s Isjtcj HYtsHO jtedaOjls o OB-d H O
BOR tslsdesmwismw, d&ZOfteddzdte, dgjStslststerdi- klisdd
s Odzd Y PR sO@BIssBOSdyYj MEsets §jtej C@ yj dad
sk tcIRC-C dzd j dels-fyj tFEeTjPco fMj o sL d3tsy dg' | Lklsdezdlsr |
¢d ftesyjmmses ddzd MSter sdw dn tOBSIST
l e OB sder ( Spywar e)
ltesctcOBBds B j MY juj ded g, fsLotdwsh j j
Hid dzts oL wisds@s fdeiz! q dzd tstec OdedL Oyddd-sjiL d
ydd f estefePsigse dz0 Motsjd Stk ¢ sjtej- o d
90! Mw. sOC HtcOo ddsy diggetize ¥ v § tizts § k303
e tlfMdzjydoOdedi Hj2Mlsoad?2 d LtsoOlsj dzv
e MBtte Jdai stedROYdd t MiSH j oy Odzt b d3y ik UO
Yyohj eofmjets twjy' dHjl 8 M Oded this o Odad c
i dBddesets toj jMiste®@ f yjdzr s MsmisOo dzj dzd
s M juyjddy, EnmsOdss dj ddsets d&O ¢ dkf
e MBtte dqdaW sted3dOYydd 5 ¢Oydfmlsei Mmetw+ d, M
tesisd dBsSHjBO d Is. H.
l osodgig-h 2IsCd (Jokes)

lescteOBBdesy B j MY Jujddy, daj 1 toddzgfeias e j |
ftew Bsets otcjHO, dets o otsHWHN jj Mmtstseh jdedWw

fteduddsj dz, dzdBt BEH/IS-dffsdyddpdasofie®- ¢ ©OF
OB’ YOMists fjHkzftejyHOs I MEBES b E O lsjfdv
dsfisd, dOfteddkjte, o' otHWI Mstseh jddy s W
ZJCOC et YWistodOdtetse Oded v 2O MOBsd M-j dzj
sls oqtekzf’ o dzjL OwLONjdeder 2 WO2LdOR  Is. H

ltosctcORBB OolssHBLItSO ( PornWwW
B

l tsEteO®RB , Stlstste’ j sk misf
B  &zOls dzr dzd-te gf fipls f ig @egslf, € OFC
HJtoy Oded v .



lojnjdedj 9
mOS jtemMedy Eklsddzdlsr (Hack Tool s)

l OBt teiMfjuidd, Sttt Jnfsd
mMtseMmlse jdeder = yjdzwrn Hdzw ftotsded € detsoe j dig-v  dzO
fwismw tOL dzd yder § dzj dzj cOdz! dg" § ¢ Odzj ter zw
9L izZsdBO § Otetsdzj 2, ftesydy odH'™ ftesecteORdE Hd
ddzd ftetsded C detso j dzgd Mils P BBOISOC 2§ A3z M d

ltesydy sfOfdy j ftesetOid

l tets@ tcOBA3" ftsL H Odzadz’ | H-@Z8 OGS todz® dztf b @z dzdzD 4
9] I, 9L dZsdiBO HEkzedr Sl ¥ s odmis! @ IdNACIHHJ
cOLOBBISCd otojHBdEMdses { tofsc ORS¢t tc S
CteOBBROB BlsdsMmw lsmw CHakTwR)C,d j ¢ tzdsiylstgls? Isgtcr
Msdns Odzj tsr EviLoddisMisj 2, foseOR durdzv oL
H' ftosetcOdRzd3 Hdzw oL dzsd3O Mjlsjor a tjimztemtse
dBzE  MdMmlisj diskz

[ fMdeso dg" ®3d dMissydzedC Odsd t0OMf esMisteOdzj dzdv o to
Ldzj ClstetsdzdzOY Y sylsO d ddalsjtedzjls, rBlw jrOOyj
tejL HdMC CBiedthkzd Ckts Mttty kjdasftejHjdvjl f
OCyjdzsse Odelsdo dqtokzfdes? L O dlsr M ftesMmis' 7 toj
2O ftedmklsmiseady odtkzMmtse dO Btsdzj § Mmdzsh dzzs L
f1re¥lsjtcO sIs oL Bsy dese s L Otc Oy § ded W .

1.2. pRbaRyaao2a0a 2 a&a39aYoha
djJ ©adecoo e€3o0dapnaaot

Kaspersky Security 6 . 0 Midrossoft Exchange Server 2007 ( H O ddj J
Kaspersky Security) ftod HdZOL dzOyj dz Hdzv L Oh dedssrh dihtsyls &
f Of ¢ IstcOdzL d Is dztlz®Mictosoft| Exchange Server 2007 ( i Odzj §
Microsoft Exchange Server) ©ls 9t H sdztsfyde ted f tdsssdpOfcielis o §
dImw 9 jfy foyltser2 fskst¢, fsatHWh 2 yjtd
Exchange Server.

Kaspersky Security ff sL o ts:dzv j Is

e ftoso jtowls! oRtsHWhdj d dMratsHwWhdj jisseh j
Hisdesfder T Istsel j 1 ted ftetseo jteCj tBOBOISH 9 OF
dzdw fdfm 0. 1 LOsdmddsmisd ®©ls kfRsOdse
yddedi dzj udls, EHO®Y jIs ddets Mtftcdzo Sy HO
WsteddOydj?2 otejHtsdetsMmde §j tBI jCIsT ;

e MBRtOdl! tjLjtody j Stfdd el jCkts ¢

EHdj dzd j 58 © M jydOde desds 2iteOded dzd " Q- H dzv
dso dzj dzd W, vyt dmSd yOjls oL &Sy dshls!
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ZOMstcOdoa Oj 3" » Wdd stese ffikse detzy j Is
CsdeS tejIsdgr = tsBI jCIsso;

J
fdd
jHEdBAEY ! slkftOodlsj dv, §tdOdlE;dy dJ
) dts 2
Is

BJLGH Ofmteslsg dedvw =, fMtsH j tey O d A

ddedw o Mmmsswddd Odasdos ditslsfdzs?

c

d Y EtedzOdzr M Isd2 d ML HO9 Ols! tod «
5

wils Wtstedidtcse Ols! slsydlsr 5 MOB dzts dal
B

L= o}
Hoge

Mdtetso Ols otsL dzed € detso j dgd,J oadlstadzdf@iiy day j
dzd d3G)lsJ dzj tsls dits o jjH tsodgomfIsf H j.&5d 1] ts o dz

di WdCmdekzjlk f§sfrkCd ®&OMMsesB2 tOM
qro gL ddzsjtedzj 5O, OC d f} Gsdy:' v

filsedd M Bl jBsd  ROELOSk)tksd f§LEAt
OCkjtedmisdC OB EkhsOdtss dzj dzdzts & 5o 5B Stelz
fOkvIsq, B'MlstesHj2Mmadj, Stddyjmlss

e B dztso dzv Is BOKkY Kespei-BYL ( HOdzj jQo-stsd3OIs
MEtsdz dzdets o thkydstsds tejyddsd. tJdMmMetemMsd
FTP-d HTfPteo j ter SBdso dzj dzd? ¢ OBEStcOIlststed
ddzls j tedzj IsJ d dzdm jisf 0@ diP@®Ff ¢ O, MtsH jtey O O
dzOB tstc 5B dzgts o dzj ded 2 ;

e ftoo jtewls! flf@tse jtojdede' | tOdzj j) Mmtstseh jd
dsor 7 odkse 5 tOMif dmOdsds . [ OdedzOW

cdsotsds i ddsy d dzj BCOLT90jls Mmizh jMmise

SHdlj d dzsls! fsysseotsets Mjtes j 6O;

o VWttktdddteso Ols! f jtejujdz LOMdHhOj d3r &8+ teOdzd
Cts fMtsB dzt H OIs dzd yj deL sdedz’ j 56 teOded Y dzd
fsysseorn whdgCtse;

e bftOodvls! Cdz* YyOdd.

ﬁ.]]@m‘ ot DX ot SS
wo%@ § o § o

dz
q
bj fllse &z Is' zOMstes2Stk § OLO®) stech- ©OB &
Is
tc
2

© ==

Vted d3j yOdzd J

Yy Ofnls WikzdS yd?2 ftod dztsy § ded W Hisfls z 4 dg'
Bts e ts ) jMceogofs Exchange o tsif toj H j dzj dzdzr R to ts dztad2w.
Microsoft Exchange Server i d3f 2.1 dz0 fiB tc.
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Kaspersky Security 6.0 H dzMicrosoft Exchange Server 2007 s fyls & dfjgz-
HEs B R sdzj dzsso

e uwujttojtc BjLBYOMdsMIsd B M Sigd ds@®OW i O at
odwlkzmr, mMEkh jMmMlsedw jls tBdzse dzj dzd jH -B OL ,
d3d dzd MistcOlsdo dz" § MmJjteodMmr Hdzw BEHOdzj dzdzts G ¢
ftsSHHJjtY Odedw yJj dzsfisdztsisd §ted dztsy j dzdw d

e stdmMtsdzr EftOodzjdedw ftojHBMsOodzw jls { s5dz
OHdBddzd st Olsdode” di3 Mjteo dMOd3 1§ ted dztmt § dad v
dzw Is ¢ ZOMstets2 ¢k d EftOodzjdedj MJtge ] tedats?
ded W or f sdzdzj dz o adHj C sl sdzj dzls © tc Of
Management Console.

13. €3 ay3R9990ha e3arfr aYRoaO
303680950

stcjBtsoOdzdwy wjtco jtc® BJjLBY OMmdesMmisd:

e  Microsoft Windows Server 2008 / Microsoft Windows Server 2003 x64 /
Microsoft Windows Server 2003 x64 R2 Standard Edition / Microsoft
Windows Server 2003 x64 R2 Enterprise Edition.

e  Microsoft Exchange Server 2007.
svtejBSO Odedw §  CMicda¥off Exzhar@eySedier 2 0 0 7 fif .1 dz®
fls 6.
vtejBtso Odedw stdeMisdzd k¢ tcOo dzj ded W :

Microsoft Windows Server 2008 / Microsoft Windows Server 2003 x64 / Microsoft

Windows Server 2003 x64 R2 Standard Edition / Microsoft Windows Server 2003

x64 R2 Enterprise Edition / Microsoft Windows XP x64 / Microsoft Windows Vista

~ 6 4Mictosoft Windows Vista / Microsoft Windows Server 2003 / Microsoft Win-

dows XP / Microsoft Windows 2000 ( fip kfls Odztste dgpdists diz dfdc j |
Service Pack 4).

14. Oe e R3Reoaha 63afraYRoot
30360950

O f OwcOIlsde" | btcjBtsoOded™w wjteo jtcO® BjL S OMmdasils
Istc j B t5 9 OMipfoofls Exchange Server 2007. ]| L Qo dMmddsmisd s
ftoddztsy jded¥ d tiydBO jets ¢y dizald@yddds jogs sdgt
HdMSC o] HtesMisOdamMisots HdzW tjL jtoo dese@® RteOd



12 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007

fcsCEfOfCO tjLjtcodetsets RtcOdeddzdh O Bsy § Isdze Odzd d3
yodeds, Hts.1024 [1)

O f OtcOlsder §| IstciBtsoOdzdwY stdzimtsdzd 4 tcOo dzj daed v :
e ftosyjMmMmste | nt el Pentium 300 [y ddzd o
e 256 [1 MotBtHMS?2 f jttOlsdeods? §OokvIsd (

e 50 [1 MmMotBtsHdtsets HIMEBoatsett { totsmjs-tcOdzils
dzd w .

15.t e9edade e€a368RY(dO

ltosetcOdigdide 2 ftosHEzCIls or dsyjlbjy ftod sBiej Misd
tesBtsydz" 2 9 0OtedOdzls) , O IsOCROE @ dztisa dzis dgO ff t&  d]
www.kaspersky.ru, t©cOK dzj €&zlstctsdzdz” 2 ). 3OC OL d dz

{ Mdzd o ftedsBteilsOjls), ftsH BC IS¢ sedzf Uzff fisisB A js M
CtltOBRdEsec s ftesHEZCISO orntSHWIS:

e 10 juOkOdzdzel® f§ tslrigly O dzts o s dzf) G3ts BHAOURE @Sk te t5
LOf dMOdy WO2dr febctOdBdses § eo@kS 0
kj pdf .

e tkCtosOflsEzd MsBOYFE®@Isdetsds o dHj d4f Mdzd |
yqw Br d&z0 oCdzs yidz©O o LOCOL)s@dgd (St

e szt y, LOYdMOdeds 2 2O MY jydOdz' deglzs HIME L
e (jedMmbteOydtdzdzOv COLIYSO (f) k¢ OL-Oded | d
ko) .

e Jdudde dsdedetsy .Mtse dzON § ded §

1 ted d3j yOdzd §

littjn bjd COC t6OMYEjyuoksadms & B » il QK
Cg i M ddyjdl ddd &3 Mise dzO" j dzd j &3

) 6d 1 tsRaeppreky Security o (f dals iiOdzjOR o dzjC 5§ ez jlsj ot
0 j-HO20, o HMEEdBLEGERIESENMOBSEE §esHEZC O
HOdzdzts | tolz € o Epdtsdeds”. 2 | Ydpguzs MGelds o HdMisedszls
skfeOodv jlshy o0k 5 { djCliesdds? foylsj &


http://www.kaspersky.ru/

lojHnjddi 13

151. | ocaaboarssea 3aydRrYaaoa

J dyj dzt d sdzdats j  islstezOb GG H I Mtse dzOM jdad j d5j 3 HE
10{ ¢/ OBtteOlttdy sOMYjthMS eSO D I fipdetsdsds '

d
¢
By jlsj fsd Lise Ol v f towf teedifidsy dglz ds s @ &db Stfige

I dzd BOdzd | !
| ded 3Ol j dz' dzs fesydlsO2lsj dzdyj deL d sdzdets |

[ Mdzd o dzj Mts6e dzOMmdz M EmMdasedw &k ddyjde ds
9 jtodzzls! Cisioise € @di3dyde’ &3 ¢ g bz ististeliz F Ctltstets
BN dzO f togda®,tcjds f sdzydls! dzOL OH Mk Bdiiz, EZ{ dzOy
LIssdy Stdzo jtols M EfMls@dihs szl Hds dB) t§ ditf ALhfds-0 o Ols !
Is © dzdz' d3.

[5Cter 90" L OfjyOlsOddzy 2 1 OC j IsH dif) Ctasfigtis Ocleted s by iz
&ZOo dzdo OV floERzEls D ©& Isjd& MO® o 1§ tdded BC
d&q yj dol d SEzdEOE § dig v .

152. dayo383Rcoa8aRt dgR3egaydR

1 5y 0dzz?2 s O, LOY sdzdedIsy Blster adets?2 CBtejh s8¢ 6
otsL i3 desisd deOdBtsdzj j tsdzdes EC OL O flpotsd €t
Ud Miso sl ¥dpdz sz zPH e 1 dzj CSlstetsdedes? § syls’
ssftcOo sy JjJ HdMlteds! 6 Isstclz, P Cohtstssects o
HEzC Is.

( Mdzd of sMdzj Hinlsedd Ek o0fm dL d&jddlsw §sylstse
ZzjWsdz, 6y 0dkz2MsO, Mt dlsjy BB L Istd 9 fStcd
Cstej h 5 @yfasddgdsie ¢ OtelstsyC d.

tdedimsteOyd sdzdzOY € OtelstsySs © wodzwjlsmw HBECEAB] d
ftedsBtej SOjIsj jelfliBGlckiptse Otzdzsc s  sdz L ts9 Olsj dzw
Clss HOJjls o290k ftwOoats dzO Isjrdedyj Mz HHH] 6
sttsd3] bOEHFGdMistedtotse Odzgdz’ 8 f sz L 59 Ols jigew o5, 4
fr z2C k2 detsotsMmisj2 1 o0[ ¢J OBtsteOltstedwy sOMYf j oMl s
5 o' AtsH] deso '’ n HolisTlo®@akdsde = f to



14 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007

16. ta3 Yoz edt
bR3ayo238323aYRooahg
ceaodt baYReadase

10 ¢J OBstOstedY sOMYf Jj M tscdsedz fd J fHEZD CLOY asO |
v s Btsdz "ts2 CtdBfdzj S kEfdkzce, fsLotdixh dn |
f sdz' L tsofQaigddrts ) Kesgersky Security 6 . 0  Midewsoft Exchange

Server 2007.

ltcdsBtejlsOW f sHY
ftoseteO®RB d s
ke d:

e ftojHtsMisOodzjdedy 44 uOMmde = wBdeso dzj dzed?2 B
e fjHEMsOodzjdedj dzgso'™ R o jtemd?2 HOLEEEE f{

e CHhdfzd sOydd 5 otfshOd, MmowL Oddz o5 f
LCiY dzz OOy dj 2 H O detss 5 teftsisitzeCtdsGhiBdRdas S OL ' o
bjdzjWesde d { dzjCltesdzdzs? § sylsy;

e tSitojhjdedi B o' atsH] dsern ftesce OB
tedd sOMmMf jtemMitsese d 5 dser n odtekzmOn,
Emdzzc O HtojHESMIsOo dzv j Isw fsdz L s (s j dzv o3,
fr z¢k dcosPEPBsE®Pstedy sdadn{ enilsHg © tizd 5 ¢
http://support.kaspersky.ru/subscribe/).

dMSk, o' MmisOdss dls fdj dzjLddt] ¢
EOuHEMsidY (sHfdmSd ¢ sdbkz

1 tod d3d Y Odzd §

stdzhkzd sOydd 5 oG tshmod
& 5 Mmdmisjd, O kOCy,jBba@stk



http://support.kaspersky.ru/subscribe/

6] OO0 tNR.6 b0 ¢ OB AT ¢
Z¢l) AYO L q

Kaspersky Security 6 . 0 Midosoft Exchange Server 2007 ftoetse jtow jIs
9L sy detsMmis d, dzj ydls efme eo"wHWHESE dimrtHWHhH L
fsylskz. ltoddzsy jdedd ftetsojteWw jls Isj dzs Mmdgsse h j dz
WO2dzr dz#Brn Wttod3Olstse.

1sdmMe otjHBdsMd » ftoscteORBE o f sdd@Kass MW  dzC
persky Security. | Odzdzr | BOL'" toj Gkdzw todets tsB datsfip-dzv 5 Is fr
fJjtemC so't€ezOdir 8 O sfqw  dzgO@ Mmjtco jtor tsB datso dzj dzd 2
stsets, ftoddztsy j dedndf J i PrizeizddzL B j lsij - Odlzef p tBd il tso j
YiMSd2 OdOdzdL Otste, Clstster 2 §Lotd jds B daC
ek .

toddztsy j dzgd j tsMkh jflsedvw jls ftese jteClk B jSIstse
iy ddi toj Odz detsets otejdsided. [ Ijrn st ¢
odets,] JEBsHt dzj o 5L A3y § da.

Hr2 Bl jCIs fteddtsyjddi B©BttOBOISr 90jls o
LOdzdzr i3 OH BB dzd MlstcOlsstetsds Hdzv tBI jCIstse Is
OY jdedzr 2 tsBi jSIs sy jls Brils: o dzj uidlz, EHO
¢ H d&3q dzd ) l§tc Qlistsitg Isls @EOMIstetsdIs’ 6y dd3, Hted ¢
fEmMcOjls Mtstseh jdzdj M L OOy jdedzr d3 tgsi j ClIst
s dzOL o Odedj kOCGGEts B jCUBOYJ ¥ 5850 o dfez g
wil ©OMhdqiejdedj ®©BI jClO.

j 6 JOHL d3j dzj dzdejfdiztsy j ded §  d3tsy j Is] jhfss te® defl 4 y 5@ dz!
L jteodssdd RteOdddzdh j Hhw §ohdjHEsh jes otshf
Hdzw  d fign@azdiy MY JjydoOodzdhsod ¢ OBtsteOtstedd s Ofn!

lteddzsy jdzdj GhftOodv jls ko jHisddj dawddsizedoifs L dz
tcOlbtAdds o Jtekzfdzs? B j if 5@ @SPEA Is | deds f Ot Oy j da
ftstsBh jdd2, O kOCy,) fsdjhOjl Mlke jlaflso zs h
3 4 dzdfaspersky Security d o 3 ZtedzOdz viergsiftsindalzd. 2

[ fMdzd oCdzs yidze BjrOdedL &5 twOMY 5L dzOo Oded™ o dtekz
WS mdekzils otk mdik s OoACwgkiEEkdgs fflsts f dzd GO j s dzj |
®Biter fwtslsde tOMY totshlisde Osldg flad @ o def jdlsi j elafgfH ts d3dz]

tetsL jrdzgd Sdztso jdzd™ L fdHjBdd ddzd §fodihojlks M0t
N ZtedzOdz 1 to qMinEosoft WiGdbws d o ¥ Iz to dzO ditzd f te d dzts )

- QRS- RNV =g
—EFFONO F*

§Q—



16 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007

2.1. ¢ & d Microsoft Exchange
Server 2007 9
F>>a>»8Y0AGB3x68Y) I Yyoa 99
doeoadoy)] 3R6002 RagIYD 3]
bRyoaeHh

r dzv Efmf jh dats Kasperékg Bdsurity Istc j Bz j Isfiqw Yylstse r L ON
Microsoft Exchange Server 2 007 BT dz tcOL 9 jtodzgkls A tslsw- BT 9
hdr tetsdzj 2:

e 1 tsylstser 2 (Mafbokk

e uUttOdzMY stelsdzr 2 € ts(Hzp Jraslsporé).ls ts te

e 1 BGteOded Ydz' 2 I{ExiGedEfsmoty)ls

( fp dadicrosoft Exchange Server c OL o j tedzz Is ) By ldddodrd? , Kas-d ¢

persky Security d iftf sdzr L 2jls Hdzw Mmsftowy jdedw M fifed s Ml
sOdz dz" 7 Mz YOV R Is td B dzfisifids © Ik z@EENepore Agenl. 1 to d
Lissd3 HhzWteBeafzd sStelsdz’ 2 € sEHAyj sk OO YO &O 5Bt
9 O sty d dztxh gsdzKasper sky Selsts® dzfytyts to sz LdO IS g dzl
Hdzv tdede Odzd ydzr 2 Isitg Qdifilsfotdrglds 5B tc Oilstslm 12 Ylds'tewW H
dzOyYOdzO ®©BteOB OIS’ 8 O8 IsMw Is ©O defifYflstsj tatls dzfdid3k ds | j d
Kaspersky Security.

22. 03 gocade} 3R tas3sYasR
Frabaeg R399 33B80

gjteo jtods 2 € s sdzjidals] tdfotgjdtaztse jiLdsffvOmdzs Mis e, Mmts
Hize b dr s dadneddyg sy dif ts
e ljittjroaObyds fHoybktetshikzMmistslsd dzzdld if-jtcj o
iGClsse, f s Mls Miciesoft ExEhandgeCBerver, d dOoOfttOo dzv §
f sHfdMmisj 3z Odzlsd o d te.z iy dets BY 4 dejtsdzly o8 fflstc Od o
f tetsy j Mifmosoft Exchange Server 2 007 5 s jVSARs268s e d d
ddzd 5 Isjrdesdzsedd Transport Agents, o
tesdzd te O LMicjosotizBxthange Server ( i 32.1 dzO0 fiiB)ts .
e 1 sHfdMmisi 3O Odzsdo d ek fiydgte? j flstsdry jolind Odzls d -

G (e Sk BI jClso. sodf sdy dals §te] H



4D jBO ©OBGIT fioddsy j ddw 17

ftesy Mimse, o COerEdgHaﬁ M sl tste'sH Btz sz O
sz wWHttkz. [dz SOCx] oCd yoOjils o ifmiBw
JCIse Hdv (oo jteld o tSﬂJtGGlsq’SdZB? f Ok
dzv j s Mise 2 MdzEStge dzif «z0f OyfisiL i Oj Isfywe -9 Of
Cd fteddsyjddy d Hd) O BrSlE kit jdrigC
d" &3 o Mmjilkd fwjHftedVisdy Odzsdo dtelzfdz d3q

o [BSHEd odizlstcj dzdzi 6t Bk tcOo dzj dzdw™ fHited dztsy |
s duf@yddqz S Oj sy o GlsHjd detsds ftetsyj iy
Microsoft Windows. [ OdzdzOw Mz B O LOTEMECO]Ismw  (
L 09 d M dylss Mtslss Midzdseft Exchange Server ( L Of 0 j dzp - sls O
dzj dz) |, Ylsts fosLotsdw jls dzOflste ©d dvM@idssoft ff te d dzt
Exchange Server sfyls O dzts  dzj dz. r dzv Ctstotcj Clsdats?2  to
[ 5H kz dz odzzlIstcj dzdzj ¢ B tstizff oo adzj drfv o MjGHO |
dzi tod € sd3j dds @®dndrd asls! Mz Bk o tckzydslz® .

23. tgasR 3RDYas3eh¥YRaot D
3a3Ya3aY

[ dzv ML HOddY Mdmisjdr L OhMdlsr foyltse 'ss- fj tco
CtcORBdz ftcd Hsd3dsh d Kaspersky Security 6.0
2007:

1 ufMsOdatse dlsj & jstdsdf jstdzj BzsL s fzOf de@fPIS PO J d3* §
fnd tc @ Misrosoft Exchanges fmjlsd. uvuMlsOdzsoa ¢ O Idf-tetsdL o
tedBlzlsdo O dzO@{ @y HSIsH j gz dzts.

2. Vs OdesptEdEfftsdz? Y to@® zf e ' s IS jtej, SO RISHWS
MlsOe Mjlkd fjHftedvisdw. stdhsd dzficos
kteOdzd L 5o Odzdz' 2 H skt Os Mg B4 dsMicj H d dzts & t
BjMsO OHBIdIMsLOEEO. [HA&OSCE o j dkzyo
Metsd CdR OHBJdzdMstcObstess, stdntd it
s o dzj dz0 B BsBPY HESEts L dzd - .

Vted d3j uOded §

]l mMzkEyoj JjMmdd stdhtd g tcOo dzj dzde iz Hig
OB IO 9 GBI jd&B] d M § OtOd] IstcO@Hd s
( M346d0 fightc.

1 Oh s O Mdtce j 60O sls otej HisdzsMmdz = f
Oo Is@diM ¢ d { tcd MitytsaittElscange Server.

3. uWsteddekz2ls] MidnsS kO dBjd EBG, o |
4. 1 sHCd® ydls] sodhtd bkiftkOs diddv BB  to j




18 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007

5, r1dzw COyHBEts dL Mmjte jtetso deOMistets2Isj Mmdf

e UMMOdsoadlsy § OttOdjIster sB dztso dfff 4Rfv B OL
dazO0 MB)its .

e lktojto! ) dasigBo d d2OMIstets2Cd § OteOd3j lstetso
cOBtslsT ftoddsy jddy M §sKEsiEICAR(SHBSEs
f A47dz0 figE)te .

e 10Mbtes?2ls Mdmsjkz ko jHtdd ddw & s
e OBsty § tod dztsy j dapP» @O dE6)ts .

e 10fMt2lsj §OLO®)Ister 3 ktcdzOdzsfollRytse ™ Isd
dz0 fii68ef. 10.1dz0 fPE)Is.

e 10Msts2lsj §OtO®)IsteT 5B dzOEY j dagf» o dte
odhjddv tB dn ot ddXodRONjigBded ( fds.

24. Caeevea3d3ndR 30368a0a90Hh bRy
303 Yas3sR

SHHJtY O MBLHOdMEs2 MmdMmilsi &’ LOhdIsr fmjtco jt

OC dz6 YO, jIsmw o

tcjclzdzw tcdztsd3 B dztso dzj ded d B OL ;

fsdzbyjdedd d tBttOBGIS] ko jHtdd] dd?2 B

MsH ]ty O dr ot Hus@zsdydz" jO Ylee@®Ly j kgL On

dedv L dHj B2

e tWjckdWtedes? Yoo jteCj lyjltse 5 ttOBBIs]
LOhMdIr fsybsessets Mjtco j tcO;

e BBWOBHIS] d tydmisCj tiL jtcodtsets RtcOded dz

! J
L B

25. ¢ Rfr a6 R e€303denasadt oR
ddR3>e8a3a0a 3a03Ya3a¥Y

Kaspersky Security dzj f SHH jtey do Gl S @Ppsdzsc dsi -9 s
i, SEGBBEEFECIsds WkdSydtsddtezjls dO § zO0Mmsjtej
CPur 2 EZLjdz COC fslsHj dz dzf Nicrdsaft Exthagglc d2 fj teo j t

[d" COYHBEE kL dZO Cd&Omlsj©d tjLld kO’ o
e MBHjty Odd] ©jLjtOdscts R isOded dzd h
o JdANsEBBOYydY, ftjHMmisOs dzj dzdzO" o tlyjlsOn



4D jBO ©OBGIT fioddsy j ddw 19

e OBt MsB' Isd2, LOttjedmistcdtctse Odzdz" = o Y

e LdOYjddw MuibydSte odtlzfds = 4 dHjBd2;

BzHlfl®do sHdIs! v btsd Cts s Isjds Mtstsen j dzd W o,
9 dtcls zrOdlg jds asfigc Mi cr 0 s o fdgO Exicthlsz@HAy ksjjdes CL

[ &zZv ML HOddY Oddsdedtkzfmdess?2 L OfF dlisr Miscr os of
dzj dzgdztse s dzO© C dzOMlsjtej Mjtco jtotso:

1. vimsOdzsadls) CHE@HHdzj delsi L sfdR@gRisd L j d
Camlsj tcO. VLMisOdzgso €O ftesdLoeHdIsMw e HJIM
9 jtc BlsH ] dz' dzts.

1 tod di3d yOdzed J

] COujmMEOYSd kimlsOdse ¢ d Off GzRiztes Gdz' I
HEE )] WO2ddseos?2 MdMmlsjd' Mjts 0.

1d Mdzinkils JfpP6d]ds @mT , s CYside-
i M j ded d f tod MicsopQft dEefciange Server dzO Htokz 6 15
CdzOMisj t©, wWOLHJ dzv j @IS wH dofipg i fifsidte Jfiplsd

2. UMsOdcpEdEisd L@ ds tdy ' “I5jtc, t-RHWH
mMsOe Mmilsd fejHftedwisdw.

3. ulisteddlz2ls] MYdmMsS kfwOodvjdk 7 fMjte
fj tco jodtgpL dz@ S &zOfis #.B@O ( figkEs. o .

Ptod d&3d yOded §

ltcd HBBOodzj dzdd b Oo dzv j " 7 HEgrten
stsdhtsdd kftOs djddy $ ujtd]tdssd ik
RO ®esls kflsOdase dzj dz C sl Sdzj dals w j o

RMY sdz' L 59 Odzd § tc lf 39 dizdipipcc@y Vi ¢ r o sandet

By jls ftedejfmisd ¢ thdssj OHt)jMOYC(
Mi crosoft Exchange Ser jteedd. dzO Htclz(

4. 1 sHC M ydls] stdhtd bifkOo diddv BB o j
5. rdzv COyHBGES (L Mmjtkejtse dzOMswOsdlsy fdf
fd H 4§ dzlsd ydzdaBdij ded ¥ 3 § Ote Oy Istetso
Vted d3j yOdzd J

Il sfmdzijnkzs hdi d
LJtetso Ols!  dzO0 o

&34

L dzj dzdw Ot O3] Is tc =fo-
= Mmite

jeon ¢ d&zofls ] {




6] 000 s2.TOPAOL O,

K6 pKO] 6plL 6 |

sOO) 6L 6 €Z¢l ) AYd ol ¢
1 j to jdBO y O dzts o3 szr]lsOdzTSOCq' ftod dztsy j ded W ZegHdlsjm

CORBhRs] sBiMfjujdd] Sokf' vl motslss jlsil
9 0ded ™ o5 (f SHchB-deheOMiiE Y .

I dzd 5O dzd j !

[ dzv EZMmlsOdzse ¢ d, 5B dztso dzj dedw o j dgppisky Gecuz
rity 6 . 0 Mickysoft Exchange Server 2007 dzj sB - tsH d d3ts  dzOdisf
COdz dasiaiisf dzd Misfg Pls B.jc B O

31. s38Roa¥YdqR e€30danaaot

1 lotsG tc O dsdgds ollfiplls O ' ff S dzdej dz© o -dydsfigisiz] to Oflideasditc © d3ds”
Wi ndows (Windows Wizard) d Mmsmissdl dL f 1
ftejCds yjddj KiyHE Cbtster &dd iz e | Isf

drOdZ.JJO LOojteh jdzdj DBGISY tsdONE sisBnl £ dv
ftoj CteOn jdzedw tOBBISr BOMisjteO dzOf lsazp.dz@ 1 IsOf j
[ OMmlsjtc EMsOdtseCd ftejHds)ydls o90d bkMmlsOdase dls
f tod dzts ) Kakzoersky Security 6 . 0 Midaysoft Exchange Server 2007 i
fijteiroOlydsSd Hdzv MRIosHl Exdgariye Semgaizg 2 s s dzfnyts dz!
EftcOodzj dedw. wtotClkzf dsMmis! EMlsOdase dzj dedz" =
BJLBYOMdesMmMisd. vOCOW CtsdWdekzteOydw tojfif-tsd3j dzH
Isj d3r L Off jdidsor j Midsosoft Exchange. [ 5y dzts o ' B telgis® , ClOQC
d orBbtsydlkys k& fipsiOddzs,¢ 20 § i@z o sk Gdztse dIs
z fifzts © Kakpersky Security.

] tejLlzdz sOIsj ZmsOdztseo $ d stdzmMsdzd k¢ tcOo dzj dz

1 escteOdfds™ o d Ismw  ff tots ¢ tc OKBspez&ky Secusity 61D O
Hdzv Microsoft Exchdngdoged vedy @@ty i) dzd v .



Vs OdEo SO, Sedsody dzdj d bHOd ddj fteddtsy jdadw 21

djteojtc BjLsYOMdsmisd BEHjls EMlsOdsse dzj dz dzO ¢
s Mdzj H @B sdds d3zOIstedB ZIstso :

o d d3¥ Kaspersky Security 6.0 H dzMicrosoft Exchange Server 2007;
e Isdf L OffolAdi\@izlz ¢
o kyjlsdzOw i L@yl dylstem.

ltesmdislste MoskMlses juftEDdesMisd skh jMise dzv j Is
MisOdzH Otelsdz" = Mtej HMlse KDieragaftihdpse d & Ha &dzdrOy d W
ttOBBIs] wjtto O BJjLBYOMdtsmisd WdJd¢Mmdhljilsmw
dzts  j dbfcRosoft Windows dz@ Ctsi3tf ! s Isj tcj , GH] Efds-Odatso
f OmdesMmisd .

311. a3 YRt J 38RaaY(dR

yissB " & MiskaspaskyIeeurity dz0 S s Isjte, L OfEMmilsdlsj
WO2dz, omrtsHWh g2 o MtsMisOe HdMtcdBklsdo O § tod
COYHT2 hOe ftesyjHEzte'jdddMisOdeso € d ¢ tod dztsy

—

ted d3j LOdzd |

VMO CO ftoddtsy j ded™ Ty dafehiss tagjstdzjle d odQigls
fls' ¥ Mo OHOjI M EkMkOdse C 52 {§aD dftipe jOdzd

zOG NwdejIsmisoedy d [ dyd dzL dsdedzsy Mmtse

ltesyj MM EMsOdsse S d dOuddojlsmw M 6 dos-ftds |
fw sCdts, NI HEOtyy) d cddsets nie dzoh j dd v .

| G5O j dz' dgts fesylsdlsy IsjCMl ddyjdL dsdgiegsc s f
IZso dw Hdw ftsHd jddy kflsOdiss S (.

720¢ RuesldfO kMlsOdss S d

10 HOMGdzsds + 5Of ] bkMisOdtsoaCd fdr L 5o OlD-dzs o &
o Cd. | shmskfis’ ad@Y Ok Cxdda@O I flkddzse S O
By dzOY khsOdtaC® Biste] § sdds? khsOdssCd -
Hsiskzgd j Ctdfsdydidsr, o 0tdOdas o B tstedydats?
s dzv MOKRghbzs 26 OL Ol!  dizy dz j € s tsdzj dals' .



22 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007
ZOc Br BtsUts®if sdzj dzlsts o

{ Mdzd 2O ftejH" HEMN jd3 NOG] B' dZzO 90OB PHM BB S
sj dftcj Hd&ZOGOjlsmw or BtcOl! bkMlsOdzOo dzdo Opd3 j €t
Cd fupg deq ‘Mz fh).

|’.§ MporpamMma ycTaHOBKY Npunox<enns Kaspersky Se

=101 x|

=i
M=
|

i ¢

BbifopoyHas ycTraHoBKa

BrifepuTe cOOTEETCTEYHWMI BSPHAHT B CIMCKE ANA TOro, 4Tobkbl M3MEH. ..

BblBEpHTE KOMMOHEHTEI MPHACKEHNA, KOTOPbIE TPEBYETCA YCTaHOBHTE

Kaspersky Security 6.0 ana

=) &3~ | Cepemc Microsoft Exchange Server 2007

(=3 ~ | NoYToBLIM NEpexes

- (=3 ~ | TpaHCNOPTHLIM Nep
53~ | Korcons ynpasnerins ANA YCTaHOBKH KOMNOHEHTA
HeobxoanMo 1944 KB Ha xecTkom

aucke, BeibpaHo 2 us 2 YacTen,
Ana Ux YCTaHOBKKM Heobxoanmo 17

iJ I _'J ME Ha MEecTKOM AMCKE,

Manka HasHay... C:\Program Files (x86)\Kaspersky Lab\Kaspersky Security 0fz0p. .. I
6.0 for Microsoft Exchange Server 2007, -

Chpoc | Anckn | < Hazaa I fanee > I OTMEHa |

{ dkdesCl @ B sedzSdslsifas 2w ks Odzse €

1 0BBBte HtsMiskfdz" 7 Hdzw EMsOdtseaCd ¢ i3 sdzj dzls ts¢
dzOdzd ydw dz© Mot BXsgilicginge Ser vemzd2007 d J Gt

Il Mz y0Oj Jj Mmdzd daBecrosofisEzy ¢ h &) g Ser vetgdzz2s00 7
Hdzts o to | i3 dzdets 1} sylstsa X W dzmtf stelsdz” 2 € tsdayd dzls
Hsflskzf dz@ Hdzv o BStO fMmdzj HEZBSH] ] € il tsdzj dzls '
e ljtejroOlyds Hdw ttsdzd I sylser 2 whdg,
e ljtejroOlbyds Hdzw IIteOdzgf stelsdz’ 7 totsdzj 2 .
e sBdmtsdz Ekf tcOo dzj dzd W .
Il fdzzy0Oj JjMmdzd daBecrosofisEzy ¢ h&sp g Ser v gtadzlz2s00 7

ksd Ct5 8 sE6adzd ydz' 2 stz ® dzipfsts s dz 2 OS sdzy
btsie HEMiskfd' HAY o' BSLO Mmdzj HR YN dj © 5 tsdzj

e ljtejroOlyds Hdw ©teOdgf stelsdz’ 7 tosdzj 2 .
e sBdmtsd Ekf tcOo dzj dzd W .



Vs OdEe SO, Sedsody dzdj d bHOd dadj fteddztsy jdadw 23

] fndziz 4 O jMicrpsigiddefx c hange Ser v etsdziz2s0 Olsrts das @ use jo
1 sylstser 2, vHEf§ladAsf dzo ' B stc® fMdzj Hizs h dj oFf tbBYf sdzj «

e 1 jtjRno0OlydS Hdvw twdd )} syksser 2 wh g,
e stdfsd kftwOsdzj dzdw .

It oeMjn ©MsOd df B MiEyOWR Hdv khkOdssSd H
dzj dzd v .

IrBjtedlsj Ctdftsdydlsr, §sHdzjyOndj kflsOdeseC j

I dedydzj 2 UyOMmisd &€ dzO jis xftigrtc QP @Y Ssdn Wiz fif lssQirdE ¢ d
ded ¥ . ltd dgj sBrtsHJBsMIs{ B 0zt i IBjj tedTs j ¢ foatafzlelz ©
C k.

20¢ BCds yjdedj LOMdlr MjtojteO

{ Mdzd dzO HtejH" HEM jd&BE hOG] of o' BteOdzd UMl Odzts
uyd¢ o, dZO HOdzdesd3 + SO j o 0Od3 BEHJ Ist Udidsdat ds ) j «
sdeodtekzfmdzze L O dlslkz MeOLE 5 LOsjth jddd OB
zOIls: 1 ss ftsLyd eotlkydke, vyittiL stdhewd &7t
dz0 8 tc.

( Mdzd OB ISO]W teod dtisByijjdasy d M J OLOR) steOB],
s dzy Odzed & 4.6 dg@fs. igRfts. § SHABHJIS HdY 9 0h geets My
Hizj sivOhisec iy f Oo s W& YUIEAT i .

v dzj HHjdsBdzd 5!, yYbt 5 EdRsdkyodds o SOyjMmke,
BHEIS 9" BttOdr oM MU sttdRdtotse Odzde" § dzOd Mmj oo §
CcdtsBh frOHS [ fzd o HtdtsBtejlsj dzdzts? o Ogd czd Y,

BOd desj SsddyujMmlsets LOMNdHhOjdr 7 fylssdr 7 wh
so Odzs o ROddddh OF Mjte jw®, §jtjH jL-Of MmS
dzj lsd yedEser A & h Ctse o dzj L Oh dh Oj dAHjdzCR te O dad

fyls ©L5).

[d" fejHoOdl) d ds? GONiSEEDS q s gy dztsts] @o Is ts
€5 oCd yjdedWw Odesdodqezmds? L O dlsr .

z0Oc bijtjLOoOofkzmMS MmMdzexy s M jEechgnge® Mi cr o

{ Mdzd t©OdzjJ o' orBtOdzd EMsOdtsetk fjtojnoOls
steOdzit stels d vicOdey stelsdz”" 2 Ctsdgy delsteOlgtste,  dal
Hd3dzj dedifej sOffzmS j fdzlzy rchangkliTranspors b f §f &y J MMJ
EmMsOdtsaCd 11O Mmdzkzye'" is i #s Plezts O arjs @O Is @y jL fifklsd)
L 20§ dzO.



24 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007

Z0O0c $sfdteso Odzdy WO2dztso

[ dzv ftetsHtsdzy jdedw ftesyjHbkter EMlsOdseCd o &
VviMisOdzeso dlskzH jIs L Of h Cds § fff tstisg Ofged WAzt Q2 ddzfse  diQs
CEBf! 5 15jte.
Z0OcG UMsOdetsa CO Szt yj?2 d L Oajteh jded
Is LOejteh jdedd EMlsOdtseCd tklttsjlmv tSCds HE
szt y fteijHMmMlsOoadzw jIs M2 WO2d Mijydod desc
90h ] fteOoats dz20 dMmftsdz L tso Odaty d Iff tc &f) dztz ) gededzlz &
WsttBOydE jJadddasy sO0¢yj MftwOstyds §j fejHjdadVw
e JdWstedZOYdwY 5 fsHHjtYS] (St shkEN-j Mise d
udis: ) ;
e tetOdduyjdd ft Ctsddyjfmksesk L ONdhOj d&3r R
o Isdf d desdzjte dzdyjdzer dd, O IOECYJ HOBO jj

VEOdso dlsj Cd¥y Hd" §Sddshddydsdkod ds2 e

o hCwroh jdhy ©¢dj de@pdd s odzOm Qs Atdls dzts d3
pBELO WO2dse COydkj WO2d ¢ dyo.

I fMkky0j jMmdd &0 &sdjds hsOdssSd f§tddsyj
o’ LOCOLOKGG| PESLOIsdd s OfNdaijadgjts s edzsy j jej
fesdzzyddad), of MmMdsyjlki Emfadezmhdi: " gEsL Pl
sEf sz ttOo dzj ded v .

}ted d3j yOdzd J
dtcOL bk fthd bEMsOdsetd ftoddtsy jddw BEH
ZoOMistes?2 ¢ d (§f sBREzOdziRPichds. .

312. Za¥Y¥ea3aRt J} ReRoaY(

) so ststedzOv Iz fls O dats o KaSpersiytcSpaatity| § daff & dzdzv j lsfyw ,  j
fjteoOv bkfsOdss O ftoddsy jddy f§sh kO s ¢ St
¥ § dzd v lmigtsdest) MY tsdzdzv j ' R W O2 dztse BT dzO dzOtelzh

r dzv fsolsstedets? bEMlsOdeso Cd §teddztsy j dedw s O 2z fy
HWhd2 o MMmisOs HdMistedBbklsdea O fteddztsy j dedw, ¢
orejtedlsj bolpls@ditlso (! { stsd3 Mz yO] Bl tshiz!
ftej H' H EzMnjsO deksaspergky Security i Isj a3 3 j dz0B stegjds kZ Mmis C
di3r 7§ i3 sdzjdizldfed, fylde® s dz0yOdz des?2 kfMisOdzse € § .
I dzd B3O ded § !

lted otMMmisOdese dzj dedd fteddztsy jdedw oMmj L
BzHEZI® toO$ j dzr € L dzOyJ@alideds § s [k d3ts dzy




Vs OdEe SO, edSody dzdj d bHOd dadj fteddztsy jdadw 25

3.2. bR38a03 eca3YaaRYyRdt aase
9 R336a6 d0

dtcOLEZ §fMmdzy EMsOdatseoSCd ftoddztsy jdedv L OfEMSO
EOMstets2Cd. o jcet tolRsh! s dBosyds dOMBesdls:
dzj zd P OGOij ster Mtsj Hd dzj dzd ¥ fs B defs & Bizg trudzdgef WH. dzw

1 ted di3d Y Oded J

[ OMsit fJjteotsdzOyOdz @R B jdshifrls tclsB &2 ¢ 3 ¢
djo jtcO BjLEH OMdesmisd .

] fjotd 5Cdzj EOM O Sfdmre0jlsmw jet dOL
dzOx i3dIsd deP Oz ¢ 2

I s9d@psogjiste” ko] figdidy) s O3 s :

o GHtej M -fpjjtalg@, yYjtejL Cltte’ 2 BEZHEI -l to
dzd.w | sB ' Ydz' A CsdWdektwoydwa LIsts
https:// <ddkw_Mmjteo jteO_Cdzdj delsmC se.ts_HEsfls

e RBYW d §Ottsd BEyjlsdes?2 L Ofdmd, tls! dd3j dzqd
fmMw EdafgHdedhy { stsets f sdsdopp @isg dz8! Hf sylstser
9 Bt OdMi Oydsgoft Exchange, d Htsgy jdz B
tcjL Outl ook Web Access (OWA).

pHtejf L dzj Clotesdadas? Y sylsr, dzO@ € tsldster 2 B
dzj dedw, dzj Mmow L Odedzr §| fp BB 2Otk jdzdJ &3 k¢

JOLOd] ster Bt daisB3] eidd is] s daPOB OIS Py jj dad v
B MsJdef dj §OLOMBS s ftetsHsdzy § dad " - dzO¥ d3a

OREO®R) ster 5B detieisizj Adeffifis. O dzts o (f Is jI W@ dists €
j WO Mmsiasdets o dgj(ded] € 53 deHdz,d Isinfdzd W dzv  f tsdB-C dz®
dej sz dmf sd-hEshne, § DAy §etsls d § OO
[SOvdd §Bd L 5o O jsdh §(OJeipusy ls kide) asmy s
] dL o3j ded s Otec @zB] 19teO § dAPEgHN 3. 1083 @ ).
Gadztso dzj dzdj dzv f e H Sy j ded W (zOMgzd s 2O S dats{

ddzt des ¢ dzgj d30Misy IO odED Medfdids H j dzd §
BBISOIs! o MmMtstslse jlsMisadd M L OH Odzdz o

4

— FIOG-— O—~Nn
o T
- Q
N~ ==
T



26

Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007
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IBi jCIs s sdizOdzgH O 1 OL dzOyj dedj S tsd3OdzH "

VHOMIs! Micjosodt Fxchange d L

Yydimdzd fMmjteo j totsd , kz fgdC
UHOM]Is! dzfj tOBtlss?2 o jtco jted
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{ngéﬁﬁf Bg'}fnqtsq,cq:tslststsow d My &
Wiaskd tetseo Odzd W tSlsyjIstsg

s sdzded Isj dz! dz" § C t5d30dzH " Ctsdzlsj S Misdese 5 d3j das
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sOdgtso dzj dedz" = o Mjlsd. dtcOLEZ Mz HGOO dzj dz

dzOo dzd & Ols! Mw MtsjHddzj dzadj s tsdztsdzd Kaspetsky o dzj dzd

Security.

YyissB" HBBOoadb!' MfjfgeftckzftcOodzv j d3r = Mmjtco jtcse

1. JlrBjtedlsy 9 HJtej o KaSstpdefftsdkdy Siejcdar i ty

Microsoft Exchange Server 2007, slsC tots? Isiglets § tsdiglg f28 7y d
oM sdz L 22Isj M 5& GazPlezH s Fgfjdzefo | BdzO dzts ¢  y dz"
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IsHG dzt yjdedj ftetsdLosHdlmvidasB o @ dgdhdlsj €t
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1 dzd &3O dzd j !

1dSB6HO dzf dmMfsdz LE2I] o COydmlsej d-
s ssPohdpBsYh dj odlzir !

1 OctelzL dIs! sjmMlssor 2 codtekzfmMe d@sydts M YW Jdy:
EICAR: http://www.eicar.org/anti_virus_test file.htm.

A2 dz, SCBlstste’ 2 o' L OC tck EICAR] M tHH iR SO dfjtsddiyf Ofg
HOtlsdatse 5 Is j Mis ts Kispetsky Secufitg B f) @ € Midpsoft Exchange

Server2 007 GislBxla{ 9 Oj s jes, (1@ PHdf@id {flajdfdzy j Is
Hi2Mlsadd, EMisOdase dzj dzdetsd Q@ H dsdodzdifi st Isftetie tdsdg f H
[ d&zv Issets yYlstse ) OFf ggs j tf dolftfdttsde B/ dzOQtclzy j ded d B
Htezedr Isdf se, 9" My il BsHdWdydtesodls! M
otsets codtkzmMOe, HBBOoade ¢ daj ByBDBHddz dL fte]

v OB dzZRY O
1gWdsm |[vdf el jSkO
ltejWdBh |) OOy jdgdzr 2. 1ted o s IsSiped&oy js
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ok e
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tlkfmo) .
ERROi JriLre0@shdg? shdeCk ftetse .l -
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ftod {btsdd®j¢hHfeknNoe ®L G@URED
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dzr &3 fteddzsy jdedj o5 © tejL zdz IsQas.j rHjsBiPDadyj daddsO Hf
Hr' &3 dL Bl jSIstse tftejH]dvslsmw L dOyj de-v i3d
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sBhks §OfC

¢
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1 tod d3d Y Odzd §
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I sfdzf § sdzdzj ded v ¢ OL Odedz’ 2B jp
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¢/ OBstcOlsstcdy sOMf jtemMCBetsd B HF et OOy dgis i3
dzs st B das@kdgpetaySecurity, dz0 tMhdzeseo Odedd SClislstster -
fpw fsdMmS ottjHdsMd = ftscwOd d dj uj dzdj
BOL MtHjty Ol sfdmOoddy ofminm dLojMmlsde = dzO
ftosctcORdz d fiyfdmfivts sfttsotc Oy jjwgde = ddisd ©BI jSC k9,
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B3j dzgH z j sfqw  ftetse jMisd tBdeso dzj dedj McOL bs-
Metsdz Ck B Oy, 99 ANsHNs"Oe HdMistedBEZIsdo OW -
8 IsCstz Odz' datsfylss .

10 Mjteo jOR ¢f OetscOtstdd sOM{J @IS
{jS®jdHEjlshMY dOmlstesdls: o s BOIs d uj fmg-
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I Bdzso dzj dzdj B Ouo Esdlgismf tedsid Mdzj HEE h dR dfMlstsy
e M Mjtco jtectse tBdBSodzjdzd? ¢[ OBttOIststedd s O
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hd2 dgzy descBz fj teo jtelz, d o Bigfstdizgdia20xigifpzd
tcjLEzdz sOItse .
1l tsCdkjdtse dzjd@f WL OC fizOH §({Mmds. Nedftcj HMisOo iz dzO d
®BOydqw B dMftsd LEzjBs? fteddsyjddidB sHitehdd
dzj 6 5 BB dztso dzj dad W .
visser ftetsdL e jMmisd daj d3j H dzj dedetsj tsB datsfoedig-dzd j B
oadls!y Mj2YoOfipjLlzdz IsOIsj] fteddtsyjddd L OfgskEMmisdls
odff EMmisOdesazd] f Ot Od3] Iste O dzd .

O6HoBIE HHE @@
MNapaMeTpbl CoeAHHEHNA MapamMeTpbl 3anycka
Obme WCTOUHHK 06HOBNEHMA Pacnncanne

Basbl AHTHBMPYCA

Aata coszaanma: 30.11.2007 0:00 OBHOBMTB Celivac

Konn4ecTeo sanuced: 427900

OBHOBNEHHE YCNELWHO 3aBEpLUeHO,

[ OK H OTMeHa ]

t diMkzdsd OMstes2C O f OLOdjIstese 5B dzatso dzj ded v
1 OC dzOHEShO |
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52. OYeasReoyasdaa oafooa¥Yd

yissBr dzOfmMstesdls! Oolsts®@BOIsdyj MSsj tBdetso dzj dad |
1. Jrptedlsyj ) Hitcj o] Katsdpfptsdsdk ylzLSjede ur i ty
Microsoft Exchange Server 2007, tOMCtets2Isj Jjaets, 9" B,
Mtstslse jlsMmisoalzs h d2 dzkzy dsdisk Mjtceo jtokr- d ofs

dzts o dzjj alzdf Odzgj dzd toj L 2Zdz IsOlstse .

2. lreitedlsj o wlsC ] bz azdidaf U d O dzd J
(fd3. 8edf.

3. rdzw 9Cdzs yjdedw OolstsdzOls d y jof) By dote Jsigs-dzts o dzj
Hdyd MS s B disDOBER] Htotsd3iyzIstsC Bote] d3d ¢
dztso dzj dzdw di3d ddzdf g Hezl Bdds] o ZC OL @dadzts |
MW sted3d telz?2 Is jdzdtg Q f) 1 il @ ds dzlz W Jj dzed v 58 detfo dzj dac
9" Bt o Ot LQEsyAIs! tsBdztse dzj dzdj Qfotds tOMY
BOdUujHmEdSe dzj deff s OasHdIls! M Odzj  EsBY jizs;
BIzHjIs tsBodmsdatsls ! ( H.43dz0 § fl)1s .

Ob6HoBIE HHE @@
MNapaMeTpbl CO8AMHEHHA MNapaMeTpbl 3anycka
Ofiwme WcTouHnk o6HOBNEHHA Pacnmcanie

OfHoBneH1e 6as No pacnMCaHUIo
£ BeIKNHo4MTE 0BHOBNEHHE NO PAaCcNHUCaHNHD
(% Mepuoanyeckoe ofHOBNEHWE

Kawable | 5 ::’ Iqacos LI

" EeAHEBHO B yKasaHHoe BpemMa

li_

[ OK ] [ OTMEHa ] [ MpHMEHNTE ]

t Iz s OMstes2C O f OLOdj Istese 5B datso dzj ded v
1 OF ZQHAPf d f) O dzd §
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53. Ohf 3 236ayao9dR ofooY

15 EdsdyOdds Bdsse dj dd) BOL S§ disd ds e dls gy
BstOstedd sOMY jud&Fcse o ddzsj

1T &y jlkj &@OfMsesdls': { dETp; 6P| b dgzt O dzjf daf 2
fjjss2 §O§Cd.

vyissBr dJLdjdedls! dhmssyded$ sBdatso dzj dzgdw B OL :

1. lrBjtedlsy 9 HJtej o jKalSstpdefftsdkdy ESiejcdar i ty
Microsoft Exchange Server 2007, tOmMCtets2Isj Jjaets, 9" B,
Moslse jlsMisolzs h d2 dzzy desdse Mitco jtekr - d o fs
dzts 9 dzjj elzdf Odzgj dzd toj L Zdz IsOlstse .

2. lreitedlsy o tls¢ tor] ®uzsdyfgry 0ZBN difRf§Ids y dzd €
sB dztso dzj(dpfly e B jtedlsj toj Miztem, dis- Ctslsist
dLotsHdIs! Mw tsB datso dzj dad | :

e ujto jter wBdEsodzj dzgd?2 ¢[ OB QB s O
FTP-yj tco j tof ¢J] OBBstcOIststedd sOMY j oM 56 54
diNJdyoOmdets o" CdzOH' 9 OF IsMw  disie © dedaDsB das o d
ttdOdzls or BteOdz 5 Ldztodzy OdiAgy J Is jB dfeSOL Ol
¥O2hd2 o citcteOWdudmMittd tlsdshijidzedd ¢
dzd?2 ¢ OBttcOstedd sOfmMf jttmMSsetses-  dzv
fpw MydmMCO o' Bjtedlsy 00N IsjCkMsij &jf
Lotsdzdls MsCtcOIlsdls! otcj s d ko jezduydls!
dzts 0 dzj dzd 2 .

e HTTP-, FTP-l1j oo, j tokzts §C O af'datgO i j Is j o OWHTTPQY € O
FTIP-Mjteo jts, O IsOLsE Offpj Kzpy O O C O; S kH
b lsfqw Bdeso dzj dedw, § sdzzyj dedz" § ddz- d dzls §
dsets 90tdOdzZlsO o sz 99tHO EZCOYdIsJ
fils O dzv O te Is daickpsat Wilzjows, ©lsCter o O h jfdMw  § t
CidBL tste

r dzv  Istse ® jidptfecdzOdz tsB detso dzj dzd v, [ DY Gdgso Plis] W
Sl dzOH sYdz ¥ d dz¥f ste O yal ¢ O L pijideitapetls o @ | Istsd3
BEHjls MSLHOoOl! W lsHjd d 2 W02 d jigd" ktcdzO
MisHj ey O dids ysidzdzO  datt sSted3Oy d ¢

AO2dz Y EtedzOzO C sl sdzj dzls @ (5B dats o dzj _dgefiog dnts - e O d
f Of Cops, ME@dzsy j dzdets?2 o HOfCj HdzW RtcOdzj dzdw H
f 3320 MBt. sEOydw LOfdMmr 9a0jlMmw o Codzjy W
B datso dzj dedW . [ OC g EOdz df 2 tOf ) 6} B PAP@ | 56 Mo
dzdd bt tetwOded yjdedv oMmw ©Odzejj L O dmOdac
WO2dz dzOyd dzOjls L Off sczdzgv Is! v L Odzts o 5.



44 Kaspersky Security 6.0 H dzMlicrosoft Exchange Server 2007

]l dzd i3O dzd | !

{ Mdzd o Bsd3j dzls s lnds dz@ palzdz] O iszy j dz -
Bjte, Sl OHB]R{MstOsEsd @O QA
o jth dqlsimw f thdeCc2.

tdmMz&ss ONMskes2C 0 § OO stess B datse dzj dzd W
1 O¢ dZORf§lOs ydzd ¢ tsB dzetso dzj dzd v

54. pR3*e3aedR €¢R3Rsdags3aY
3Fo>0ev29038901

vyisse' feshdgbu)ddls’ §O0wOok] ster sMjafsscts {1

1. lrBjtedlsy o HJtjojKaSstpdefiftsdkdy Siejcdar i ty
Microsoft Exchange Server 2007, tOmMCs2lsjy JjEts5, 9" B
Messke jIsmMsolzs EdMjtkby deescs d oM sde-L 221
dzts o dzjjadzdtf Odzj dzd tojL Zdz' sOlstse .



